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TB>MLKOV >0B >KKLRK@BA LK > 0BDRI>0 ?>PFP i DIL?>IIV ""LRQR
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?RODBLKFKD CFBIA

(K LRO PR@@BPPCRI KA BAFFLK LC Unmanned Aircraft Systems in
the Cyber Domain: Protecting USA's Advanced Air Assets —FQELIP
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2B@LKA hostile use of UAS is on the forefront of DoD defense
and offensive planners 3EBV >0B BPMB@F>IIV @LK@BOKBA THE 26 1,
?BE>SFLO , LSFBP IFHB mAngel has Fallen,n TEBOB AOLKBP fK > 26 1,
RPB C>@F>| OB@LDKFQFLK QB@EKLILDV QL HFll 4222 >DBKQP MOLQB@QFKD
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IR@HV FC TB @LRIA @LSBO > CBT LC i QEB JLOB FKQBOBPQFKD >KA MOFLOFQV
QB@EKLILDV RMA>QBP i >Il FK QEB 4—""+ 22(%($# >KA . /$— PMEBOB

Counter Unmanned Aircraft Systems: Technologies and Operations
FP QEB @LIM>KFLK QBUQ?LLH QL LRO KA BAFFLK 3EB @FSFIF>K J>0HBQ
FP FKQBOBPQFKD >KA BKQOBMOBKBROF>I ?RQ QEB JFIFQ>0V >KA FKQBIIFDBK@B
J>0HBQP >0B LC @LK@BOK ?B@>RPB QEB 42 ALBP — _3 IB>A QEB M>@H
FK *" 4 2 (QB@EKLILDFBP ""EFK> ALBP ""EFK> @LKQFKRBP QL BUB@RQB
FQP 4 2 MOLIFCBO>QFLK >ILKD QEB —BT 2FIH 1L>A 2B>  +>KA OLRQBP
—21+ (Q E>P J>FK(Q>FKBA > DOLTQE FK JFIFQ>0V PMBKAFKD B>@E
VB>0 QL PRMMLOQ FQP ?RFIARM —F@ELIP BQ >l "E>MQBO  ; 3EBV
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>0JBA AOLKBP >KA QEBF0 J>KRC>@QROFKD LOFDFK &RBPP TEL '"EFK>

1 3>?0fPHF  )RPQFK #B@BJI?B0

Our C-UAS textbook has as its primary mission to educate and
train resources who will enter the UAS / C-UAS field and trust it will
act as a call to arms for military and DHS planners.

20BM RM QEB 4 2 ABCBKPB D>JB PMBKAFKD LO QB>@E VLRO @EFIAOBK
QL IB>0K ""EFKBPB: ; (C VLR E>SB ?BBK >PIBBM >Q QEB TEBBI (CLO >
TEFIB VLR JFDEQ T>KQ QL ILLH FKQL WeChat > PRMBO PL@F>I JBAF>
>MM ABPFDKBA ?V 3BK@BKQ > ""EFKBPB QB@E @LJIM>KV 8LR @>K AL
BSBOVQEFKD LK VLRO MELKB $SBOVQEFKD (Q E>P JFIIFLK RPBOP 3EB
""EFKBPB DLSBOK JBKQ RPBP FQ QL HBBM >K BVB LK >II FQP @FQFWBKP @BKPLO
MR?IF@ MLPQP  @E>QP >KA ?>KKBA TLOAP >IBOQ MLIF@B QL MLQBKQF>I
OFLQ @LKAFQFLKP L0 6RPQ RK>@@BMQ>?IB DOLRM D>QEBOFKDP (Q FP RPBA QL
@0B>QB > mPL@F>1 @OBAFQ P@LOBn QL FIMLPB 0BPQOF@QFLKP LK QELPB @FQFWBKP
QE>Q E>SB ?0B>@EBA PLJB mQORPQn #BRQP@EB GBIIB Trust P
ABCFKBA ?V QEB "*EFKBPB DLSBOKJBKQ &E>QIP QEB @LKKB@QFLK **EFK>
RPBP PROSBFII>K@B AOLKBP QL >RDJBKQ QEFP MBLMIB @LKQOLI PQO>QBDV CLO
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RPBP BU@BM(FLKP >KA >IILT>K@BP CLO OL?L(F@P LMBO>QFLKP FK@IRAFKD
PQRAVEKD QEB RKFK(QBKABA @LKPBNRBK@BP CRQROB RPB >KA JFPRPB LC
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(KQBIIFDBK@B *"LIJRKFV (** ,P *">00B0 @LKAR@QP OBPB>0QE >KA
@LKPQOR@QP PVIJBQOF@ &>0C>0B >KA (QQ>@H  #BCBKPB 2@BK>QFLP
>D>FKPQ —>QFLK>I ""OFQF@>I (KCO>PQOR@QROB 2EB FP QEB 3B>J +B>A >KA
(LO— 2  BOLK>RQF@P 1BPB>0@E (KPQFQRQB CLO Transformative Vertical
Flight (TVF) Commercial Intra-City On-Demand VTOL DOLRM ,P
**>00B0 FP >K FKSFQBA PMB>HBO CLO HBV LOD>KFW>QFLKP FK@IRAFKD ¥2FABP
+LKALK >KA (2'" 2B@ROFQV "*LKDOBPP 2EB P >K PPFPQ>K(Q /OLCBPPLO

""E>F0 , 2@ ""V?BOPB@ROFQV MOLD0>J >Q QEB &FIJFKDQLK 4KFSBOPFQV , P
*">00B0 ELIAP > , 2@ **V?BOPB@ROFQV %LOBKPF@P >KA (KQBIIFDBK@B COLJ
4Qr@> ""LIIBDB 4QF@> -8 >KA > / ,3 ""V?BOPB@ROFQV 4 2 BUMB@QBA

(0LJ *>KP>P 20>(0B 4KFSBOPFQV
GH-=:D8=6G>H D 9>IDG

OFP E>P VB>0P LC (3 BUMBOFBK@B >KA B>0KBA > 12 FK **V?BOPB@ROFQV
(LI 4Q@> *"LIIBDB 4Q/@> —8 TEFB TLOHFKD CRIl fFIB =B E>P
MOLSFABA BAFQFKD PHFIIP CLO /0LCBPPLO —F@ELIP CLO  VB>OP KLT <FP
>MMOL>@E FP >II BK@LIM>PPFKD >P LMMLPBA QL PQOF@Q D0>3J>0 ORIBP
1B>AFKD B>PB QLMF@ CILT @I>0FQV >KA ?BFKD PR@@K@Q >0B QEB CLARP

$JIGI  66C=6CI )= DG:LDG9 -D HI 9>I>DC

UUUFS Y +FPQ LC ""LKQOF?RQLOP



#0 1>0KE>0Q FP /OLCBPPLO >KA @ROOBKQIV QEB PPL@FQB #B>K LC
1BPB>0QE >) *>KP>P 20>QB 4KFSBOPRV 2>IFK> (K >AARFLK EB
BPQ>?IFPEBA >KA PBOSBP >P (EB BUB@R(FSB AFOB@QLO LC QEB  MMIFBA

SPQFLK 1BPB>0G@E ''BKQBO B LSBOPBBP (EB 4KJ>KKBA  BOF>I
2VPQBJIP MOLDO>J LCCF@B #0 1>0KE>0Q MOBSFLRPIV PBOSBA >P QEB *B>A
LCOEB  SFSQFLK #BM>00JBKQ >0 *>KP>P 20508 4KFSBOPRQV

#0 1>0KE>0Q FP > JBJ?B0 LC QEB DO>AR>QB C>@RIQV >Q * 20>0B "B
FP BIFKBKQIV NR>IFCFBA TRE > @LJJIBO@F>I MFILQ @BOQFCF@>QB TROE
FKPQORJIBK( JRIQF BKDFKB PB>MI>KB >KA DIFABO 05QFKDP > @BOQFCFBA
CIFDEQ FKPQOR@QLO TFQE FKPQORJIBK( >KA JRIQF BKDFKB O>QFKDP  >K
>F000>J B >KA MLTBO MI>KQ @BOQFCF@>(B THQE FKPMBEQFLK >ROELOFSQFLK

#0 1>0KE>0QP BAR@>QFLK>| MBAFDOBB FP LRQPQ>KAFKD >K 2 FK

SPQFLK , >FKQBK>K@B 3B@EKLILDV (0LJ 5FK@BKKBP 4KFSBOPFQV > 1 2
FK >SF>QFLK >AJFKFPQO>(FLK COLJ /ROARB 4KFSBOPFQV >K , 1 (OLJ
$J20V 1FAAIB  BOLK>RQF@>I 4KFSBOPFQV >KA > /E # FK BAR@>QFLK>I
>AJIFKFPQO>(FLK COLJ (KAF>K> 20>0B 4KFSBOPFQV

#0 1>0KE>0QP 1BPB>0QE >DBKA> FP CLARPBA FK >SF>QFLK MPV@ELILDV
>KA "RJ>K %>@QLOP >P TBII >P QEB FKQBDOS(FLK LC 4KJI>KKBA FOG0>(Q
2VPQBJIP FKQL QEB —>QFLK>l FOPM>@B 2VPQBJ ™ FP FKARPQOV BUMBOFBK@B
FK@IRABP TLOH >P > 1 # FKPMB@QLO TFQE 1LIIP 1LV@B $KDFKB ""LIM>KV
TEBOB EB TLOHBA LK QEB 10  4KJ>KKBA 1B@LKK>FPP>K@B  FO@0>C)
ABSBILMJBK( MOLD0>J >P TBIl >P PBOSFKD >P >K >f0@0>(Q PVPQBJIP
FKPQOR@QLO CLO  JBOF@>K 30>KP  FO SFOIFKBP %LOJBOIV #0 ¥1>0KE>0Q
T>P >K  PPL@FQB /OLCBPPLO >KA @QFKD #BM>00JBKQ ""E>f0 LC (EB

BOLPM>@B 3B@EKLILDV >( (KAF>K> 20>0B 4KFSBOPRV TEBOB EB T>P
OBPMLKPF?IB CLO QB>@EFKD CIFDEQ >KA RMMBO AFSFPFLK >AJFKFPQO>(FSB
@I>PPBP  "*LROPBP Q>RDEQ FK@IRAB SF>QFLK 1FPH K>IVPFP ""FQ>QFLK ((

+FPQ LC *"LKQOF?RQLOP Y UUUS



&OLRKA 2@ELLI *KD FO %IFDEQ FO  —>SFD>QFLK FO
30>KPMLOQ>QFLK (KPQORJBKQ &OLRKA 2@ELLI >KA J>KV LQEBOP
)-#D=C )6JA 1DD9 ., D JI=DG

""/3)LEK />RI "LLA FP > 0BPB>0@EBO CL@RPBA LK QEB ABSBILMJBKQ LC
CRQROB @LRKQBO RKJI>KKBA >f0@0>C) QBAEKLILDFBP QEBLOFBP >KA ?BPQ
MO>@QF@BP CLO ?LQE DLSBOKJIBKQ >KA @FSFIF>K >MMIF@>QFLKP '*/3 " LLA
E>P GLJIJI>KABA FK QEB 42 0JV %BIA OQFIIBOV TRE > ?>@HDOLRKA
PMB@F>IFWFKD FK QEB @LLOAFK>QFLK >KA ABIFSBOV LC @LKSBKQFLK>I
PJ>00 JRKFFLKP >P TBIl >P >@EFBSFKD ABPFOBA ?>QQIBCFBIA BCCB@QP
QEOLRDE QEB FKQBDOSQFLK LC IBQE>I >KA KLK IBQE>I >PPBQP /3 ~LLA
ELIAP > 12 FK &BLPM>QF>| (KCLOJ>QFLK 2VPQBIP COLJ QEB 4KFQBA 20>(BP
JFRQ>0V  @>ABJV 6BP) /LFKQ —8 >KA > /OLCBPPFLK>l , >PQBOP FK
3B@EKLILDV 4 2 BUMB@QBA (0LJ *>KP>P 20508 4KFSBOPFQV

G ANH6 ,16G@:N C :6C $6CHEH ,161: _C>K:GHIN
)DINI:8=C>8 C9 9 DG:LDG9

#0 2Q>0HBV FP > /0LCBPPLO >KA @ROOBKQIV PBOSBP >P QEB "'$_. >KA
#B>K CLO QEB *>KP>P 20>0B 4KFSBOPFQV /LIVQB@EKF@ *">JIMRP P #B>K
PEB LSBOPBBP QEB **LIIBDB LC 3B@EKLILDV >KA SF>(FLK >@>ABJF@
MOLDO>JP >KA @>JMRP 0BPB>0QE @BKQBOP #0 2Q>0HBV ELIAP >K

UUUSF Y +FPQ LC ""LKQOF?RQLOP



FK 2L@F>I GLOH COLJ ""LI?V *"LIJIRKFV *"LIIBDB > ¥ 2 FK /PV@ELILDV
(0LJ %LOQ =>VP 20>QB 4KFSBOPRQV > . +2 C(OLJ 4KFSBOPFQV LC —LOQE
3BUSP >KA > /E # FK ""ROOFARIRJ >KA (KPQORAQFLK COLJ *>KP>P 20>(B
AKFSBOPRQV  )LFKFKD *>KP>P 20>QB /LIVQBGEKF@ FK )RKB >p >
0BEEKF@>I PBOSF@BP >RQLJI>QFLK @LLOAFK>QLO >KA >PPFPQ>KQ MOLCBPPLO
20>0HBV T>P MOLJLQBA QL IF20>0V AFOB@QLO >KA >PPL@F>QB MOLCBPPLO
FK >KA QL >PPFPQ>KQ AB>K LC @LKQFKRLRP FIMOLSBJIBKQ >KA
AFPQ>K@B BAR@>QFLK FK 2EB T>P K>JBA >PPL@F>QB AB>K LC
>@>ABJF@P >KA MOLJILQBA QL CRII MOLCBPPLO FK 2EB D>FKBA (EB
SAAFFLK>I ARQFBP LC FKQBOFJ "'$. >KA #B>K [K )RKB SKA
OLKQFKRBP FK QE>Q @>M>@FQV QLASV

#D:A CO:GHDC DIDC:A .,& +:1 (/)+ 6CO +:H:668=
>6:8ID6 . , DG:LDGY
.0 KABOPLK E>P JLOB QE>K  VB>0P BUMBOFBK@B FK JFIFQ>0V
FKARPQOV >KA >@>ABJF> =B @ROOBKQIV PBOSBP >P #BSBILMJBK(
#F0BAQLO CLO *>KP>P 20>0B 4KFSBOPFRQV TFEFK QEB - (CF@B LC 1BPB>0QE
#BSBILMIBKQ _1# /OFLO QL GLFKFKD *24 EB PBOSBA >P > 3B@EKF@>
#F0BAOLO (KKLS>QFLK $S>KDBIFPQ >KA 2BKFLO 2R?6B@Q , >QQBO $UMB0Q

+FPQ LC ""LKQOF?RQLOP Y UUUSFF



(LO ,>K3B@E (KQBOK>QFLK>I FK PRMMLOQ LC =O,'* (KQBIIFDBK@B
#BM>00JBKQ >KA FOP 3>@0F@>1 SUMILFQ>QFLK LC —>QFLK>I **>M>?FIFQFBP
3$-"" / LCCFOB >KA 3BEEKLILDV >KA (KKLS>QFLK #%0B@QLOSQB >KA
>P (EB #f0B@QLO CLO ,LP>f@ 3, (K@P RQLKLJLRP 2VPQBJIP &OLRM
1BQTBBK EB PBOSBA FK QEB 4KFQBA 20>QBP ., >OFKB *"LOMP
TEBOB EB OLPB FK 0>KH COLJ /0FS>QB QL **LILKBI #ROFKD EFP @>0BBO
EB PBOSBA >P >K FKQBIIFDBK@B >K>IVPQ TEFIB BKIFPQBA TEBOB EB
T>P JIBOFQLOFLRPIV MOLJLQBA QL *"LOMLO>I >KA >P >K LCCF@BO EB EBIA
JFIFQ>0V LAGRM>QFLK>1 ABPFDK>QFLKP >P >K . >0FKB  FO &OLRKA
3>PH %LO0@B (KQBIIFDBK@B - CCFABO (J>DBOV . (CF@BO 2M>@B
-MBO>QFLKP _(CF@BO >KA ONRFPFQFLK  /OLCBPPFLK>l B>0KFKD
# (6( +BSBI ((( ""BOQFECF@>QFLK >P /0LD0>J , >K>DBO >KA JBJI?B0 LC
0EB >@NRFPFFLK @LIJRKFQV TEFIB 7, , >0FKB (KQBIIFDBK@B 2VPQBJIP
(LO QEB ,>0FKB ''LOMP 2VPQBJP ""LJIJ>KA "B EBIA @LJIJI>KA
MLPFFLKP >P > 2ROSBFII>K@B >KA 3>0DBQ  @NRFPFFLK /I1>QLLK
""LII>KABO ""LII>KABO LC QEB KA %L0@B (J>DBOV (KQBOMOBQ>QFLK
4K %((4 >KA T>P "LIJI>KAKD -CCF@BO "'LIM>KV $ . >O0FKB
2B@ROFQV &R>0A 1>00>IFLK #BM>00JBKQ LC 20>0B =B PBOSBA >P QEB
. >0FKB **LOMP 2BKFLO #BM>00JBK(>l 1BNRFOBIBKOP _ (CFGBO #1 . >KA
>P (EB (J>DBOV >KA *"LIIBAQFLKP 2B@QFLK "B>A TEFIB PBOSFKD TF(E QEB
. >0FKB ""LOMP (KQBIIFDBK@B @QFSFQV >P QEB 10>K@E “B>A CLO "O, "
(KQBIIFDBK@B #BM>00IBKQP (J>DBOV >KA &BL PM>QF>| /1>KP >KA /LIFQV
105K@E >KA GLKGIRABA EFP @>0BBO >P > 200>0BDF@ (KQBIIFDBK@B /1>KKBO
CLO QEB - CCF@B LC QEB 4KABO 2B@OB(Q>0V LC #BCBKPB CLO (KQBIIFDBK@B
-42# ( >KA >P QEB "EFBC LC 20>(C CLO 2B@0BQ>0V &>(BP (KQBIIFDBK@B
2ROSBFII>K@B >KA 1BALKK>FPP>K@B 3>PH %L0@B (213% ™ B E>P PBOSBA
>) BSBOV LMBO>QFLK>| IBSBI LC QEB ., >O0FKB *'LOMP COLJ ¥>QQ>IFLK
1BDFIBK( #fSFPFLK GFKD , $4 >KA , $% TREFK QEB , >0FKB **LOMP
PRMMLOQFKD BPQ>?IFPEJBKQ =O,** >KA LK QEB .42#% ( PQ>C ,0
KABOPLK E>P PMBK( > @>0BBO PRMMLOQFKD BCCLOQP QL >AAOBPP QEB
OLIMIBUFFBP LC QEB FKQBIIFDBK@B @LJIJIRKFQV >KA FKQBO >DBK@V
FKCLOJ>QFLK  J>K>DBJIBKQ AB@FPFLK J>HFKD  Q>IBKQ >@NRFPFOFLK
BAR@>QFLK>| >KA LMBO>QFLK>| BKSFOLKJBK(QP

" FP MBOPLK>I >T>0AP FK@IRAB QEB #B(BKPB 2RMBOFLO 2BOSF@B , BA>I
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TOLKWB 2050  BOFQLOFLRP 2B0SF@B , BA>I TFQE CLRO DLIA PQ>O0P FK IFBR LC
QE >T>0A —>SV >KA , >0FKB **LOMP **LIIBKASQFLK , BA>I —>SV >KA
. >0FKB "'LOMP  @EFBSBJBK(Q ., BA>l )LFKQ , BOFQLOFLRP 4KFQ **F0>QFLK
JBOFQLOFLRP 4KF) "FO>QFLK —>SV 4KRQ "FQ>QFLK  , >O0FKB **LOMP
SUMBAFQFLK>0V , BA>I —>(FLK>I #B(BKPB , BA> THE LKB ABSF@B FK
IFBR LC PBGLKA >T>0A  0JBA %LO@BP SUMBAFQFLK>OV , BA>I
2LRQETBP) PF> 2BOSF@B , BA>I TFQE QEOBB PQ>0P FK IFBR LC SAAFFLK>I
ST>0AP &IL?> 6>0 LK 3BOOLOFPJ 2B0SF@B , BA>l 2B> 2BOSFAB
#BMILVIBKQ 1F??LK TFQE QEOBB PQ>0P FK IFBR LC SAARQFLK>I >T>0AP
-SBOPB>P #BMILVJIBKQ 1F??LK TRE LKB ABSF@B ., >0FKB 2B@ROFQV
&R>0A 1F?7LK *RT>HF +F?BOSQFLK . BA>SI 2>RAF  0>7F> *RT>HF
+?BO>(FLK , BA>l *RT>H)

+FPQ LC ""LKQOF?RQLOP Y UUURU



Abbreviations and Acronyms

77G:K>61>DCH  8GDCNBH 4+:K 5

3EB CLIILTFKD QBOJP >0B @LJJLK QL QEB 4 2 FKARPQOV DBKBO>I
IFQBO>QROB LO @LKCBOBK@BP LK 4 2 4 5 #O0LKB PVPQBJP

# KQF >@@BPP  OB> #BKF>I
0BC JMIFQRABP LC PLROGB >KA OBCBOBK@B MLFKQP PBB
$N
KQF >F0@0>00  ASMQFSB  KQBKK>P
KQF >FO@0>0Q >00FIIBOV
(1 0 @@FABKQP (KSBPQFD>QFLK ¥L>0A
. FO QL >FO JFPPFIB
5 ROLKLJLRP >f0 SBEF@IB
1 SF>QFLK TIL@H (KCO>PQOR@QROB
" FOB0>CQ
"2 FO?LOKB @LIIFPFLK >SLFA>K@B PVPQBJ  PPFPQ>KQ **EFBC
LCQEB FO 20>CC
"y DBK( @LJ JRKF@>QFLK I>KDR>DB  RQLKLJLRP @LKQOLI
IBSBIP

" _423(""  #BQB@EP AOLKBP ?V OB@LDKFWFKD RKFNRB PLRKAP
MOLAR@BA ?V QEBFO JLQLOP

"1/ FOMLOQ **LLMBO>(FSB 1BPB>0@E /0L(BAQ
"2 F0?LJB ABCBKPB @LKQOLI PO>(FLK PVPQBJ
"3 AS>K@BA "*LK@BMQ 3B@EKLILDV #BJILKPQO>(FLK
# FO#BIBKPB  KP>0 #KB QBOOLOFPQ DOLRM
# 0Q>@H #BCBKPB 20BK>0FL  K>IVPP
# " RQLJ>QBA #VK>JF@ FOPM>@B **LKQOLIIBO
# F0 A>Q> @LIMRQBO
#% ROLJ>QF@ AFOBAQFLK CFKABO CFKAFKD
#,2 FO ABCBKPB JFPPFIB 0>A>0 PVPQBJ
#2 FO #BCBKPB 2VPQBJ 42

Ul ¥ ??0BSF>QFLKP >KA  @0LKVJIP



#2 1 ROLI>QF@ #BMBKABKQ 2ROSBFII>K@B i !0L>A@>PQ
PVPOBIP

#3 FO #>0> 3BOJFK>I
$2 @QFSB BIB@QOLKF@>11V P@>KKBA >00>V
$6 FO?LJB B>0IV T>0KFKD
% A>MQFSB %FIQBOFKD
%2 RQLJI>QF@ CIFDEQ @LKQOLI PVPQBJ
%1("*- , 42 COF@> ""LII>KA
&+ ?LSB DOLRKA IBSBI
&, FO QL PROC>@B JFPPFIB
& 1# ASFPLOV ~ &OLRM  CLO BOLPM>@B 1BPB>0@E >KA
#BSBILMJIBKQ — 3.
&, -, >SBOF@H 42 P >K >f0 QL PROC>@B JFPPFIB &,

ABPFDKBA CLO @ILPB >f0 PRMMLOQ (Q FP QEB JLPQ TFABIV MOLAR@BA
MOB@FPFLK DRFABA JFPPFIB FK QEB 6BPQBOK TLOIA >KA FP BCCB@QFSB
>D>FKPQ > TFAB 0>KDB LCQ>@QF@>1 Q>0DBQP FK@IRAFKD >0JL0 >F0
ABCBKPBP PEFMP DOLRKA Q0>KPMLOQ>QFLK >KA CRBI PQLO>DB C>@FIFQFBP

- RQLMFILQ =>0AT>0B QQ>@H
o K>ILD EFDE ABCFKFQFLK
=12 QQFQRAB >KA EB>AFKD OBCBOBK@B PVPQBJ
( OQFCF@F>1 FKQBIIFDBK@B
( JBOF@>K (KPQFQRQB LC  BOLK>RQF@P >KA BOLPM>@B
& BOLK>RQF@>! (KCLOJ>QFLK *"FO@RI>0
% BOLK>RQF@>1 (KCLOJSQFLK /R?IF@>QFLK
2 ROQLJ>QBA (ABKQFCF@>QFLK  2VPQBJ  CLO *LIIFPFLK
SLFA>K@B
) KGF )>J
+1 F0 +>KA 1>(QIB
+$13 AS>K@BA +LT L?PB0S>?IB $J?BAABA
1BALKK>FPP>K@B 3>0DB(FKD PVPQBJ
. JIMIFQRAB , LARISFLK > , LRO>?FQLRK QBOOLOFPQ
DOLRM

- ! DFIB , RIGF 'B>J
I AS>K@BA , BAFRJ 1>KDB FO QL FO , FPPFIB
-2/ FO —>SFD>QFLK 2BOSF@B /0LSFABO

??0BSF>QFLKP >KA  @OLKVJIP Y UIF


https://en.wikipedia.org/wiki/Air-to-surface_missile
https://en.wikipedia.org/wiki/Close_air_support
https://en.wikipedia.org/wiki/Military_tactics
https://en.wikipedia.org/wiki/Armour
https://en.wikipedia.org/wiki/Ship

1 AOLKB

FO —>SFD>(QFLK - 0ABO 4*
0B> LC - MBOSQFLKP
KDIBLC QQ>@H
P> />@FCFO SOLKLIF@ **LLMBOSQFLK
PF> />@FCF@ &>QBT>V
AS>K@BA MOB@FPFLK HFIl TB>MLK PVPQBJ
| O>FA> 3B0OLOFPQ &OLRM i mQEB I>PBn
FO@0>CQ LMBO>QFKD >RQELOFOV
> O>BA> FK (EB (PI>JF@ , >DEOB?
1B@BFSB >K(BKK> BCCBAQFSB >0B> J
PMB@Q 0>QFL
AR PQ>KAP (LO m RDJIBKQBA 1B>IFQVn FK AR drone AR

Drone @>K MBOCLOJ Q>PHP IFHB L?tB@) OB@LDKFFLK >KA CLIILTFKD
DBPQROB CLIILTFKD

1.
12
16

2
21
2%
2% -
2+
2,2
23,
23%1
2R6

3
3°%-
3,
31

32
42
45

KQF 1>AF>QFLK , RKFQFLKP

FO?LOKB 1BJLQB 2BKPFKD

KQF 0>AF>QFLK TB>MLKP

FO?LOKB 2BKPFKD 2VPQBJP

ASFPLOV 2BOSF@B TRIIBQFK FO 2B> 1>QQIB
@®QFSB BIB@QOLKF@>I1V P@>KKBA >00>VP
PPL@F>QFLK LC 2LRQEB>PQBOK PF>K —>QFLKP
FO?LOKB 2VPQBJIP +>?L0>QLOV

RQLJ>QBA 2BM>0>QFLK , >K>DBJBK(Q 2VPQBJ
JBOF@>K 2L@FBQV LC 3BPQFKD >KA , >QBOF>IP 23,
DBK@V CLO 2@FBK@B 3B@EKLILDV >KA 1BPB>0@E
KQF PROC>@B RKFQ T>0C>0B

KQF PR? J>0FKB T>0C>0B

BOF>1 Q>0DBQ

FO 30>CCF@ *"LKQOLI

+L@HEBBA , >0QFK AS>K@BA 3BPQ "FDE $KBODV PPBQ

FO 30>CCF@ ., >K>DBJBKQ

RQLJ>QF@ 3>0DBQ 1B@LDKFFLK

FO 30>CCF@ 2BOSF@B

KQF 4 5 #BCBKPB 2VP(BJ

ROLKLJLRP 4KABOT>(QB0 5BEF@IB

UIFF ¥ ??0BSF>QFLKP >KA  @OLKVJP



SFLKF@P SF>QFLK  BIB@QOLKF@P FK J>KKBA LO RKJ>KKBA
>F0@0>CQ

452( PPLOF>QFLK  CLO 4KJ>KKBA SBEF@IB  2VPQBJIP
(KQBOK>QFLK>|

5 F0 5BEF@IB

62 2 Il GB>QEBO 2BKPB >KA SLFA 2VPOBJ

! (% BNRFS>IBKQ ?>KATFAQE =W

1,2 10L>A 0B> J>0FQFJB PROSBFII>K@B

1>QHESRIFKD  (KQBOJBAF>(B IFKHP ?BQTBBK @LOB KBQTLOH LO
FKQBOKBQ ?>@H?LKB >KA PJ>II PR?KBQP >Q QEB BADB LC QEB KBQTLOH

Bandwidth  #BCFKBA >P QEB 1>KDB TFEFK > ?>KA LC T>SBIBKDQEP
COBNRBK@FBP L0 BKBODV

3EFKH LC FQ >P > O0>KDB LC O>AFL COBNRBK@FBP L@@RMFBA 2V >
JLARI>(BA @>00FB0 T>SB >PPFDKBA (L > PBOSF@B LSBO TEFGE > ABSF@B
@>K LMBOXQB I>KATFAQE FP >IPL > @>M>@FQV CLO A>Q> Q0>KPCBO LC
BIB@QOF@>! LI IRKF@>(FLKP PVPQBJ

1# 1>00IB #>J>DB >PPBPPIBK(

1$1 17) BOOLO 0>0B

1+.2 YBVLKA IFKB LC PFDEQ

-0 TFKA >KA %IV i TFQE @RPQLI Q0>KP.JFQQBO

11( 1BIQ >KA 1L>A (KFQF>QFSB

11 3 1LBFKD 1BPB>0@E >KA 3B@EKLILDV

121 YFIFKB>0 2FDK>I 1BMOBPBKQ>(QFLK

12p 1>PB 205(FLKP

151 1BVLKA SFPR>I 0>KDB

0 2MBBALCIDEQ[ U  J P : JFIBP MBO
PBO; FK S>@RRJ K>JBA >(QBO **BIBOFQ>P QEB +>QFK TLOA CLO PMBBA LO
SBIL@FQV

0 PMBBALCPLRKA 3 P FK>F0

" ""LI?FKBA JBQELAP LC *'1

" "6 "LII>KA >KA @LKQOLI  ""LII>KA >KA *"LKQOLI
6>00>0B

" ( "LIIJI>KA  @LKQOLI OLIIRKF@>QFLKP ~ >KA
(KQBIIFDBK@B
" "LII>KA @LKQOLI @LI IRKF@>QFLKP >KA @LIMRQBOP

??0BSF>QFLKP >KA  @0LKVJP Y UIFFF



" ( "LII>KA @LKQOLI OLIIRKF@>QFLKP  >KA
@LIMRQBOP FKQBIIFDBK@B

(21 “LIJI>KA  @LKQOLI @LIIRKF@>QFLKP  @LJIMRQBOP
FKQBIIFDBK@B PROSBFII>K@B  0B@LKK>FPP>K@B
" (231 “"LII>KA @LKQOLI @LIIRKF@>QFLKP  @LIMRQBOP

FKQBIIFDBK@B PROSBFII>K@B (>0DBQ
SONRFPFOFLK >KA O0BALKK>FPP>K@B

" ""LIFPFLK  SLFA>K@B "IB>0 @NRFPFOFLK  &/2
Cyber Assault (aka CyA)

" "*LKQOLI @NRFPFQFLK @V?B0 >Q0>@H

"2 "ILPB FO 2RMMLOQ  *"LIJLK PFQR>QFLK>| >T>0BKBPP

"2 ""FSFI SF>QFLK 2>CBQV  RQELOFQV

o2t ""EFK> BOLPM>@B 2@FBK@B >KA (KARPQOV **LOMLO>QFLK

" LC ""BOQFCF@>QB LC FOTLOQEFKBPP

4 ""FSFI - FO /R?IF@>QFLK

"3 ""LIIFPFLK SLFA>K@B 3EOBPELIA

B Vi "'V?B0 "*0FJB
C( "*I>PPF@>| **OVMQLDO>MEV **LROPB 5LIRJB ( (( —F@ELIP
1 * "'I>PPF@>] *"OVMQLDO>MEV "*LROPB 5LIRJIB (  ((

] **V?B0 **LRKQBO $PMFLK>DB

Y "LIJI>KA  @LKQOLI  FKQBOC>@B Cyber
Counterintelligence

2 *"V?B0 ""LRKQB0 2>?LQ>DB

3 ""V?B0 "*LRKQBO 3BOOLOFPI

42 ""LRKQBO ""LRKQB0 4KJ>KKBA F0@0>CQ 2VPQBIP

H ""LKCIF@Q #BQB@QFLK

HA ""LIILK A>Q> IFKH

H, @LAB AFSFPFLK JRIQFMIB >@@BPP

H#1 ""LIIFPFFLK  ABQB@QFLK >KA  OBPLIRQFLK  PVPQBJP
>RQLI>BA 2 FK4 2

"$ *"V?B0 BIB@QOLJI>DKBQF@ >@QFSFQFBP  *V?B0 $6
2MB@QORJ T>0C>0B

$3 *"EFKBPB $IB@QOLKF@P 3B@EKLILDV &O0LRM

"0 ""LIMRQBO %LOBKPF@P

%3 "*LKQFKBKQ>I %0BB 30>AB 0B>

UIFS ¥ ??0BSF>QFLKP >KA  @0LKVJIP



%3 **BOQKCF@>QB LC CIFDEQ QUF>IP **OLPP CRK@QFLK>I QB>JP

"T(,%1 ""LRKQBO BIB@QOLKF@ */ , $UQBKABA 0>KDB ?>PB >f0
ABCBKPB

B Y/ ""V?B0 (KCFIQO>QFLK

( “'LKCFABKQF>IFQV  (KQBDOFQV ~ S>FI>?FIFQV **BKQO>|
(KQBIIFDBK@B DBK@V

"(# "V?B0 . RIQF I>VBOBA (KQBDO>QBA  FO #BCBKPB
2VPQBJP

T($H# **LIMRQBO FIMOLSFPBA BUMILPFSB ABSF@B

(- "LIILK (KCLOI>QFLK —BQTLOH

(1 "*LILO (KCO>0BA i >0QFCF@F>1 PQ>KA>0A TEBOB —(1 ?>KAP
PEFCQBA PL QE>Q ERJ>KP @>K PBB QEB FKC0>0BA 0BCIB@Q>K@B

"+$ FOMLOQ @LAB CLO "*IBSBI>KA

o= "*>00FBO QL —LFPB O>QFL FK = /2 "o—

R VA Countermeasure ""V?B0 , >KFMRI>QFLK

- "LIIJIRKF@>QFLKP  K>SFD>QFLK KBQTLOH KLAB

—( ""OFQF@>1 —>QFLK>I (KC0>PQOR@QROB

—*( “EFK> —LOQE  *LOB> (0>K QB@EKF@>I TB>MLKP
@LLMBO>QFLK >D0BBJBKQP

e ""EFBC —>S>1 _ MBO>QFLKP

YA ""LKQOLI >KA KLK M>VIL>A IFKHP

. *"BOQFCF@>QB LC 6>FSB0 LO  RQELOFW>QFLK

"ot ""EFBC LC QEB TL>Q

"_.(-3  "LIJIRKF@>(FLKP FK(BIIFDBK@B
"_.) . ULIIRKFESPFLKP )>I IFKD
. .28 LIIJRKFOSQFLKP 2BARORQV
"_—_/2  "LK@BMP LC - MBOS(FLKP

" —42 *"LKOFKBKQ> 4KFQBA 20>0BP

) **LKOFKRBA - MBOSQFLK>1 2>CBQV
.32 "L I JIBO@F>I LCC QEB PEBIC
"/ "*|LPBPQ /LFKQ LC MMOL>QE

**/ 2MLLC **/ PMLLC FKSLISBP C>HFKD > MLPPF?IB @LIIFPFLK TFQE >
0>0DB(Q PEFM
/4 **LJ JIBO@F>I MFILQIP IFGBKPB

??0BSF>QFLKP >KA  @OLKVJIP Y UIS



"/ ""BKQBO (LO /OLQBAOFLK LC —>QFLK>I (KCO>PQOR@QROB
4*

/L "'LIIRKFPQ />0QV LC QEB 1BMR?IF@ LC ""EFK>

"1 ""LKCIFGQ 1BPLIRQFLK ~ ""ILPB 0>KDB  **V?BO 1>fA >H>
vl

e *'L>UF>1 0LQLO EBIF@LMQBO

17 1B@BFSBA 2fDK>1 /LTBO T>((P

"2 "'LKQOLI PQ>QFLK

oH/ "'LIIJLK 2BEROFQV >KA #BCBKPB /LIF@V JFPPFLKP $4

21 *'LIM>@Q 2ROSBFII>K@B 1>A>0

o *"LIJIBO@F>I 2LIRQFLKP CLO **I>PPFCFBA /0LD0>J

21 "LIJILKTB>IQE 26FBKQFCF >KA (KARPQOF>| 1BPB>0GE
- OD>KFANSQFLK

"3 "'LRKQBO 3B00LOFPJ  ""LRKQBO 3BOOLOFPJ , FPPFLK

"3+ "'LKSBKQFLK>1 Q>HB LCC >KA I>KAFKD

"4 2 "'LRKQBO 4KJ>KKBA F0@0>CQ 2VPQBJIP ABCBKPBP
@LRK(B0JIB>PROBP

"4 2 "2(1. 4KIJI>KKBA FO@0>CQ 2VPQBIP

"5 "'LIIFPFLK 5LIRJB

"6 W6  ''V?B0 6>0(>0B

# AFPQ>K@B COLJ Q0>KPJFQQBO FK 1>KDB BNR>QFLK ~ A>JV
#

# #>KDB0 >0B>

#>KDBO "'ILPB
#BOFKFFLK ~ TT T 2BKKFKD >03V JFI_FKC>KQOV JI>D>WFKB FPPRBP
.>V )RKB _VBOEQJI -LS i A>KDBO @ILPBFP
FK@IRABA FK (EB mJBQELA LC BKD>DBJBK(n IFKB LC > @Il CLO CFOB
OBNRBPQ QL FKAF@>QB QE>Q COFBKAIV CLO@BP >O0B @ILPB QL QEB Q>0DBQ
p #>KDBO @ILPBFP >(BOJ QE>) FP BU@IRPFSB (OLJ OFPH BPQFI>QB
APQ>K@B 1$# >IQELRDE QEB 1$# (L0  MBO@BK( /( FP RPBA QL ABCFKB
A>KDBO @ILPB CLO >F080>0Q ABIFSBOV /F  /OL?>?FIFQV LC FK@>M>@RQ>QFLK
#BFKFFLK LC mASKDBO @ILPBn 42 #L# (K @ILPB >F0 PRMMLOQ
>O0QFIIBOV.  JLOQ>0 >KA K>S>I DRKCFOB PRMMLOQ CFOBP FQ FP QEB (QBOJ
FK@IRABA FK QEB JBQELA LC BKD>DBJBKQ PBDJIBKQ LC > @>I1 CLO CFOB

UISF Y 2??0BSF>QFLKP >KA  @0LKVJIP


http://www.benning.army.mil/infantry/magazine/issues/2013/May-June/Myer.html
http://www.benning.army.mil/infantry/magazine/issues/2013/May-June/Myer.html

TEFQE FKAF@>QBP QE>Q COFBKAIV CLO@BP >0B TFQEFK @ILPB MOLUFJFQV LC

QEB 0>0DBQ
# 1.
# 1/
# 2
Al
e
#'/
HtH
#it 2
#$
HEN " —

#B(BKPB  FO?LOKB 1B@LKK>FPP>K@B - (CF@B
#B(BKPB AS>K@BA 1BPB>0GE /0L(BAQP DBK@V
#BOBAQFLK ?V  @LRPQF@>I 2FDK>QROB

AB@F?BIP

#70B@Q **ROOBKQ

#PQ>K@B ?BQTBBK SBPPBIP >MMOL>@EFKD **/

#RIl A>KDBOLRP >KA AFOQV

#IPQOFPRQBA #BKF>I LC 2BOSF@B @V?B0 >QQ>@H

#FOBAOBA $KBODV

#$% '* - — FP QEB TLOIAIP ILKDBPQ ORKKFKD >KA I>0DBPQ

RKABODOLRKA E>@HFKD @LKCBOBK@B

#$ S/
#$6
#%
#9462
#T2
#(,9$
#1,
#(8

0>@FKD AOLKBP
# 6

#FOBABA BKBODV ~ $1B@QOLI>DKBQF@ MRIPB
#FOBABA BKBODV TB>MLKP
#FOBAQFLK CFKAFKD
#FDFQ> %IFDEQ **LKQOLI 2VPQBJ
#BM>00JIBKQ LC ™ LIBI>KA 2BEROFQV
HMILI>QF@ FKCLOJ>QFLK JFIFQ>0V >KA BELKLJIV
#FOB@AQBA (KCO>0BA "*LRK(BOJIB>PROBP
#L FQ VLROPBIC >J>QBRO ?RFIQ AOLKBP LO JLAFCFBA

y>JJB0 IL@>QFLK i QL Q>0DBQ OB@BFSBO IL@>QFLK

AFPQ>K@B FKHJ %,

#)
#)(

#>0>)>JJFKD  #0LKB )>JIB0
/LMRI>0 >KA CRK@QFLK>I **EFKBPB J>AB AOLKB PBOFBP

»>SF@ /E>KQLJ 1vwB , >Q0FU 2M>0H $KQBOMOFPB (KPMFOB 3BIIL
X"LTBSBO ?>KKBA?V 42 0JVI -BTJ>K

#LTKIFKHIK = /2

#>(B [>P >@@BPPBA RPR>IIV > TB? 0BCBOBK@B
#>0> +FKH FKQBOC>@B

#BLUVOF?LKR@IBF@ >@FA

#BM>00IBKQ LC #BCBKPB

#BDOBBP LC %0BBAL.J

#BKF>| LC 2BOSFAB @V?B0 >Q0>@H

??0BSF>QFLKP >KA  @OLKVJIP Y UISFF



#/, #f0B@Q MLTBO J>K>DBJBKQ #VK>JF@ /LTBO

. >K>DBJIBK(

#/1* #BJLE0>QF@ /BLMIBIP 1BMR?IF@ LC *LOB>

#1 . —$ %  &RFA>K@B #f0B@) 1BMLOQ .7?PBOSB —LQF@B

$UB@R(B

#2 #BQB@Q PBKPB >KA >SLFA  #VK>JF@ 2BKPB >KA @)

#22 #BEFPFLK 2RMMLOQ 2VPQBJ

#222 #F0B@) PBNRBK@B PMOB>A PMBAQORJ

# 0 $KBJIV Q0>KPJIFQQBO IL@>QFLK QL Q>0DB( OB@BFSBO
IL@>QFLK FK HI %,

#3 #IOBAQFLK>1  Q0>KPIFPPFLK #BM>00IBKQ  LC
30>KPMLOQ 4*

#3# #FPQOF?ROBA 3FJB #FSFPFLK , RIQIMIB  @@BPP #3#
KBQTLOH 0>AFL PVPQBJ

#3$H #FDFQ>1 QBOOSFK BS>IR>QFLK A>Q>

#3% #0RD 3>PH %L0@B

#3" #F0BEQ 3L "LJIB

#3( #0B@Q 30>@H  (ABKQRCV

#31 #B(BKPB 3E0B>) 1BARA(FLK DBK@V

#A . #BPFDK>QBA 4 2 LMBO>QLO

$ $IBAQOLKF@  QQ>@H

$ 12" $ROLMB>K  PPL@F>(FLK LC 1BJLQB 2BKPFKD **L IM>KFBP

$ 2 $NRFS>IBKQ >FOPMBBA

$ 4 $>PQ  COF> RKFLK @LJIMOFPEKD LC (PO>BI >KA PFU $>PQ

COF@>K PQ>QBP *BKV> SQEFLMF> 3>KW>KF> 4D>KA> 1T>KA> >KA
2LRQE 2RA>K
$? -L 3EB0J>I KLFPB MLTBO PMB@Q0> ABKPFQV 0>QFL
$""',  $/  $IBEOLKF@ @LRK(QBO @LRK(BOJB>PROBP  $IBEQOLKF@

/0LQBAQFLK
$, $IBEQOLKF@ @LRKQBOJIB>PROBP
$"1 $IBAQOLKFE @LI?>Q 0BALKK>FPP>K@B
$#" $POFI>QBA #>0B LC **LIMIBYFLK
$H$6 $CCBAQP LC #F0BAOBA $KBODV 6B>MLKP
$$9/ $UBIRPFSB BALKLJF@ 9LKB MOLQB@QFLK
$72 $KE>K@BA PROSBFII>K@B

UISFFF ¥ ??0BSF>QFLKP >KA  @OLKVJP



$(1/ $OCB@QFSB FPLOLMF@ 0>AF>QBA MLTBO
$IBAQOLI>PBO  $IBAQOLPEL@GH TB>MLK QE>Q FP >IPL > #$6 4PBP
I>PBOP QL CLOJ BIB@QOF@>IIV @LKAR@QFSB I>PBO FKAR@BA MI>PJ> @E>0DB
$+(-3 $IBAQOLKF@ (KQBIIFDBK@B
$+3 $JIBODBK@EV IL@>QLO Q0>KP JFQQBO
$IBAQOLI>DKBOFE OLIM>QF2FIFRQV
$1BEQOL I>DKBOFE
$IBAQOL I>DKBOFE ALIM>QF2FIFQV
$IBAQOLI>DKBOF@ BKSFOLKIBKQ
$1B@QOL.JI>DKBQF@ FKQBOCBOBK@B
$1B@AQOLI>DKBOF@ LMBO>QFLKP
$1BAQOL I >DKBQF@ MRIPB
$1BEQOL I>DKBQF@ 1>AFS(QFLK
$1BAQOL I>DKBOFE 2MBAQORJ
$IBAQOLI>DKBOF@ 2MB@AQOR.JI SFPF?IB +FDEQ
$1BAQOL I >DKBQF@ G>SBP
$IBAQOL LMQF@>! PBKPFKD  $>00E - ?PBOS>QFLK
$IBAQOL LMQF@>I Q>0DBQFKD PVP(BJ
$1 $CCBAQFSB 0>AF>QBA MLTBO LC QEB (>JJB0 FK A1J
$1/2 $CCBAYFSB 0>AF>QBA MLTBO LC QEB ABPFOBA PFDK>I
00>KPIFQQBO FK A1J
$2, $2  $IBEQOLKF@ PRMMLOQ JB>PROBP  $IBEQOLKF@ T>0C>0B

“ o O T T R
N P N ™ & v

N
N
Q&
—~
N

hBH LR L R L R BH LR
N -

Sy

PRMMLOQ  $>00E PQ>QFLK $2, $IBEQOLKF@
2DK>1 , LKFQLOFKD
$4 $ROLMB>K 4KFLK

$4—- 5%.1 $ROLMB>K 4KFLK —>S>| %LO@BIP >KQF MFO>@V K>S>I
JFPPFLK

$43, 2L J>IF> , FIFQ>0V QO>FKFKD JFPPFLK FK 2L J>IF>

$53_+ $IBAQOF@ 5BOQF@>I 3>HB LCC >KA +>KAFKD

$6 $IB@QOLKF@ T>0C>0B PBB CLLQKLQBP

% %FBIA QEBLOV JBQELAP LC "1

% %undamental frequency FP ABCFKBA >P QEB ILTBPQ
COBNRBK@V LC > MBOFLAF@ T>SBCL0J

C %O0BNRBK@V @V@IBP PB@ALKA 11$

%L 1BPLK>KQ COBNRBK@V LC PQOFKD =W PBB $N

??0BSF>QFLKP >KA  @0LKVJP Y UIFU



% %O0BNRBK@V FK , "W %,

% %BABO>| SFQFLK  AJFKFPQO>QFLK

% '$ %RQROB  FO?PLOKB **>M>?FIFQV $KSFOLK JIBK(Q

% 1 %>IPB 103 1>(BP

%1+ %IV ?V +FDEQ > QVMB LC CIFDEQ @LKQOLI PVPQBJ TEBOB

FKMRQ @LJIJ>KA PPDK>IP >0B PBKQ QL QEB >@R>QLOP QEOLRDE (EB
JBAFRJ LC LMQF@>I CF?B0 p

%6 %IV ?V TFOB
% %BABO>| **LI JIRKF@>QFLKP **LJ JFPPFLK

%2 %IFDEQ @LKQOLI PVPQBIP  %IFDEQ **LKQOLI 20>QFLK

Yk %OBNRBK@V #LJ>FK %FIQBOFKD

Yt COBNRBK@V AFSFPFLK JRIQFMIBUFKD

%= 22 %0BNRBK@V ELMMFKD PMOB>A PMB@QORJ

%(1 %0 (KCO>0BA oL RJ

%(1$2 ABCFKFFLK 42 #L# i )/ 0EB RPB LC TB>MLK

PVPQBIP QL @0B>QB > PMBAFCF@ IBQE>I LO KLKIBQE>I BCCB@Q LK > 0>0DB()
ot %IFDEQ +BSBI

%+(1 %LOT>0A ILLHFKD FKCO>0BA

%V ?V GF0B  /OBABQBOJFKB CIFDEQ JFPPFLK M>QE ?>PBA LK &/2
OLLOAFK>(BP

%, 2 %IBUF?1B J>KRC>@QROFKD PVP(BJ

YLILT ,B 4 2 >RQLMFILQ >ROLI>QF@>IIV CLIILTP LMBOXQLO

%I = /2 %DROB LC JBOF) FK RMIL>A  ALTKIL>A IFKH

%L5 %FBIA LC SFBT

% . 5 %LOT>0A %FBIA LC 5FBT

%l &- %0>DIBK(Q>0V -0ABO i QL PBKA (FJBIV @E>KDBP LC
BUFPQFKD LOABOP QL > PR?LOAFK>(B

%/5 %FOPQ /BOPLK SFBT i IFSB PQOB>JFKD SFABL RPBA FK
0>@FKD AOLKBP

%/& %FBIA MOLDO>J J>?1B D>QB >005V

%2 %FUBA PBOSF@B

%22 %FUBA P>QBIIFQB PBOSF@B

%6 Y%FUBA TFKD

& &BLJIBQOF@ JBQELAP LC "1

'Y ??0BSF>QFLKP >KA  @OLKVJP



& 2 & 2>EBI & 2 )LFKQ %L0@B E>P JIBJI?BOPEFM LC CFSB
PQ>QBP TROHFK> %>PL ,>IF ,>ROFQ>KF> —FDBO >KA "*E>A

& - &BKB0>l @@LRKQFKD - CCF@B 42

D1 1B@BFSFKD  KQBKK> &>FK >P > %>@QL0

&14 &RFABA 1L.J? 4K

&""0 &LSBOKJIBKQ  ""LIJRKF@>QFLKP  ®B>ANR>0QBOP

10FQ>FK

&2 &OLRKA @LKQOLI PQ>QFLK

&#/1 $ROLMB>K 4KFLKIP $4 &BKB0>l #>0> /0LQB@QFLK
1BDRI>QFLK

&#3 &OLRKA A>Q> QBOJFK>I

&$. &BLPQ>QFLK>0V $>00E L0O?FQ P>QBIIFQB

&BL%BK@B DBL CBK@BFP > SFOQR>I MBOFJBQBOCLO > 0B>I
TLOIA DBLDO>MEF@ >0B>

&+.6 &OLPP IFCQ LCC TBFDEQ CLO > JFPPFIB  OL@HBQ

&-22 &IL?>l —>SFD>QFLK 2>QBIIFQB 2VPQBJ

&+_.— 22 &IL?>| 2>QBIIF)B —>SFD>(FLK>I 2VP)BJ

&/2 &IL?>1 /LPFQFLKFKD 2VPQBJ  &BL %BK@FKD

&72 (-2 4PB LC &/2 P>(BIIFQB PIDK>IP QL @LOOBA) LO @>IF20>0B
> PLIRQFLK COLJ >K FKBOQE>| K>SFD>QFLK PVPQBJ (—2 3EB JBQELA FP
SMMIF@>?IB (L0 >KV &—22 (-2 PVPQBJ

&/22/_ % ™>@HLC &/2 PVPQBJ >(CBAQFKD 4 2 LI JI>KAP

&/62 &OLRKA MOLUFJIFQV T>0KFKD PVPQB.J

&1 3EB 0BABFSFKD >KQBKK> D>FK FK QEB AFOB@QFLK LC QEB
ABPFOBA PFDK>I Q0>KPJFQQBO AlF

& 1) 1B@BFSFKD >KQBKK> D>FK FK QEB AFOB@QFLK LC QEB
>J3JIB0 FK AIF

&2 &OLRKA PBDJIBKQ LC = /P

&2% &OLRKA PRMMLOQ BNRFMJIBKQ

&2" &OLRKA 20>(FLK = >KALSBO , BQELA

&2, &IL?>1 2VPQBJI CLO ,, L?FIB ""LI IRKF@>(FLKP

&3 &>JB 3EBLOV JBQELAP LC "1

& 3 1>QFL LC QEB 0B@BFSB >KQBKK> D>fK QL PVPQBJ KLFPB
0BJIMBO>QROB

??0BSF>QFLKP >KA  @OLKVJIP  IF


https://en.wikipedia.org/wiki/Virtuality
https://en.wikipedia.org/wiki/Perimeter
https://en.wikipedia.org/wiki/Geographic_area
https://en.wikipedia.org/wiki/GPS
https://en.wikipedia.org/wiki/Inertial_navigation_system

& 3P Al 1BMOBPBKQP QEB CFDROB LC JBOFQ LCQEB = /2 O0B@BFSBO

FK A1
&3 &>FK LC QEB Q0>KPIF) >KQBKK> Al
&3 &OLRKA (L O #BCBKPB

">0A A>J>DB #$6 @LJIMIBQB S>MLOFWSQFLK LC > Q>0DBQ
= >0JLKF@ %0BNRBK@V TEFE FP >K FKQBDBO JRIQFMIB LC QEB
CRKA>JBK(>I COBNRBK@V

- $IBS>QFLK LC QEB 6>JJB0 IL@>FLK >?LSB PB> IBSBI
CBBQ %,

"3 " IDE >IQFQRAB BKAR0O>K@B

" 4% =FDE >IQFQRAB i ILKD BKARO>K@B

- /2 "IDE IQFQRAB /I>QCLOJP DBKBO>IIV CLO TFOBIBPP

OLI IRKF@>QFLKP BKE>K@BJIBKQP
" /2 4 5P 4 5P ABAF@>QBA QL * /2 PBOSF@B BU>JMIB QL
OLIIRKF@>QB SF> **—/"" IFKHP

"$ 3 “FDE BUMILPFSB >KQF Q>KH T>0EB>A

"$+62 “FDE BKBODV I>PB0 TB>MLK PVPQBJ

"3+ "RJI>KFK QEB ILLM

"L ( "RJI>K J>@EFKB FKQBOC>@B

- =LJB _(CF@B 4™*

=/ = FDE MLTBO >JMIFCFBO

=/t "FDE MLTBOBA I>PB0 TB>MLK

=/, "FDE MLTBOBA JF@0LT>SB ABCBKPB

"0 $IBS>QFLK LC BKBJIV Q0>KPJIFQQBO IL@>QFLK >?LSB
PB> IBSBI FK CBBQ % ,

" 4# "B>AP RM AFPMI>V

"4 ,(-3 “RJI>K FKQBIIFDBK@B PMVIP

"53 "FDE S>IRB Q>0DBQ DBKBO>IIV CLO >PP>PPFK>QFLK

( 2LRKA FKQBKPFQV 6 UJ  :2LR0@B PQOBKDQE2  hO ;
4KF TRMMBOQ>I

( Information Assurance / (KQBKQFLK>I @V?B0 T>0C>0B
>0Q>GH

( >@QLoP (KQBKQFLK>I **V?B0O  @QLOP

( #2 » RIQF I>VBOBA FKQBD0>QBA >F0 ABCBKPB PVPQBJP

(( (PO>BIF BOLPM>@B (KARPQOFBP

IFF ¥ ?20BSF>QFLKP >KA  @0LKVJIP



(2 (KAF@>QBA >FOPMBBA

. (KQBOK>QFLK>1 **FSFI  SF>QFLK . OD>KFW>QFLK

(e (KQBOK>QFLK>I *"BKQBO CLO TLRKA>0V ""LLMBO>QFLK
"EFK>

v, (KQBO@LKQFKBKQ>1 Y>IIFPQF@ , FPPFIBP

(""&P (KCLOJ>QFLK @BKQBOP LC DO>SFQV

(*"2 (KQBOKBQ *"LKKB@QFLK 2E>0FKD

# (KCLOJ>QFLK  #LJIFK>K@B (KPMB@QFLK ~ >KA
(ABKQFCF@>QFLK

($#P (JMOLSFPBA $UMILPFSB #BSF@BP

($33 (KPQFQRQB LC $1B@QOF@>1 >KA $IBAQOLKF@P $KDFKBBOP

($62 (KQBIIFDBK@B BIB@QOLKF@ T>0C>0B >KA PBKPLOP

(%% (ABKQFCF@>QFLK COFBKA LO CLB

(%1 (KPQORJBKQ CIFDEQ ORIBP

( ( (KQBO@E>KDB>?FIFQV >KA (KQBOLMBO>2FIFQV

(3 (KOBKQFLK>I (KPFABO 3E0B>QP

(J>DFKD 2BKPLOP 12 PBKPLOP QE>Q ?RFIA FJI>DBP

(+ (KQBKPFQV IBSBI LC PLRKA JB>PROBA A! $N

(.(-3 (I>DBOV FKQBIIFDBK@B

(.. (KQBO>@QFKD JRIQFAMIB I LABIP Q0>@HBO

(.4 (KBOQF>I , B>PROBJIBK(Q 4KF)

(-2 (KBOQF>I K>SFD>QFLK PVPQBJ

(.4 (KBOQF>1 , B>PROBJIBKQ 4KF)

(=%-2%" Information Security

(- (KCLOJ>QFLK . MBO>QFLKP PBB %FDROB CLLQKLQBP

(- (KQBODLSBOKJBKQ>I . @B>KLDO>MEF@ **LJJFPPFLK

(-1 (KAF> _ @B>K 1BDFLK

(L3 (KQBOKBQ LC QEFKDP

(L3 (KARPQOF>| (KQBOKBQ LC QEFKDP

/+ (KPFQR />@FCF@ +FJFQBA

1 (KCO>0BA 2BKPLOP

(123 (KCO>0BA PB>0QE >KA Q0>@HFKD

(2 (KCLOJ>QFLK 2RMBOFLOFQV

(2(2 Islamic State of Iraq and al Sham (ISIS)

??0BSF>QFLKP >KA  @OLKVJIP Y IFFF



(21 (KQBIIFDBK@B 1B@LKK>FPP>K@B >KA 2ROSBFII>K@B 4 2
/1>QCL0J

(23 1 (KQBIIFDBK@B PROSBFII>K@B Q>0DBQ >@NRFPFOFLK >KA
O0BALKK>FPP>K@B

3 (KCLOI>QFLK 3B@EKLILDV

(34 (KQBOK>QFLK>l  3BIBALJ JRKF@>QFLKP  4KFLK i
20>KA>0AP _ OD>KFW>QFLK

B4 1 (KQBOK>QFLK>I 3BIBALJIJIRKF@>QFLKP 4KFLK i 1>AFL
2B@QLO

(6 (KCLOJ>QFLK &>00>0B

) &, JLFKQ FO QL &OLRKA , FPPFIB

) 42 )LFKQ >0@EFQB@QROB CLO 4 2

o, YLFKQ AFOB@Q >QQ>@H JRKFFLKP

)% - )LFKQ CFOBP L?PBOSBO

)/ )LFKQ /R?IF@>QFLK i CLIILTBA ?V JFIFQ>0V FABKQFCFBO

o, LFKQ #40B@Q QQ>@H , RKFQFLK

Y—(, )>J>>0 —RPO>Q > (PI>J T>I , RPIFJFK

)- JLFKQ - MBO>QFLK>l @@BPP ""LK@BMQ

) /$2 JLFKQ - MBO>QFLK >KA /I>KKFKD 2VPQBJ  $UB@RQFLK
2VPQBJ

V4 YLFKQ ZR?IF@>QFLK

y 2 QEB 0>QFL LC QEB ¢>JJB0 MLTBO QL QEB ABPFOBA
PFDK>I MLTBO >Q QEB FKMRQ QL QEB 0B@BFSBO ?BFKD 6>JJBA FK A1

)3 " YLFKQ 3B0JFK>l  QQ>@H "*LKQOLIIBO

)3(#2 JLFKQ 3>@0F@>1 (KCLOJ>QFLK #FPQOF?RFLK  2VPQBJ
)3(#2 P >K + 2>KA #3# ,

* TLIQWI>KKIP @LKPQ>KQ —LFPB @LJIMLKBKQ 11%
U ) * *BISK

* CLO >JJFKD COBNRBK@Y JLARI>QBA OB@BFSBOP

6>J JFKD QRKBO >@@R0>@V % ,

* L, (* 9( ,B>KP n#FSFKB 6FKAN 3>@QF@ ?BPQ HKLTK CLO )>M>KBPB
PRF@FAB " >Q0>@HP LK IIFBA *"">MFQ>| 5BPPBIPFK 66(( 4 23% ,2
L026 1,2 @LRIA 7B AFOB@QBA FK QEB P>JB T>V

*$ *FKBQF@ BKBODV

*$6 *FKBQF@ BKBODV TB>MLKP

IFS { ??0BSF>QFLKP >KA @OLKVJP


https://en.wikipedia.org/wiki/L_band#IEEE_L_band

* *>QF?> , >OFK> &OLRMP

+ FK $N

+ - +LT  IQRAB  RQELOMWSQFLK >KA —LORCF@SQFLK
" SM>FIRQV

+ 2%1 m I1>PBOFP > ABSF@B QE>Q BJIFQP IFDEQ QEOLRDE > MOL@BPP
LC LMQF@>I > IMIFCF@>QFLK ?>PBA LK QEB PQFIRI>QBA

BJIFPPELK LC BIBAQOL I >DKBQF@ 0>AFSQFLK  3EB QBOJ mi>PBOn LOFDFK>QBA
>P >K >@0LKV.J CLO mIFDEQ >JIMIFCF@>QFLK ?V POFIRISQBA BJIFPPFLK LC
0>AFSQFLKn  1>PBO AFCCBOP COLJ LQEBO PLRO@BP LC IFDEQ FK QE>Q FQ BIFQP
IFDEQ @LEBOBKQIV PM>QF>1IV >KA QBIMLO>IIV 2M>QF>| @LEBOBK@B >IILTP
> I>PBO QL ?B CL@RPBA QL > (QFDEQ PMLQ BK>?IFKD >MMIF@>QFLKP PR@E
>P |>PBO_@BRQQFKD >KA IFQELDOSMEY 2M>(F>| @LEBOBK@B >IPL >IILTP >
I>PB0 ?B>J (L PQ>V K>00LT LSBO DOB>) AfPQ>K@BP @LIIFJI>QFLK
BK>?IFKD >MMIF@>QFLKP PRGE >P I>PBO MLFKQBOP +>PBOP @>K >IPL E>SB
EFDE QBJIMLO>| @LEBOBK@B TEFQE >IILTP QEBJ QL BJIF) IFDEQ TFHE >
SBOV K>00LT PMBAQORJ FB QEBV @K BJF) > PFKDIB @LILO LC IFDEQ
3BJIMLO>I @LEBOBK@B @>K ?B RPBA QL MOLAR@B MRIPBP LC IFDEQ >P PELOQ
>P > (BJOLPBALKA 4PBA CLO JFIFQ>0V >KA I>T BKCLO@B.IBKQ ABSF@BP
CLO J>O0HFKD Q>0DBQP >KA JIB>PROFKD 0>KDB >KA PMBBAN GFHF +

+>PB0 )# , +>PBO )LFKQ #f0B@Q 0Q>@H , RKFFLK i ARJ? ?LJ?P
>Il TB>QEBO MOB@FPFLK iDRFABA JRKFFLKP &RFABA 2V >K FKQBDO>QBA
FKBOQF>I DRFA>K@B PVPQBJ

+>PB0  0>KDBCFKABO 2@LMB QL >PPFPQ (>0DBOFKD LC JRKFQFLKP
*'LRKQBOJB>PROB 1>PBO >?PLOPFKD M>FKQ

+& 6P +>PB0 DRFABA TB>MLKP

+>QBK@V /0L@BPPFKD AFCCBOBK@B ?BQTBBK QFJB FKQBOS>| PFDK>I
FP Q0>KPJFQQBA >KA PFDK>| FP OB@BFSBA

+"#1 +FBRQBK>K(Q ""LJ J>KABO

+ # +FCQ QL A0>D 0>QFL

+#', +LT #RQV @vV@IB IBQELAP

+$ . +LT $>00E - 0?FQ 2>0BIIFQB

+&1 +>PB0 DRFABA ?LJ? > DRFABA ?LJ? QE>Q RPBP PBJF

>@(FSB 1>PBO DRFA>K@B QL PQOFHB > ABPFDK>QBA (>0DBQ TFQE DOB>(BO
>@@R0>@V QE>K >K RKDRFABA LKB

??0BSF>QFLKP >KA  @OLKVJIP Y IS


https://en.wikipedia.org/wiki/Light
https://en.wikipedia.org/wiki/Optical_amplification
https://en.wikipedia.org/wiki/Stimulated_emission
https://en.wikipedia.org/wiki/Stimulated_emission
https://en.wikipedia.org/wiki/Electromagnetic_radiation
https://en.wikipedia.org/wiki/Acronym
https://en.wikipedia.org/wiki/Coherence_(physics)
https://en.wikipedia.org/wiki/Spatial_coherence
https://en.wikipedia.org/wiki/Laser_cutting
https://en.wikipedia.org/wiki/Photolithography#Light_sources
https://en.wikipedia.org/wiki/Collimated_light
https://en.wikipedia.org/wiki/Laser_pointer
https://en.wikipedia.org/wiki/Temporal_coherence
https://en.wikipedia.org/wiki/Frequency_spectrum
https://en.wikipedia.org/wiki/Ultrashort_pulse
https://en.wikipedia.org/wiki/Femtosecond
https://en.wikipedia.org/wiki/Law_enforcement
https://en.wikipedia.org/wiki/Laser_rangefinder#Military

+&3% +MQ>HL &LR0J> Q>PH CLO@B +&3% BPQ>?IFPEBA ?V
TROHFK> %>PL , >IF >KA —FDB0 QL PB@ROB QEBFO PE>0BA ?L0OABO OBDFLK

+# 1 +FDEQ (J>DFKD #BQB@QFLK >KA 1>KDFKD

+%2 %0BB 2M>@B +LPP >P > %>@QLO

+(/" I>PBO FKAR@BA MI>PJ> @E>KKBI

+) /0LM>D>QFLK ILPP COLJ 6>JJB0 QL OB@BFSBO FK AIF

+, #(2 +fDEQ , >0FKB FO #BCBKPB (KQBDO>QBA 2VPQBJ C>JFIV
LC"" 4 2 PVPQBJP

+. ., +DEQTBFDEQ , RIF OLIB , FPPFIB ?V 3E>IBP

+.2 +KB LC PFDEQ  +LPP LC 2fDK>l  +LPP LC 2BM>0>QFLK

+.2 2 +LT OLPQ 26LRQ4 5 @LRPOF@ 2VPQBJ

+/ +LD MBOFLAF@ >00>V

+/( +LT Z0L?>?FIRQV LC (KQBOGBMQ

+1 +LKD 0>KDB

+1 +LKD 0>KDB >0(FIIBOV

+1 # +LKD 1>KDB @LRPQF@ #BSF@B GB>MLK SRKJLKH
2LK

+1""2 +LT 0>A>0 @OLPP PBOFLK

+1$ +>RK@E >KA 0B@LSBOV BIBJIBKY

+1% +>PB0 0>KDBCFKABO

+2 +LPPBP BUFPQFKD FK QEB PVPQBJ IRJMBA
OLDBQEBO Al 11$

+2 3EB MOLM>D>QFLK ILPP COLJ QEB ABPFOBA PFDK>I
00>KPIFQQBO FK A1J

+2#1 +>PB0 23511 #F>JBQB0 1LJ?

+23 +>PB0 PML(Q Q0>@HBOP

+3 +fDEQBO QE>K FO >FOPEFM  +LT KLFPB >JMIFCFBO

+3% +3% +LKD 3B0J S$SLIRQFLK i OBCBOP QL JL?FIB
0BIBALJ IRKF@>QFLKP @LSBO>DB

+6(1 +LKD T>SB (KC0>0BA PBKPLO LO @>JB0>
. . >PPFK $N

. . RIQF >DBKQ JBQELAP LC **1

. # . >DKB(F@ >KLJ>IV ABQBAQFLK

. H(2 » >0FKB  FO #BCBKPB (KQBDO>QBA 2VP(BJ
. $ . BAFRJ >IQFQRAB BKARO>K@B

ISF { ??0BSF>QFLKP >KA  @0LKVJP



. &3% , >0FKB >f0 DOLRKA Q>PH CL0@B
. +#1_-$ ,>IT>0B FK(B@QBA FKQL @OFQF@>1 2 (L0 4 2

. +$ ., BAFRRJ >IQFQRAB ILKD BKARO>K@B 4 2

. +$ 3 , BAFRJ >IQFQRAB ILKD BKARO>K@B i 0>@QF@>1 4 2

. .$ . BAFRJ >IQF0RAB JBAFRJ BKARO>K@B

. 2(-3 . B>PROBJIBK( >KA 2fDK>I (KQBIIFDBK@B

, 32 L, L?FIB  FOG0>CQ 30>@HFKD 2VPQBJ

. A#2  ,L?MB KJ 4 5#B(BKPB 2VPQBJ

. 5 L F@OL >0 SBEF@IB

, >SBOF@H &, 42 PPFIB

.S . FPPFLK @LKQOLI BIBIBKYQ

L, . FKB @LRKQBO.JB>PROBP

.4 L >PQBO ""LKQOLI 4KFQ

JHL . FPPBA #BQBAQFLK 1>(BP

L $! . >0FKB BUMBAFQFLK>0V 20FD>AB J>0FKBP >KA
P>FILOP

.$.2 L FAOL BIB@QOLIBEE>KF@>I PVPOBIP

.5 . BAFRJ $>00E . 0?F) P>(BIIFQB

, Ui . RIQF %RK@QFLK AFPMI>V

.&3.6 . >UFIRJ DOLPP Q>HBLCC TBFDEQ

."3 . RIQFMIB EVMLQEBPBP (QBPQFKD

. (s L >KFK QEB , FAAIB @V?BO0 >Q0>@H

. (42, » RIQFAFJIBKPFLK>I (KQBDO>QBA 2Q>?FIFW>QFLK , FPPFLK FK
> >l

.1 L FA (KCOS0BA QL RJ

.3 , >PP>@ERPBQQP (KPQFORQB LC 3BAEKLILDV
L +12 . RIQF I>RK@E OL@HBQ PVPQBIP

L +4 L FA IFCB RMDO>AB

. . >K J>@EFKB FKQBOC>@B

,-12 L FIFQ>0V - MBO>QFLKP 1BPB>0@E 2L@FBQV
./ L >O0FOFJB M>QOLI >F0@0>C0

L/ . BPP>DB M>PPFKD FKQBOC>@B

e . FPPFLK M>VIL>A LMBO>QLO

.1 . BAFRJ 0>KDB

L1$ . BAFRRJ 0>KDB BKARO>K@B

??0BSF>QFLKP >KA  @OLKVJIP Y ISF



L2 , L?FIB PBOSF@B
L2+ &+ 2+ >|QFQRABP >0B JB>PROBA (0LJ > PQ>KA>0A A>QRJ
TEF@E FP OLRDEIV BNR>I QL QEB >SB0>DB >IQFQRAB LC QEB L@B>K 2L >K

>F0@0>CQ QO>SBIFKD (BBQ AFOB@QIV >?LSB > JLRKO>FK QE>QIP
(BBQ 0>Il TLRIA E>SB >K >IQFQRAB LC (BBQ ?LSB &OLRKA +BSBI
&+ >KA (BBQ , 2+
,21 , >OFQFIB 2FIH 1L>A ""EFK>
.31 JFPPFIB 3B@EKLILDV **LKQOLI 1BDFIB
. 3( . LSFKD 0>0DBQ FKAF@>QFLK
.3, . >UFJRJ Q>HB LOC I>PP

L LARISQFLK  2fDK>| , LARI>QFLK FP QEB MOL@BPP LC S>OVFKD LKB LO
JL0B MOLMBOQFBP LC > MBOFLAF@ T>SBCLOJ @>IIBA QEB carrier signal
TRE > JLARISQFKD PFDK>I QE>Q QVMF@>IIV @LKQSFKP FKCLOJS(FLK QL ?B

Q0>KPIFQQBA
, .12 L FIFQ>0V _ MBO>QFLKP 1BPB>0QE 2L@FBQV
.3.6 . >UFJRJ Q>HBLCC TBFDEQ LC >K >F0G0>CQ >) TEFOE QEB
MFILQ @>K >QQBJIMQ QL Q>HB LCC ARB QL PQOR@QRO>I LO LQEBO IF.IFQP
.32 . RIOF 2MB@Q0>1 3>0DBQFKD 2VPQB.J
. 331 , RIQFO>0DBQ QU>@HFKD 0>A>0 , B>K (FJIB QL 0BM>FO
.45 LIKF 4 5L0J>0FFIB4 5
L4) - . LSBIBK(Q CLO 4KFQV >KA FE>A FK GBP)  (0F@>
L4, . >KKBA RKJI>KKBA QB>JFKD
.6 L FAOLT>SB
,6(1 L FAT>SB (KC0>0BA
.6 JFAOLT>SB QLTBOP

- S>I>?IB —LFPB MLTBO T>QQP CLO = /2
- 3B00>FK >KA DOLRKA @LKARGQFSFQV C>@QLO %
SBOV OLRDE QBOO>FK TFQE MLLO DOLRKA @LKARGQFSFQV
JLABO>QBIV OLRDE QBOOSFK TRE C>f0 QL DLLA DOLRKA
OLKARGOFSFQV
%>0JI1>KA QBOO>FK TFQE DLLA DOLRKA @LKAR@QFSFQV
+BSBI QBOO>FK TFQE DLLA DOLRKA @LKARGOFSFQV: ;
3EB BIBS>(FLK LC QEB 6>JJB0 IL@>(FLK >KA QEB BKBJV Q0>KPJFQQBO
IL@>QFLK ALBP KLQ FK@IRAB QEB EBFDEQ LC QEB >KQBKK> >?LSB (EB

ISFFF ¥ ?P0BSF>QFLKP >KA  @0LKVJIP


https://en.wikipedia.org/wiki/Waveform
https://en.wikipedia.org/wiki/Carrier_signal
https://en.wikipedia.org/wiki/Carrier_signal

DOLRKA LO QEB IBKDQE LC QEB >KQBKK> (Q FP QEB IL@>QFLK ABSFSQFLK

>?LSB PB> IBSB

-2
-2
- 3.
-5
PVPQBJP
-

-6
—#1""
""EFK>
—$"
—-&.
—(%.
-1
—+.2

—BQTLOH @@BPP ""LKQOLI
—>QFLK>l  ASFPLOV ""LJIJF(BB LK BOLK>RQFGP
—>(FLK>| FOPM>@B 42

-2 (( —>QFLK>I AS>K@BA 2R0C>@B QL FO , FPPFIB 2VPQBJ

—LOQE  QI>KQF@ 30B>QV - OD>KAWSQFLK
—>KL >0 SBEF@IB — 5 A>Q> JBPP>DB (L0 &/2

—R@IB>0 ?FLILDF@>I >KA @EBIF@>I T>0C>08
—BQTLOH @BKQOF@ LMBO>QFLKP
—BQTLOH **BKQOF@ 6>0C>08
—>QFLK>l #BSBILMJBK() >KA 1B(LOJ *'LJJFPPFILK

—BQTLOH BK>?IBA @>M>2FIFQV
—LK &LSBOKJIBKQ>I - OD>KRWSQFLK
—>QFLK>I (KCLOJI>QFLK SU@E>KDB , LABI
KB>0 (KCO>0BA
—LK IFKB LC PFDEQ
—>ROF@>! , FIBP
— . P ABCFKBA >P >K FK@FABK(Q >PPL@F>QBA TFQE QEB

LMBO>(FLK LC >K >F0@0>0Q FK TEFGE > MLPPF2FIFQV LC @LIIFPFLK L@@ROP >P
> OBPRIQ LC MOLUFJFQV LC IBPP QE>K (BBQ QL >KLQEBO >f0@0>0Q LO >
OBMLOQ FP 0B@BFSBA COLJ > MFILQ LO > CIFDEQ @0BTJBJI B0 PQ>QFKD QE>( >
LIIFPFLK E>W>0A BUFPQBA ?BQTBBK QTL L0 JLOB >F080>C)

-+

0EB —>QFLK>| , LSBJIBKQ CLO +F?BOSQFLK LC W>T>A

3R>0BD 1B7?BIIFLK

-+
-.3
—/#
-/2
-2
21+

—RJIBOF@> - MOFIFWSQFLK JBQELAP LC **1
—L LK?L>0A IFSB LMBO>QLO 42—

—LQF@B QL >FOJBK

—B>0 /BBO #L@QOFKB

—>(FLK>I />0H 2BOSF@B

—>(FLK> 2B@ROFQV DBK@V 42

_BT 2fH 1L>A 2B> +>KA OLROBP *'EFKBPB

??0BSF>QFLKP >KA  @OLKVJIP Y IFU



-3( —>(FLK>  3BIBOLIIRKFOSQFLKP >KA  (KCLOJ>QFLK
AJEKFPQO>QFLK

-321 —>QFLK>I 30>KPMLOQ>QFLK 2>CBQV ! L>0A

-33 —LK 3E0B>( 30>(CF@

—At+ . —LQ RPFKD IFSB LMBO>QLO 42 %

. -QEBO JBQELAP LC **1

-$, - OFDFK>1 $NRFMJBK( ,, >KRC>@QROB

(- - CCBKPFSB (KCLOJISQFLK - MBOSQFLKP

) -RQ LC QEB IFKB LC PFDEQ

L LH# #BEFPFLK +LLM _ ?PBOSB . OFBKQ #B@FAB @0
-/ - MQFLK>1IV MFILQBA >FO0>CQ

/5 - MQFLK>IIV MFILQBA >FO SBEF@IB

_/28" - MBO>QFLKP 2B@ROFQV

-2 - MBK PVPQBJP FKQBO@LKKB@EQFLK

.3" ~SBO QEB ELOFWLK

/ (PLQOLMF@ PLRO@B LC >K BIB@QOLJ>DKBQF@ MRIPB LC

MB>HMLTBO , T

/ =" 2 />PPFSB QLRPQF@ —LK '"LLMBO>QFSB ""LIIFPFLK  1BOQ
2VPQBJ

/! />0QF@1B 'B>JP />0QF@IB ?B>JP >0B I1>0DB KRJI?BOP LC
>QLJF@ LO PR?>QLIF@ M>0QF@IBP JLSFKD >( OBI>QFSFPQF@ SBIL@FQFBP

/"2 /BOPFPQBKQ @ILPB >F0 PRMMLOQ

/"2 /BOPLK>I ""LI JRKF@>QFLK 2BOSF@BP

/(17 30>KPJFQQBOIP BCCB@QFSB FPLQOLMF@ 0>AF>QBA MLTBO
T>00P

V) /0BAF@QFSB %IFDEQ , >K>DBJIBK(Q 2VPOBJ

/%, 2( />00KBOPEFM FK $KSFOLKJIBKQ>l , >K>DBJBKQ LC QEB
2B>P LC $>PQ PF>

/&! /0B@FPFLK DRFABA ?LJ?

/&, /0B@FPFLK DRFABA JFPPFIB

/" _3(-3 /ELQLDO>MEF@ FKQBIIFDBK@B RPR>IIV PHV 1 DOLRKA

/7 FOMLOQ @LAB CLO /ELBKFU

/( Z0L2>2FIRQV LC (K@>M>@RQ>QFLK

/(( /BOPLK>1 (ABKOQFCF>?1B (KCLOJ>QFLK

IU Y ??0BSF>QFLKP >KA  @0LKVJP



/(5 /LPRFLK  LC FKQBKABA  JLSBJBKQP /0BSFLRPIV
FKQBKABA JLSBJBKQP

/(3 /0LUFIJFQV (KQORABO 30>CCF@

/6 - FKFIRJ >JLRKQ LC (>3JB0 MLTBO LRQMRQ

OBNRFOBA FK T>QQP %,

/+
/+
/+ -
/+"
/. (

/LTBO IBSBI AT $N
"*EFKBPB /BLMIBIP +F?BO>QFLK  0JV
/BLMIBP +F?BO>QFLK  0JV —>SV ""EFK>
/0LD0>JJ>7?IB +LDF@ "*LKQOLIIBOP
/BOJFPPFLKP - >K>DBJBKQ (ABKQFCF@>QFLK

ROEBKQF@>QFLK >KA  RQELOFWSQFLK

/=% /IRD >KA %IV TFRE @RPOLJI Q0>KPJIFQQBO OB@BFSBO
2>00B0V >KA @E>0DBO

/. /PV@ELILDF@>! - MBOS(FLKP

/.2 ZLPROFLK >KA _ OFBKQ>(FLK 2VPQBJ

/.5 JLFKQ LC 5/BT

17/ /OB@FPB /LFKQ /LPROFLKFKD

/72 /0B@FPB MLPFQFLKFKD PBOSF@B &/2

/1" /BLMIBP 1BMR?IF@ LC ""EFK> *"EFK>

/OFIRJ —LK —L@BOB i %FOPQ #L —L =>03 +>(iK

/2#
/1% '3

/LTBO0 2MB@Q0>I #BKPFQV
Partnership for Regional East  Africa

Counterterrorism (PREACT)

/1%
/1,
/2"
/21
/Q

/6 /286
/6.

/8

0.2

04 2
043

/RIPB 0BMBQFOFLK COBNRBK@V @LABP
/OB@FPFLK 1RKT>V , LKFQLO
/1>K PV.J JIBQOF@ EBIFALMQBO
/0FI>0V 2ROSBFII>K@B 1>A>0
/LTBO LRQMRQ LC QEB BKBJV AOLKB FK T>Q0P %,

1 /PV@ELILDF@>I 6>00>0B
/0FK@mV>1 6>0C>0B LCCF@BO
/0B@FPB 2FDK>I &/2
OR>IFQV LC 2BOSF@B FK = /P
0434 2
ORBBKPI>KA 4KFSBOPFQV LC 3B@EKLILDV

??0BSF>QFLKP >KA  @OLKVJIP Y IUF



1 37 FPQEB?F0>QB ? P FK IFKH BNR>QFLK
1 $KBODV ABKPFQV OB@BFSBA > ABQB@QBA (Q>0DB()
0>KDB 1 KJ
1BPLIRQFLK  ASFPLOV
- 1>KDB >F0 @LKQOLIIBO
# 1 1>AFL #BOBAFLK >KA 1>KDFKD
#(-3 1>A>0 FKQBIIFDBK@B

P P PR RRRRRBR
V)

. 1>A>0 >?PLO?FKD J>QBOF>IP
1>A>0 >?PLO?FKD PQOR@QROB
23 1B@LSBOV >PPFPQ >KA Q0>SBOPB
1 1RIB ?>PBA JBQELAP ""LKCIF@Q 1BPLIRQFLK
16 1BA ?0B>PQBA GLLAMB@HBO
"$ 1BJLQB ""LAB $UB@RQFLK
1. 1BJILOB @LKQOLI LMBO>QLO
12 1>A>0 @OLPP PB@QFLK
13 2R0C 1>AFL 3BAEKF@>1 ""L I JIFPPFLK CLO BOLK>RQF@P
1$# 1FPH $POFI>0B #FPQ>K@B
1$2 1>AFL BIB@QOLKF@ PVPQBJP
1% 1>AFL %0BNRBK@V
1&! 1BA &0BBK !IRB CLO 5(2 @>JB0>
1&3 1BJLQB DOLRKA QBOJFK>I

1FAF>K /#%  1F@F>K MOL?>?FIFQV ABKPRQV CRK@QFLK
1(,/ " 1FJ LCQEB />@FCF@ SUBO@FPB i ., >O0FQFIB

1+ 1>JIM I>RK@EBA
1,2 1B@LKK>FPP>K@B J>K>DBJIBKQ PVPQBJ 1LLQ JB>K
PNR>0B
1- 1V>K —F@ELIP OR>IFQ>QFSB 1FPH PPBPPJBKQ $NR>QFLKP
1-1 1Vv>K 1 —F@ELIP QQ>@H #B(BKPB 2@BK>0FL 1FPH
PPBPPJBKQ CLO *"V?B0 @>PBP
1. 1BJLQBIV LMBO>QBA >F0@0>CQ
1" 1BMR?IF@ LC ""EFK> 3>FT>K 1BDFLK>I _ MBO>QFLKP
""BKQBO 42
1/ 1BJLQBIV MFILQBA >F0@0>CQ
/- 1BJLQBIV MFILQBA EBIF@LMQBO

IUFF ¥ ??0BSF>QFLKP >KA  @OLKVJP



1/5 1BJLQBIV MFILQBA SBEF@IB

11 1>AFL OBDRI>QFLKP

11% 1>A>0 1>KDB $NR>QFLK

12 12 1FSBPQi2E>JF0i ABIJ>K  >RQELOP LC B>0IV
MR?IF@ iHBV @0VMQLDO>MEF@ PVPQBJ

123 1B@LKK>FPP>K@B PROSBFII>K@B >KA (Q>0DBQ >@NRFPFQFLK

13 #R?>F 1L>AP >KA 30>KPMLOQ RQELOFQV

13% _(C QEB PEBIC 1B>AV (L %IV

13* 1B>1 3FJB *FKBJI>(F@

132 1BJLQB Q0>@HFKD PQ>QFLK 1BNRBPQ QL PBKA 1BIB>PB
(L PBOSF@B

134 1BJLQB 3BOJFK>I 4KFQ

14 5 1BI>V4 5

161 1>A>0 T>0KFKD 0B@BFSBO

2 (KQBKPFQV >Q PROC>@B LC PMEBOB

2 2FQR>QFLK>] T>0BKBPP

2 2BKPB >KA SLFA

2 Sense and Act Systems OBMI>@BP See and Avoid
function LC > ERJ>K MFILQ

2 2, 2BIB@QFSB  S>FI>?FIFQV  KQF 2MLLCFKD , LARIB

2% 2L@FBQV LC RQLJLQFSB $KDFKBBOP

2, 2R0C>@B QL FO , FPPFIB

2 ,/+% 2R0SFS>?1B >RQLKLJLRP  JL?FIB MI>QCLOJ  ILKD
BKARO>K@B

2/ 2VPQBIP  MMIF@>QFLKP >KA ZOLAR@QP >IPL QEB K>JB LC
> @LIM>KV

21 2VKQEBQF@ >MBOQROB 0>A>0  2B>0@E >KA OBP@RB
BPMB@F>IIV RPFKD EBIF@LMQBOP

22 25(BQV PPRO>K@B 2VPQBJ

2 3.,  2>(BIFB @LIIRKFE>QFLKP

2" # 2RMBOSFPLOV "*LKQOLI >KA #>0> @NRFPFFLK PVPQBJIP

2%, 2BAROFQV (K@FABKQ (ABKQFCF>QFLK

2" (% 2BKPFOFSB **L IM>00IBKQBA (KCLOJISQFLK %>@FIFQV

22 2EFM?L>0A @LKQOLI PVPQBJI LO PQ>QFLK  2(BOBL

"*>JB0> 2VPQBJ  2LRQE ""EFK> 2B>

??0BSF>QFLKP >KA  @0LKVJP Y IUFFF



2% 2VKQEBQF@ BKSFOLKJIBKQ

2% FOMLOQ @LAB CLO 2B>(QIB

2% # 2RMMOBPPFLK LC $KBJV FO #BCBKPBP

2% #$%  2BEOBQ>0V LC #BCBKPB

Shadowing F0C0>JB PESALTFKD i 4 5  &O0LRKA PIDK>I
ABDO>A>(FLK AROFKD J>KBRSBO

2$9 2MB@F> BALKLJF@ WLKBP

27, 2FIMIB E>0ILKF@ JLFLK i OBMOBPBKQBA ?V PFDK T>SB

2% _1 #  2EL0OQ 1>KDB FO #B(BKPB PVPQBJIP

2(&(-3 2fDK>IP (K(BIIFDBK@B

2FDK>QROB 4 2 ABQBEQFLK ?V >@LRPQF@ LMQF@>I QEBOJ>I >KA
0>AFL  0>A>0

2). 251>(F FE>A , LSBJIBKY

2% 2> 2BBHFKD >F0?LOKB PROSBFII>K@B >KA @LKQOLI

2%8-$3  WAQFLK>| >O0QFCF@F>I FKQBIIFDBK@B PVPQBJ QE>(Q ?BALJBP
PBIC >T>0B

2+ ,1 , 2ROC>@B I>RK@EBA ,1

2, 2BM>05(FLK , >K>DBJIBKYQ

2, 2FKDIB JLSFKD @>JB0>

2,% 2R?2686) J>00BO BUMBOQ

2,1 2FKDIB J>FK 0LQLO

2 - 2 — P LKB MRIPB OB@BFSBA PFDK>I QL KLFPB 0>QFL
Al 2fDK>I QL —LFPB 0S(FL >0 = /2 0B@BFSBO

2. 20>0F@ - ?PQ>@IB i SLFA>K@B PVP(BJ

2L0Q A>J>DB  #$6 AFPORMQFLK QL > 4 2 @LIMRQBO

2/+ 2LRKA MOBPPROB IBSBI Al +LDM ML : JB>PROBA
MOBPPROBP QL OBCBOBK@B MOBPPROB; PBB $N

2/2 20>KA>0A MLPFOFLK PBOSFB &/2

2MLLCFKD ""V2B0 TB>MLK >Q0>@H QE>Q DBKBO>QBP C>IPB PFDK>IP

QL OBMI>@B S>IFA LKBP
2MLQ PBKPLOP 12 PBKPLOP QE>Q JB>PROB PFKDIB IL@>QFLKP TFQELRQ
FJI>DB IF?0>0V

20+ 20+ (K6B@QFLK 1 @LJIJLK J>IBSLIBKQ @LAB FKB@QFLK
0B@EKFNRB
21 2EL0Q 0>KDB

IUFS ¥ ??0BSF>QFLKP >KA  @OLKVJP



211, 2ELO0Q 0>KDB ?>1IFPQF@ JFPPFIB BU 2*"4# JFPPFIB

21+ 2VPQBJP 0B>AFKBPP IBSBI

22 20>QF@ 2BKPB >KA  @Q

221— 1>|IFPQF@ JFPPFIB PR?.J>0FKB CLO@B

22/ 23>0 2HFBP /0L6BEQ

221 2BALKA>0V 2ROSBFII>K@B 1>A>0

223 2BIC i 2BM>0>QFLK 3EOBPELIA

23 - & 20>KA>0A FKQBOC>@BP LC 4 5 *'LKQOLI 2VPQBJ (LO
-3.45

23* 2>(BIIFQB QLLIHFQ

23 .+ 2EL0Q Q>HB LCC >KA I>KAFKD

P4 2 23511 4KI>KKBA F0G0>CQ 2VPQBJ

24 5% 23> 4 5 BKDFKB

26 1, *FDE IBSBI A>KDBOLRP @LII>?L0SFLK LC 4 2 445 L0
RKJ>KKBA ?L>(P

26 3 2MB@F>| GB>MLKP >KA 3>00F@P MLIFGB  M>0>JFIFQ>0V

26 / 2RWB TBFDEQ >KA MLTBO

26(1 2ELOQT>SB FKCO>0BA KJ RJ
T>SBIBKDQE 0>KDB

.3 ,6:2IN 3DC: FP ABCFKBA >P QEB ELOFWLKQ>I >KA SBOQF@>I
PBM>0>(FLK @OFQBOF> TEFGE CLOJ > @VIFKAOF@>! >FOPM>@B SLIRJIB >0LRKA
0EB 4 2 (KCDROB  QE>Q SLIRJB FP ABCFKBA 2V (0 0>AFRP >KA

0Q EBFDEQ (Q FP >PPRIBA QE>Q FKFQF>IIV QEB 4 2 FP FK QEB @BKQBO TFQE
(Q >?LSB >KA ?BILT QEB ™"

3 (K 1>KDB BNR>QFLK  BKSFOLKJBKQ PQOBKDQE LC >
OB@BFSBA PFDK>I (RK@QFLK LC PNR>0B LO CLROQE MLTBO LC AFPQ>K@B A
COLJ QO0>KPJFQBO A>JV #

3 3fJB PB@ 11%
3BKPFLK FK $N
30>CCF@ ASFPLOV
' 3>0DBQ >F0 @LKQOLIIBO
3>@QF@>1 >F0 K>SFD>QFLK

KQBKK> KLFPB QBIMBO>QROB *BISFK

30RB >FOPMBBA
3FJB ?BQTBBK LSBOE>RIP

W wwwwwow
N
|

??0BSF>QFLKP >KA  @OLKVJIP Y IUS



3" 3VMB @BOQFCF@>QB

3" 2 30>0CF@ >1B0Q >KA @LIIFPFLK >SLFA>K@B PVPOBJ
3/ 3FJB (L 0B>@E ""ILPBPQ /LFKQ LC MMOL>@E
3B $CCBAQFSB FKMRQ KLFPB QBJIMBO>QROB *BISFK

3$ , 4 2 "fDE IBSBI A>KDBOLRP @LII>?LOSFLK LC 4 2 445 L0
RKJI>KKBA ?L>QP AFCBOP (OLJ 26 1, FK QE>Q FQ E>P > 4 2 3B>J
+B>AB0 3+ TEBOB 26 1, ALBP KLQ 3+ AfOB@(P QEB 4 2 QB>J >KA
FP QEB MOFJ>O0V @LRKQBO 4 2 Q>0DB( QL AFPORMQ

3$31 3B00BPQOF> 30RKHBA 1>AFL CLO QBOOBPQOF>1 (BOJIFK>IP
PBOSF@BP

3EBOJL?>0F@ ., BQ>I >RDJIBK(BA @E>0DB

37.1 3>@QF@>I EFDE MLTBO LMBO>QFLK>I OBPMLKABO

3(1 3EB0J>I FKC0>0BA i KJ RJ

3+ 3B>J +B>AB0

3. 0>HB LCC

3L0Q QLOQ FP >K >@) LO LIFPPFLK QE>Q DFSBP OFPB QL FKGROV

L0 E>0J QL >KLQEBO >KA >JLRKQP QL > @FSFI TOLKD CLO TEF@E @LROQP
FIMLPB IF>?FIFQV

3/ 30>6B@QLOV Z0BAFAQFLK

31 -2'"_, 42 30>KPMLOQ>QFLK **LII>KA KBQTLOHP

31+ 3B@EKLILDV 0B>AFKBPP IBSBI

32 » B>PROBA KLFPB QBJIMBO>QROB *BISFK RKFQP >?LSB
>?PLIRQB WBOL

323"/ 30>KP 2>E>0> "*LRKQBOQBOOLOFPJ />0QKBOPEFM 32**3/

M>0Q0KBOP FK@IRAB  IDBOF> IROHFK> %>PL *">JBOLLK "E>A ,>IF
» >ROFQ>KF> , LOL@@L —FDBO —FDBOF> 2BKBD>I >KA 3RKFPF>

33 3BIBIBQOV Q0>@HFKD >KA LI JI>KA

34 5 3>00F@>1 4 5

4 AKJ>KKBA 080500 KLK @LLMBO>QFSB >KA MLQBKQF>I
FKQORABO

4 @LOP  AKFKQBKQFLK>I *'V?B0 @QLOP

a4 $ AKFQBA  0>? $IF0>QBP

4 , 40?>K 0 , L2FIFQV SBEF@IB

4 /. AKJ>KKBA F0@0>0Q /0LDO>J - CCF@B

42 AKI>KKBA >f000>CQ PVPQBJ

IUSF ¥ ??0BSF>QFLKP >KA  @OLKVJP



4 2"A0 AKIJ>KKBA >f000>CQ PVPQBJ @LJI>KABO
a4 2(// 4 2 (KQBDO>(FLK /FILQ /0LDO0>J

42 M 4 2 MFILQ

45 4K I>KKBA >BOF>| SBEFQIB

4 5M 4 5MALQ

411 AMIFKH 2FQ 0>0B , ? P

4" 1 4K JI>KKBA @LI?>Q >0IBA 0LQLOGO>LO

4" 12 4 5 @LIJILK >ROLI>QBA 0BALSBOV PVPOBI

4" 5 4K JI>KKBA @LJ?>) >F0 SBEF@IB

46 4  AKFK(BKOFLK>I @V?B0 T>0C>08 >00>@H

482 4K JI>KKBA &OLRKA **LKQOLI 20>QFLK

482 4KJI>KKBA DOLRKA ?>PBA PQ>QFLK

485 4KJ>KKBA DOLRKA SBEF@IB

47 4100> " FDE %0BNRBK@V Wi &=

4(3 AKFKQBKQFLK>I (KPFABO 3E0B>QP

a* AKFQBA *FKDALJ

4+ AMIL>A IFKH

4,32 AKFSBOP>! ,, L7FIB 3BIBALJJIRKF@>QFLKP 2VPQBJ

a4- AKFQBA —>(FLKP

A4-$2" . AKFBA —>(FLKP $AR@>FLK>I 2@FBKQFCF@ >KA **RIQRO>I
- OD>KRAW>(FLK

4-("$%  AKFQBA —>QFLKP ""EFIAOBKIP %RKA

A2# 4K J>KKBA PROSBFII>K@B AOLKB

43, 4K JI>KKBA 30>(CF@ , >K>DBJIBKY

435 4K J>KKBA 0>0DB( SBEF@IB

445 4K I>KKBA RKABOT>QB0 SBEF@IB

44-P #4-2P 40DBKQ ABIF?B0>(0B RKFSBOP>I KBBAP PQ>QBJBKQP
5 SFPF?IB

5%1 5FPR>| CIFDEQ ORIBP

5(*( 5F0QR>1 (KQBO>@QFSB *FKBQF@ (KQBIIFDBK@B
5+ 5B0V IFDEQ >F0@0>(Q

5+) 5BOV +FDEQ )BQ

5+ 1 5BOQF@>1 I>RK@E >KA 0B@LSBOV

5+.2 5FPR>| +FKB LC 2FDEQ

5," 5FPR>| , BOBLOLILDF@>I **LKAFQFLKP

??0BSF>QFLKP >KA  @OLKVJIP Y [USFF



5-(1 SFPF?1B IFDEQ >KA KB>0 FKC0>0BA i KJ i
RJ T>SBIBKDQE 0>KDB
SLILMLOQ +>KAFKD PFQB CLO 5LI@LMQBO

53 _+ 5BOQF@>I Q>HB LCC >KA I>KAFKD
534 5 5B0QF@>I O>HB LC 4 5

6% GL0IA $OLKLIF@ %LORJ

6%$9 6B>MLK $KD>DBIBK() 9LKB

6.# GSB>MLKP LC , >PP #BPQORAQFLK

61" GLOIA 1>AFL **LKCBOBK@B 20>KA>0AP - OD>KANSQFLK
7. $UBBRQFSB - CCFABO LC —>S>I SBPPBI

9(&1$S$ LO *(++$11$$  2KFCFKD  MBKBQO>QFLK QLLIP PMB@FCF@ QL
42

&0BBH 2VJ?LIP
G>SBIBKDQE FK "W @ C TEBOB @ PMBBA LC IFDEQ
J P>KAC COBNRBK@V =W
1>A>0 "*OLPP 2B@QFLK>I 0B> J

2LRO@BP MIRP IF?IFLDO>MEV ?BILT —F@ELIP 1 *

RPOFK 1 Unmanned Aircraft Systems: UAVS Design,
Development and Deployment, 6BPQ 2RPPBU 4* &FIBV :*"LKABKPBA
TFE >AAFQFLKP COLJ BIBSBK M>DB m4KFQP >KA ??0BSF>QFLKP 3>?IBn
/M FU UUFU;  AAFQFLK>I PLRO@BP DBKBO>QBA COLJ  PMB@FCF@ QL **E>MQBO
ABSBILMJBKQ  AFP@RPPFLK  CBT ABCFKFQFLKP Q>HBK COLJ &FHFMBAF>

*"V?B0 QBOJFKLILDV COLJ —F@ELIP 1 * 2BMQ Cyber
Counterintelligence & Sensitive Compartmented Information Facility
(SCIF) Needs — Talking Points & (Randall K. Nichols J. J., 2018)
& (Nichols R. K., Hardening US Unmanned Systems Against Enemy
Counter Measures, 2019) & (Randall K. Nichols D. , Chapter 20
Acoustic CM & IFF Libraries V SWARMS Rev 1 05142019, 2018)
& (Randall K. Nichols and Lekkas, 2002)& (NIST, September 2012)

ICLOA + # )0 42 % +Q ""LI *"V?B0 6>00>0B /0LQB@QFKD

IUSFFF  ??0BSF>QFLKP >KA  @0LKVJP



- FIFQ>0V 2VPQBJP Acquisition Review Quarterly PMOFKD 5 -L
/ —FBIPBK
—F@ELIP 1>KA>Il * ,RJIJ ">KP " +LKPQBFK 6&>VKB # 1V>K
JRIFB )™ = "">00B0 "">KAF@B >KA "LLA )LEK />Rl m4KJI>KKBA

F0@0>CQ 2VPQBJIP FK QEB *"V?B0 #LJ>FKn NPP eBooks
EQQMP  KBTMO>FOFBMOBPP LOD B?LLHP
QM STT #QH@ L Fl #QF@ 30 %RIIQBUQ 4 /AC

MMBKAFU 20>KA>0A  @LRPQF@ /OFK@FM>I /EVPF@>l /0LMBOQFBP
CID@:N
>KA  :A;6C9 ,

J>(LOFQV LC QEB QB@EKF@> >??0BSF>QFLKP @LJB COLJ —F@ELIP BQ
>l 4KJ>KKBA FO@0>CQ 2VPQBJIP FK QEB **V?B0 #LJ>FK

TF?IFLDO>MEV
42 "LAB] 42 "LAB] 2L.SBOBFDKQV >KA RPB LC

>FOPM>@B 4 2 **LAB)RIV

?0>JPLK $ Ethical Dilemmas in the Age of Al. 1BQOFBSBA
LI ?0>JPLK $ i HKLTJ>Fl JB ?ILD
EQQMP  TTTHKLTJ>F JB ?ILD BQEF@>I AFIBJIJ>P >DB >f

A>TV # EW 104 EW against a New Generation of
Threats. 'LPQLK 0QB@E " LRPB

A>TV # EW 101 A First Course in Electronic Warfare.
TLPQLK 0QB@E "LRPB

A>JV # EW 101 A First Course in Electronic Warfare.
TLPQLK OQB@E “LRPB

A>TV # EW 102 A Second Course in Electronic Warfare.
TLPQLK OQB@E “LRPB

A>TV # EW 103 Tactical Battlefield Communications
Electronic Warfare. YLPQLK 0Q0B@E ~LRPB

A>TV # )>K  +BPPLK QEB ?>PF@ IFKH CLO >II $6
CRK@QFLKP  BIB@QOLKF@ T>0C>0B $6 1BCBOBK@B 2LR0@B &RFAB
Journal of Electronic Defense, Jan 1998 Issue

AJFKFPQO>QLO )RKB Standing Wave and Fundamental

??0BSF>QFLKP >KA  @0LKVJP Y IUFU


http://www.dtic.mil/Dtic/Tr/Fulltext/U2/A487951.Pdf

Frequency. 1BQOFBSBA oL $IBAQOLKF@P “R?
EQQMP  TTT BIB@QOLKF@PER? LOD P CRKA>JBKQ>l COBNRBK@V

AJFKFPQO>QLO Y Harmonic Frequencies. 1BQOFBSBA
coLJ BIB@QOLKF@PER? LOD EQMP  TTT BIB@QOLKF@PER? LOD
E>0JLKF@ COBNRBK@FBP

IB&>KAOL  0>DLK 9>S>I1> ) + 1 / High-Altitude
Platforms for Wireless Communications. "*EF@EBPQB0 &BPQ 2RPPBU
4* )LEK 6FIBV  2LKP

ICLOA + ""V?B0 6>00>0B /0LQB@QFKD , FIFQ>0V 2VPQBJP
Acquisition Review Quarterly

KLK Saudi Arabia grants citizenship to robot Sophia.
1BQOFBSBA (OLJ AT 2>RAF 0>?F>DO>KQP @FEQQMP  TTT AT @LJ BK
P>RAF >0>?F> DO>KQP @FQFWBKPEFM QL OL?LQ PLMEF> >

PFILS ( “Runaround”. I, Robot (The Isaac Asimov Collection
ed.). —BT 8LOH ""FQV #LR?IBA>V

QEBOQLK * # *">K QEB /BKQ>DLK PBII 2FIFLK 5>11BV LK (>P
BQEF@>1 T>0 C4ISRNET.

RPOFK 1 “Design for Stealth”, Unmanned Aircraft Systems
UAVS Design Development and Deployment. —BT 8LOH )LEK &FIBV
>KA 2LKP

IOLTK $ % #B@ FO?LOKB ""LJJRKF@>QFLK —BQTLOHP CLO
23>l 4KJ>KKBA F0@0>CQ 2VPQBIP Proc. IEEE, vol 96, no 12 MM

TROQE # RADAR for Mariners. —BT 8LOH , @&0>T =Fll

"*>JBOLK ) #F0B@QLO Terminator 2: Judgement Day
: » LQFLK Z/F@QROB;

"E>MJI>K Y GPS Spoofing. 1BQOFBSBA COLJ 3RCQP
AKFSBOPFQV 1 3B@E  —LQBP EQQMP  PFQBP QRCQP BAR
BBPBKFLOABPFDKE>KA?LLH CFIBP 1BA<""E>MJI>K MAC

*"LOKBII 4KFSBOPFQV +BD>I (KCLOJ>QFLK (KPQFQRQB JRKB  But-
for test. 1BQOFBSBA LI [>T @LOKBII BAR
EQQMP  TTT I>T @LOKBII BAR TBU ?RQ CLO<(QBPQ

""LOKBII 4KFSBOPFQV +BD>I (KCLOJ>QFLK (KPQFQRQB )RKB

Intervening Cause. 1BQOFBSBA C0LJ I>T @LOKBII BAR
EQQMP  TTT I>T @LOKBII BAR TBU FKQBOSBKFKD<@>RPB

IUU ¥ ?20BSF>QFLKP >KA  @0LKVJIP



""LOKBII 4KFSBOPFQV +BD>I (KCLOJ>QFLK (KPQFQRQB )RKB
Personal Jurisdiction. 1BQOFBSBA L3 I>T @LOKBII BAR
EQQMP  TTT I>T @LOKBII BAR TBU MBOPLK>I<GROFPAF@QFLK

# & > Broadband Communications via High Altitude
Platforms. —BT 8LOH ""FQV —8 )LEK &FIBV  2LKP

#>KFBI *"LOKBI 3v—-v 2 3EB (JIM>@Q LC QEB #BSBILMJBKQ
LC ,>0FQFIB RQLKLJLRP 2VPQBJP LK QEB $QEF@P LC —>S>I ""LKCIF@QP
Annals: Series on Military Sciences(2)

#BILFQQB "*BKQBO CLO &LSBOKJIBKQ (KPFDEQP >K>IVPFP )RKB
The future of regulation. Principles for regulating emerging
technologies. 1BQOFBSBA oLI #BILFQQOB (KPFDEQP

EQQMP  TTT ABILFQQB @LJ FKPFDEQP RP BK FKARPQOV MR?IF@
PB@QLO CRQROB LC OBDRI>QFLK OBDRI>QFKD BJBODFKD
QB@EKLILDV EQJI

#BTBV # )RIV Drone crashes into LDS temple in Utah;
raises  questions of  airspace rules. 1BQOFBSBA  (OLJ
B>PQFA>ELKBTP @LJ EQQMP  TTT B>PQFASELKBTP @LJ
AOLKB @0>PEBP IAP QBJMIB RQ>E 0>FPBP NRBPQFLKP >FOPM>@B ORIBP

#FSBOPFQV LC @FQFWBKPEFM >JLRKQ FK @LKQOLSBOPV @LPQP 42
""LAB ] AKFQBA 20>QBP ""LKDOBPP )RKB

#)( )RKB DJI Enterprise. 1BQOFBSBA (0LJ $KQBOMOFPB
#)(@0LJ EQQMP  BKQBOMOFPB AGF @LJ @FSFI MOLQB@QFLK

#+21 /0LP )RKB Best Drones (UAVs) for Firefighting in
2019. 1BQOFBSBA (OLJ AIPOMOLP @LJ EQOMP  TTT APIOMOLP @LJ
APIOMOLP ?ILD 7?BPQ AOLKBP CFOBCFDEQFKD

HL# Dictionary of Military Terms 1BQOFBSBA COLJ )*"2 ,FlI
EQQM  TTTG6@P JFl AL@QOFKB ALA<AF@QFLK>0V

HLH Joint Publication (JP) 3-01 Countering Air and
Missile Threats. 6>PEFKDQLK #'" #L#

HLH Information Operations (10) in the United States
1BQOFBSBA (0LJ )/ EQQM TTT AQ@ JFl AL@QOFKB KBT<MR?P
M < MAC

HLH# Unmanned Systems Roadmap 2013 to 2038.

1BQOFBSBA (OLJ #3(** EQIM  TTT AQF@ JFI AQr@ Q0 CRIQBUQ R
> MAC

??0BSF>QFLKP >KA  @0LKVJP Y IUUF



#O0LKBP O 2 JRIV quadcopters-have-hit-the-sound-

barrier/. 1BQOFBSBA LI NR>APQ>0AOLKBP @LJ
EQQMP  NR>APQ>0AOLKBP GLJ NR>AGLMQBOP E>SB EFQ
0EB PLRKA ?>00FB0

$ 12" 3>ULKLJV CLOQEB $. 2BOSF@BP , >0HBQ BKE>K@FKD

MBO@BMQFLK >KA MBOCLOJ>K@B LC QEB $. PBOSF@B FKARPQOV EARSC
Issue 2

$KQLHBV > & . >V entokey.com/acoustics-and-sound-
measurement/. 1BQOFBSBA (OLJ BKQLHBY @LJ >@LRPQF@P >KA PLRKA
JB>PROBJBKQ EQOMP  BKQLHBV @LJ
>@LRPQF@P >KA PLRKA JB>PROBJBKQ

$2  $233%"" ""LKQO>@Q —+ 42 2BM(QBJ?B0
STRATOS: Stratospheric Platforms a definition study for ESA
Platform, Final Report, 1-34. $2 $23%$""

$ROLMB>K 4KFLK . >V About the regulation and data
protection. 1BQOFBSBA (OLJ B@BROLM>BR EQWMP B@ BROLM>BR
@LIJFPPFLK MOFLOFQFBP GRPQF@B >KA CRKA>JBKQ>| OFDEQP A>(Q>

MOLQB@QFLK 0BCLOJ BR A>(> MOLQB@QFLK ORIBP<BK

%BABO>l ORBPQFLK 42 "LAB ] A4KFBA 20>QBP **LKDOBPP
)RKB

%$ ., Lessons Learned from the Boston Marathon

Bombings: Preparing for and Responding to the Attack. 1BQOFBSBA
(OLJ TTTCBI>DLS EQM TTTCBJI>DLS JBAF> IF?0>0V A>Q>
IBPPLKP<IB>0KBA<(0L.J<(

Y%FIFMML 2>KQLKF AB 2 » B>KFKDCRI "RJ>K ""LKQOLI LSBO

ROLKLJLRP 2VPQBJIP  /EFILPLMEF@>I @@LRKQ Frontiers in Robotics
and Al ALF 0L?Q

%IBBQTLLA ) /R?IF@ "B>IQE $QEF@P >KA  RQLKLJILRP
5BEF@IBP American Journal of Public Health, 107(4)

%LOQRK> ** Autonomous Driving Levels 0-5 +
Implications. 1BQOFBSBA coLJ @I1B>KQBEEKF@> @LJ
EQQMP  @IB>KQB@EKF@> @LJ >RQLKLJLRP AOFSFKD
IBSBIP FIMIF@>QFLKP

&BIC>KA “Physical Concepts”, Hearing an Introduction to

Psychological and Physiological Acoustics, 4th ed. —BT 8LOH ""FQV

IUUFF ¥ ??0BSF>QFLKP >KA  @0LKVJP



&BIC>KA 2 Essentials of Audiology, 3rd Edition. 2QRQQD>0Q
#$ 3EFBJB

&FLOASKL — College Physics: Reasoning and Relationships.
—BT 8LOH *"FQV —8 "*BKD>DB +B>0KFKD MM i

&R>0A?>RI 2 3EB —>QROB LC /0BBJIMQFLK Cornell Law
Review

=>00FP  BOF>I JRKB  Carrier HX8 Sprayer Drone 1BQOFBSBA

(OLJ  E>00FP>BOF>I @LJ EQMP  TTT E>00FP>BOF>1 @LJ @>00FBO
EU PMO>VBO

"BFKJI>K ** Hearing Loss Tests Patrient D v-105. *">0IFPIB
/ VOLTK _MQF@>l "B>0FKD FA 2BOSF@B

"BKABOPLK 3 3EB #LMMIBO $CCB@Q i +BPPLK 6>SBP
Physics tutorial. The Physics Classroom 1BQOFBSBA COLJ =BKABOPLK
3L m3EB #LMMIBO $CCB@Q i +BPPLK  6&>SBPn /EVPF@P QRQLOF>I
3EB /EVPF@P ""I>PPOLLJ 1BQOFBSBA 2BMQBJ?B0 " BKABOPLK
3LJ m3EB #LMMIBO $CCB@Q i +BPPLK  6&>SBPn /EVPF@P QRQLOF>I
3EB /EVPF@P **I>PPOLLJ 1BQOFBSBA 2BMQBJ?B0

" BOK Give robots ‘personhood’ status, EU committee
argues 1BQOFBSBA (0LJ 3EB &R>0AF>K TTT (EBDR>0AR>K @LJ
QB@EKLILDV >K DFSB OL?LQP MBOPLKELLA PQ>QRP BR
@LJ JFQQBB >0DRBP

"R??>0A 1 * Boater’'s Bowditch. "">JABK ,
(KQBOK>QFLK>1 , >0FKB

(?0>EFJ Optimization Methods for User Admissions and
Radio Resource Allocation for Multicasting over High Altitude
Platforms . , BJLOF>I 4KFSBOPFQV LC —BTCLRKAI>KA "*>K>A> 1FSBO
/R?IF@>QFLKP

($%% 3EB ($$$ &IL?>1 (KFF>QFSB LK $QEF@P LC RQLKLJLRP
>KA (KQBIIFDBKQ 2VPQBJP  KKLRK@BP —BT 20Q>KA>0AP /OLGB@QP
Telecom Standards, 27(11) MM

)BPRP &LKW>IL # + , >00E -K QEB "">M>?FIFQFBP >KA
+FIFQ>QFLKP LC “FDE  IQFQRAB /PBRAL 2>QBIIFQBP Progress In Aerospace
Sciences ALF EQQMP  ALFLOD 6 M>BOLP@F

JLEKPLK . Ethics: Selections from Classic and

Contemporary Writers. 1LPQLK ,  "*BKD>DB +B>0KFKD

??0BSF>QFLKP >KA  @OLKVJIP Y [UUFFF



JLKBP 3 International Commercial Drone Regulation and
Drone Delivery Services. 2>KQ> , LKF@> 3EB 1>KA *"LOMLO>QFLK

*>KLTFQW 2 Toward the deployment of ethical Al.
1BQOFBSBA (0LJ &LSBOKJIBKQ ""LIMRQBO —BTP  *>KLTFQW 2
3LT>0A QEB ABMEQOMP D@K @LJ >0QF@IBP BQEF@>1 >F
FA@ >PMU P D@KQBEE<

*FOH ) RDRPQ sounds-can-knock-drones-sky. 1BQOFBSBA
(oL TTTELIMRQBOTLOIA @LJ >R >0QF@IB
EQQMP  TTT @LIMRQBOTLOIA @LJ >R >0QF@IB PLRKAP @>K
HKL@H AOLKBP PHV

*KFDEQ 6 —FKB @E>0QP QE>Q 0B>IIV ?0FKD ELJB 6RPQ ELT C>PQ

(FPDOLTFKD MIT Technology Review

+BD>l (KCLOJI>QFLK (KPQFQRQB i *"LOKBII 4KFSBOPFQV LoV

Strict Liability 1BQOFBSBA (0LJ +BD>l (KCLOJ>QFLK (KPQFQRQB
EQQMP  TTT I>T @LOKBII BAR TBU PQOF@Q<IF>?FIFQV

+1 # LoV LRAD 450XL Datasheet. 1BQOFBSBA (OLJ
+1 #7 EQQM TTTI0>AU@LI TM @LKQBUQ RMIL>AP
+1 #<A>Q>PEBBQ< 7+ MAC

, >0&0BDLO # 2 Colorado Causes of Action: Elements,
Defenses, Remedies, and Forms. #BKSB0 10>ACLOA /R?IFPEFKD ""L

., >0K>J>0> 3 Introduction to Antenna Placement &
Installation. —BT 8LOH ""FQV —8 )LEK &FIBV 2LKP

., >ELK ) Classical Natural Law Theory St. Thomas Aquinas
(1227-1274) — the “Angelic Doctor” Lecture. 1BQOFBSBA (OLJ , >ELK )

""I>PPF@>] —>QRO>I +>T 3EBLOV 20 3ELJ>P NRFK>P

J QEB /EFILPLMEV LC +>T  ,>ELK ) ""I>PPF@>1 —>QRO>I +>T
3EBLOV 20 3ELJ>P NRFK>P EQQM ELJBTIRBAR [J>ELKG
/EFI+>T+B@EIROB —>Q+>T EQJ

,>0?RO0V S ,>AFPLK 42 AKFQBA 20>QBP 2RMOBJB ""LR0Q
%B?0R>0V

»>QLI>H 1 2 MOFI (KFQF>I 1BPRIQP CLO  FOCO>JB 2E>ALTFKD

FK + ?2>KA >KA " ?2>KA [0 &OLRKA ""E>KKBIP Proc. Integrated
Commun,, Navigation, and Surveillance Conf MM MM

, @"'RIILDE S , >0VI>KA 42 A4KFQBA 20>0BP 2RM0BJB "*LR0Q
. >00E

IUUFS ¥ 2?0BSF>QFLKP >KA  @0LKVJIP



. BOOF>J 6B?PQB0 Y , BOOF>J 6B?P(BO _ KIFKB
HFAQFLK>0V
» BOOF>J 6B7?PQBO (K@ Definition of Ethics. LKIFKB
» BOOF>J 6B?PQBO (K@ 1BQOFBSBA (OLJ #BCFKFOFLK LC $QEF@P >
-KIFKB ,B00F>J 6B?PQBO (K@LOMLO>QBA  #BCFKFQFLK LC $QEF@P
> _KIFKB ,B00OF>J 6B?PQB0O (K@LOMLO>QBA

» FAAIBQLK ** SAP launches ethical A.l. guidelines, expert
advisory panel. 1BQOFBSBA COLJ FKQBOKBQLC?RPFKBPP @LJ , FAAIBQLK
" 2 / I>RK@EBP BQEF@>I ( DRFABIFKBP BUMBO0Q >ASFPLOV M>KBI

1BQOFBSBA COLJ  EQQMP  FKQBOKBQLC?RPFKBPP @LJ P>M MR?IFPEBP
BQEF@>l DRFABIFKBP CLO > F CLOJP BUMBOQ >ASFPLOV M>KBI

» FPPBIELOK ** OQFCF@F>1 , LO>IFQV  ""LK@BMQP (PPRBP >KA
""E>IIBKDBP Society, 55(2)

., LELOGF@ # & Broadband Communications via High
Altitude Platforms. —BT 8L0H ""FQV —8 )LEK &FIBV  2LKP

, LK>E>K = The Radar Book: Effective Navigation and
Collision Avoidance. K>@LOQBP & %FKBBADB /R?IF@>QFLKP

» RPMO>QQ —-LSBJ?B0 New global drone standards

proposed. 1BQOFBSBA COLJ #BCBK@B FO EQIMP  TTT ABCBK@BFN @LJ
ABCBK@B QB@EKLILDV KBTP KBT DIL?>] AOLKB PQ>KA>0AP
MOLMLPBA

&LAABJBFO * # )RKB 1LIB ?>PBA "*LKKB@QFSFQV
» >K>DBJBKQ TFQE 1B>IFPQ FO QL &OLRKA **E>KKBIP CLO %RQROB
MMIF@>QFLKP IEEE Vehic. Tech. Mag. Vol 10, no 2 MM

—>QFLK>|] ""LKCBOBK@B LC 2Q>QB +BDFPI>QROBP 2BMQBJ?B0
Current Unmanned Aircraft State Law Landscape. 1BQOFBSBA (0LJ
—""2+L0D EQQM TTT K@PILOD OBPB>0@E QO>KPMLOQ>QFLK @ROOBKQ
RKJI>KKBA >F0@0>CQ PQ>QB I>T I>KAP@>MB >PMU

—1"" 3LA>V 2ELT Y How peeping drones could be
spying on you without you knowing it. 1BQOFBSBA (0LJ 3LA>V(@LJ
EQQMP  TTTQLA>V@LJ SFABL ELT MBBMFKD AOLKBP @LRIA ?B
PMVFKD LK VLR TFQELRQ VLR HKLTFKD FQ

—-BTJI>K + ~ RDRPQ THE ARMY GROUNDS ITS DJI

??0BSF>QFLKP >KA  @0LKVJIP Y IUUS



DRONES OVER SECURITY CONCERNS. 1BQOFBSBA (0LJ &(1$#
EQQMP  TTT TFOBA @LJ PQLOV >0JV A AOLKB ?>K

—F@ELIP 1 * Classical Cryptography Course Volume | / 1I.
+>DRK> "FIIP ** BDB>K />0H /0BPP

—F@ELIP 1 * Classical Cryptography Course, Volume I.
+>DRK> "FIIP ** BDB>K />0H /0BPP

—F@ELIP 1 * Unmanned Aircraft Systems (UAS) In the Cyber

Domain: Protecting USA's Advanced Air Assets. 1st Ed. , >KE>QQ>K *2
—BT /0>F0FB /0BPP

—F@ELIP 1 * . >00E " >0ABKFKD 42 4KJ>KKBA 2VPQBJP

D>FKPQ $KBJV ""LRKQBO , B>PROBP 7th Annual Unmanned Systems
Summit IBU>KAOF> 5 42 //37 MOBPBKQ>QFLK PBIC

—F@ELIP 1 * Unmanned Aircraft Systems In the Cyber
Domain: Protecting USA's Advanced Air Assets. 2nd Ed. Manhattan,
KS: New Prairie Press. , >KE>Q0>K *2 —BT /0>F0FB /0BPP

—f@ELIP 1 * _RJIJ ~ " +LKPQBFK 6 # 1V>K ) ) >KA
"*>00B0 ** Unmanned Aircraft Systems (UAS) in the Cyber
Domain: Protecting USA's Advanced Air Assets. , >KE>QQ>K *2 —-BT
/0>F0FB /0BPP —// BILLHP

—f@ELIP 1 * _RJIJ " " +LKPQBFK & # 1V>K ) ) "">00BO

" >KATLLA) / Unmanned Aircraft Systems in the Cyber
Domain. , >KE>Q0>K *2 —// BILLHP

—BIPBK / $ Effects of Directed Energy Weapons.
» FAAIBQLTK #$ ""0B>(0B2M>@B (KABMBKABKQ /R?IFPEFKD /1>QCLOJ

—(23 2BMQBJ?BO Guide for Conducting. 6>PEFKDQLK #"*
&/ .

—LOQE *">OLIFK> #BM>00JBK( LC 30>KPMLOQ>QFLK Y,
Law & Regulations. 1BQOFBSBA (0LJ -"#.3&.5

EQQMP  TTT K@ALQDLS AFSFPFLKP >SF>QFLK R>P />DBP I>TP
OBDRI>QFLKP >PMU

- PPBFO>K #B0 2@BK>0FLP CLO & ,L7?FIB >KA GFOBIBPP
OLIIJIRKF@>QFLKP  QEB  SFPFLK LC (QEB ,$3(2 /0L6B@Q IEEE
Communications Magazine, Vol 52, no 5 MM

-I2RIFS>K ) + 3EB &0B>) —>QFLK LC %RQROFQV United States
Magazine and Democratic Review Vol 6 Issue 23 MM

IUUSF ¥ 2?0BSF>QFLKP >KA  @0LKVJIP



/FBOPLK . >V tuning-fork-waves-sound. 1BQOFBSBA COLJ
>FOCOBPEBKBO @IR? 1 /FBOPLK $AR@>QFLK EQQMP  >FOCOBPEBKBO @IR?
NRLQBP QRKFKD CLOH T>SBP PLRKA EQJI

/L0QBO ) # JRKB  jdporterlaw.com/intellectual-property-
law/ 1BQOFBSBA coLJ GAMLOQBOI>T @LJ
EQQM  TTTGAMLOQBOI>T @LJ FKQBIIB@QR>I MOLMBOQV I>T

/LPPBI 6>SBP  JLQFLK >KA COBNRBK@V QEB #LMMIBO
BCCB@Q Einstein Online, Vol. 5. Max Planck Institute for Gravitational
Physics, Potsdam, Germany

/0F@B 6>QBOELRPB ""LLMBOP ++/ Skies without limits —
Drones- taking the UK's economy to new heights. +LKALK /0F@B
6>(BOELRPB ""LLMBOP ++/

/1.3%"3(-— -% "$13 (- % ""(+(3($2 -—-# 22%$32 %1.,
4-, —-$# (11 %3 " 1 AKFQBA 2Q>QBP **LKDOBPP )>KR>0V

/0LV>P #FOB@QLO I, Robot. In. Hollywood, CA. :, LQFLK
/F@QROB;

1>3Jw Tainted-Baby-Milk Scandal in China.
1BQOFBSBA coLJ @LKQBKQQFIB @LJ (QFIB TLOIA >0Qr@IB
EQQM  @LKQBKQQFIB @LJ QFIB TLOIA >0Qr@IB

EQJI

1>KA>Il * —FQELIP >KA +BHH>P / ** Wireless Security:
Threats, Models, Solutions. —BT 8LOH *"FQV —8 , @&0>T “FlI

1>KA>Il * —FQELIP # *"E>MQBO @OLRPQF@ ** . (%%
+F?0>0FBP 5 26 1,2 1BS (K1 * —f@ELIP * ** ,RJIJ

6 # +LKPQBFK ) 2 "LLA Unmanned Aircraft Systems (UAS) in
the Cyber Domain: Protecting USA's Advanced Air Assets, 2nd ed.
» >KE>QQ>K *2 —// /0BPP

1>KA>Il * —FQELIP # CLO MR?IF@>QFLK 4KJ>KKBA FO@0>CQ
2VPQBJIP FK QEB **V?B0 #LJ>FK /0LQB@QFKD 42 IP AS>K@BA FO PPBQP
KABA (K = , 1>KA>Il * —FQELIP Chapter 18 Audiology, Acoustic
Countermeasures against Swarms and Building IFF Libraries M KA
BA ,>KE>QQ>K *2 %LO /R?IF@>QFLK —//

1>KA>Il * —FQELIP ) ) Unmanned Aircraft Systems (UAS) in

??0BSF>QFLKP >KA  @0LKVIP Y [UUSFF



the Cyber Domain: Protecting USA's Advanced Air Assets. , >KE>Q0>K
*2 —BT /0>FOFB /0BPP

1>MM>MLOQ 3 Millimeter Wave Wireless Communications.
—BT 8LOH ""FQV —8 /0BKQF@B ">l
1F@HBO # JRIV Navigating drone laws has become a

growing and lucrative legal niche. 1BQOFBSBA (OLJ ! )LROK>I
EQQM  TTT >?>6LROK>I @LJ JI>D>WKB >0QF@IB
AOLKB<I>T<>QQLOKBVP

2>fA $J0B IMBO 8 3 #B@BJI?BO ""LIM>@Q KDRI>0 1>(0B
2BKPLO 2VPQBJ 4PFKD > %RIIV #B@LRMIBA 2FIFGLK LK &I>PP ,$,2
&VOLP@LMB JOURNAL OF MICROELECTROMECHANICAL SYSTEMS,
VOL. 17, NO. 6

2>K@EBW )RKB No Drones. 1BQOFBSBA (0LJ
A4KPM>IPE @LJ EQQMP  RKPMI>PE @LJ MELQLP L ,NPTJOFB 8
2@EOLBABO %B?0R>0V  Localizing Humanitarian Drones:

Robotics & Disaster Response from the Maldives to Malawi 1BQOFBSBA
(0LJ JBAFRJ @LJ EQMP  JBAFRJ @LJ 0>Ar>KQ B>0QE FKPFDEQP
IL@>IPWFKD ERJ>KFQ>0F>K AOLKBP OL?LQF@P AFP>PQBO OBPMLKPB COLJ
Q0EB J>IAFSBP QL J>I>TF > C @?

2FDKF> Y Signia Hearing Aids 1BQOFBSBA (COLJ 2FDKF>
"B>0FKD FAP i "B>0>@0LPP JBOF@> TTT PFDKF>RP> @LJ

2FKDBO S ""FQV LC —BTQLK % 2RMM A 4 2 #FPQOF@Q ""LROQ
» >PP>@ERPBQQP 2BMQB.J?B0

PIFABPE>0B KBQ . >V ProudParas/sound-waves-loudness-
and-intensity, slide 12 1BQOFBSBA (0LJ  PIFABPE>0B KBQ
EQQMP  TTT PIFABPE>0B KBQ /0LRA/>0>P PLRKA T>SBP ILRAKBPP
>KA FKQBKPFQV

2LLA * $K?LAV 1 #B@BJI?B0
https:#/www.georgetownjournalofinternau-s-military-defense-
systems-the-anatomy-of-cyber-espionage-by-chinese-hackers.
1BQOFBSBA  (OLJ DBLODBQL T K6LROK>ILCFKQBOK>QFLK>I>CC>FOP LOD
LKIFKB BAFQFLK
EQQMP  TTT DBLODBQLTKGLROK>ILCFKQBOK>QFLK>I>CC>FOP LOD LKIFKB
BAFQFLK R P JFIFQ>0V ABCBKPB PVPQBJP QEB >K>QLJV LC @V?B0
BPMFLK>DB ?V @EFKBPB E>@HBOP

IUUSFFF ¥ ??0BSF>QFLKP >KA  @OLKVJP



2LSBOBFDKQV >KA RPB LC >FOPM>@B 42 "LAB ] 4KFQBA
20>QBP "*LKDOBPP )RIV

20>(C %(- + "32 61" World Radiocommunication
Conference. &BKBS> (34

20>CC %- + '"32 61" World Radiocommunication
Conference. &BKBS> (34

20>CC MOFI Equal Loudness Contours. 1BQOFBSBA (0LJ
&R(BK?BOD . OD>KFW>QFLK  EQQM  @BKQO>I DRQBK?BOD LOD >0Qr@IB
6"$1- $NR>I ILRAKBPP @LKQLRO

20>CC %(- + ""32 61" World Radiocommunication
Conference. &BKBS>

20>(C >V wikipedia.org/wiki/Doppler_effect 1BQOFBSBA
(0LJ 6FHFMBAF> EQQMP  BK TFHFMBAF> LOD TFHF #LMMIBO<BCCB@Q

2> 6 Y 5G 1BQOFBSBA (OLJ GFHFMBAF>
TTT TFHMBAF> LOD

20LKB 9 Stone, Z. (2017). Everything You Need To

Know About Sophia, The World's First Robot Citizen. Retrieved from
https:#/www.forbes.everything-you-need-to-know-about-sophia-

the-worlds-first-robot-citizen. 1BQOFBSBA (oLJ %L0?BP
EQQMP  TTTCLO?BP @LJ PFQBP W>0>PQLKB BSBOVQEFKD
VLR KBBA QL HKLT >?LRQ PLMEF> QEB TLOIAP CFOPQ OL?LQ
@FQFWBK >

20RAFLP # # 11 >QBOP 1BC 42

P4 2 —BTP ,>00E RAS Consulting & Investigations hire
Jeff Parisse to offer sophisticated UAS security and surveillance
services. 1BQOFBSBA oL PR>PKBTP @LJ
EQQMP  TTT PR>PKBTP @LI 0>P @LKPRIQFKD

FKSBPQFD>QFLKP EFOB 6BCC M>OFPPB LCCBO PLMEFPQF@>QBA R>P PB@ROFQV
PROSBFII>K@B PBOSF@BP

2RK 6 , )RKB A4KJ>KKBA F0@0>CQ 2VPQBJIP FO &OLRKA
""E>KKBI ""E>0>@QBOFW>QFLK CLO CRQROB >MMIF@>QFLKP 1EEE Vehic. Tech
Mag. Vol 10, No 2 MM

3" #LWBO # “FDE IQFQRAB /I>QCLOJP CLO 5" #1 K
QEB>QBO0 @LJIJIRKF@>QFLKP IET Seminar on Military Satellite
Communications Systems

??0BSF>QFLKP >KA  @OLKVJIP Y IUUFU



3EB 2EBM>0A —BTP 3B>J 2BMQBJ?B0 Liteye Receives
Follow-on Contract for C-AUDS — DB — Digital Battlespace. 1BQ0FBSBA
(OLJ  BOLPM>@B #B(BKPB >KA 2B@ROFQV —BTP >KA K>IVPFP i
2EBME>0A » BARP> 3EB 2EBM>0A /0BPP +QA
TTT PEBME>0AJBAF> @LJ KBTP AFDFAFDFQ>I ?>QQIBPM>@B IFQBVB
OB@BFSBP CLIILT @LKQO>@Q @ >RAP

3LLI>V ) RADAR for the Non — Specialist. London; Lifetime
Learning Publications. +LKALK +FCBQFJB +B>0KFKD /R?IF@>QFLKP
312 2 JRIV Tontechnic-Rechner-Sengpielaudio.

1BQOFBSBA (0LJ 3LKQB@EKF@ 1B@EKBO 2BKDMFBI>RAFL *">I@RI>QLO
TTT PBKDPMFBI>RAFL @LJ @>I@RI>QLO T>SBIBKDQE EQJ

4 5 "'L>@E » >V Drone Laws in South Carolina (2019).
1BQOFBSBA (OLJ 4 5@L>@E @LJ EQQMP  R>S@L>@E @LJ AOLKB I>TP
PLRQE @>OLIFK>

AKFQBA 20>0BP '"LKPQRQRQFLK  OQF@IB 5( 2B@  4AKFQBA 20>(BP LC
JBOF@> 2BMQB.J ?BO

4KF TRMMBOQ>I . >V Inverse Square Law, General
1BQOFBSBA (OLJ EVAOLDBK MEVPFH RKF TRMMBOQ>I AB  EVMBOMEVPF@P
EQQM  EVAOLDBK MEVPFH RKF TRMMBOQ>I AB EVMBOMEVPF@P
EVMBOMEVPF@P E?>PB CLO@BP FPN EQJI

40?7>K 3 Teach Your Robots Well: Will Self-Taught Robots
Be the End of Us? 1BQOFBSBA COLJ TTT TLOIAP@FBK@BCBPQFS>1 @LJ
407>K 3 3B>@E 8LRO 1L?LQP 6&BIl &Fll 2BIC 3>RDEQ 1L?LQP
1B QEB $KA LC 4p 1BQOFBSBA coLJ

EQMP  TTT TLOIAP@FBK@BCBPQFS>I @LJ MOLDO>JIP (B>@E OL?LQP
TBII TFII PBIC Q>RDEQ OL?LQP BKA RP

4PBKFU LOD MEMS, Drones, & Sound Sourcing
1BQOFBSBA COLJ 4PBKFU LOD TTT RPBKFU LOD

GB?%FK>K@B (K@ Definition of Ethics. (2019b). LKIFKB
- KIFKB 6B?%FK>K@B (K@

GBPB  $ RDRPQ could-hackers-behind-u-s-navy-
collisions. 1BQOFBSBA (LI 42 3_.# 8

EQQMP  TTT ORFALPLKBTP @LJ PQLOV QB@E KBTP
@OLRIA E>@HBOP ?BEFKA R P K>SV @LIIFPFLKP
GFHF $ RDRPQ Equal Loudness Contours. 1BQOFBSBA

IUUU ¥ ??0BSF>QFLKP >KA  @0LKVJP



(oLJ GFHFMBAF> EQQMP  BK TFHFMBAF> LOD TFHF $NR>I
ILRAKBPP<@LKQLRO

GFHF + RDRPQ Laser. 1BQOFBSBA (0LJ GFHFMBAF>
EQQMP  BK TFHFMBAF> LOD TFHF +>PBO

GFHFMBAF> RDRPQ Human Hearing Range. 1BQOFBSBA
(0LJ SFHFMBAF> EQQMP  BK TFHFMBAF> LOD TFHF = B>0FKD<0>KDB

GFHFMBAF> . >V wikipedia.orgZ/wiki/Doppler_ effect
1BQOFBSBA  (OLJ GFHFMBAF> EQOMP  BK TFHFMBAF> LOD TFHF
#LMMIBO<BCCB@Q

6GLKD " Top Canadian researcher says Al robots deserve
human rights 1BQOFBSBA (0LJ 6&LKD ™ 3LM "">K>AFR>K
OBPB>0@EBO  P>VP (  OL?LQP  ABPBOSB ERJ>K  OFDEQP
1BQOFBSBFQ?RPFKBPP @> GLKD ** 3LM "">K>AF>K 0BPB>0@EBO
P>VP  ( OL?LQP ABPBOSB ERJ>K OEQOMP  TTT FQ?RPFKBPP @> KBTP
QLM @>K>AF>K 0BPB>0@EBO P>VP >f OL?LQP ABPBOSB ERJ>K OFDEQP

GLOAMOBPP The True Sign of Intelligence 1BQOFBSBA
coLJ ABBMQEFKHFKDP TLOAMOBPP @LJ
EQQM  ABBMQEFKHFKDP TLOAMOBPP @LJ QEB QORB PFDK
LC FKQBIIFDBK@B

60DEQ 3 RDRPQ You've Been Warned: Keep Your Drones

Away From Military Bases. 1BQOFBSBACOLJ F0  2M>@B 2JFQEPLKF>K
EQQMP  TTT >F0PM>@BI>D @LIJ A>FIV MI>KBQ HBBM VLRO AOLKBP
>T>V JFIFQ>0V ?>PB

6VSBOK 3 National Critical Intelligence Estimate: Counter
Unmanned Aircraft Systems (C-UAS) in the US. 2>IFK> *2 *24/

7ESLV>KD +fR " + "fDE IQFQRAB /1>QCL0J 2Q>QFLK —BQTLOH
>KA ""E>KKBI , LABIFKD /BOCLOJ>K@B K>IVPFP Mathematics and
Computer Science. Vol. 1, No 1 MM ALF 7F>LV>KD +FR ""E>L
+fR 6>KMFKD +FR 7F>LMFKD 9BKD “FDE IQFQRAB /I>QCLOJ 2Q>QFLK
—BQTLOH >KA ""E>KKBI ,LABIFKKD /BOCLOJ>K@B K>IVP
6 J@P

9BKD 1 9 ,>V GFOBIBPP @LJJRKF@>QFLKP TFQE RKI>KKBA
>BOF>| SBEF@IBP LMMLOQRKFQFBP >KA @E>IIBKDBP IEEE Communications
Magazine.vol. 54, no.5 MM

??0BSF>QFLKP >KA  @0LKVJIP Y IUUUF



8LKD9BKD 1 9 GFOBIBPP ""LJ JRKF@>QFLKP TFHE 4KJ>KKBA

BOF>I 5BEF@IBP - MMLOQRKFQFBP >KA "*E>|IBKDBP IEEE
Communications Magazine
8RKJLKH 2LK = 2 RDRPQ 1L@HFKD #0LKBP TRE

(KQBKQFLK>l 2LRKA —LFPB LK &VOLP@LMF@ 2BKPLOP Proc. 24th Usenix
Security Symposium. 6>PEFKDQLK #'" 42$—(7 1BQOFBSBA (0LJ
EQQMP  TTT RPBKFU LOD @LKCBOBK@B RPBKFUPB@ROFQV ~ QBREKF@>I
PBPPFLKP MOBPBKQ>QFLK PLK

9BQQBO * 2L 3EB -2 ">P K @QR>l 2*8-$3 /0LD0>J
WIRED Magazine(Online). 1BQOFBSBA COLJ 9BQQBO * 2L 3EB
-2 ">P K @QR>l 2*8-$3 /0LD0>J 6(1$# , >D>WFKB - KIFKB

%,

IUUUFF ¥ 220BSF>QFLKP >KA  @0LKVJIP



Table of Contents

BACKBONE- TOC
%OLKQ , >00BO
2PQ0>@()
3IB />DB
"LMVOFDEQ  /R?IF@>(FLK />DB
TLLHP >IPL 1V 1>KA>Il * —F@ELIP
#PAI>F IBOP
#BAF@>QFLK
%LOBTLOA
/0BC>0B
@HKLTIBADBJIBKQP
+FPQ LC *"LKQOF?RQLOP
2?20BSF>(FLKP >KA  @0LKV.JP
3>71B LC ""LKQBKQP
3>71B LC %FDROBP
3>7IB LC 3>?IBP
3>?1B LC $NR>(FLKP

s, "¢, 1 )- +,
, -"C" DJCI:G . , . , (E:G6IDCH6H6 DC8:El
"ESMQBO  3EB 1LIB LC (KCLOJ>QFLK 3B@EKLILDV :1V>K;

20RABKQ +B>0KFKD - 26BAQFSBP

(KQOLAR@QFLK

#PORMQFKD QEB #B@FPFLK **V@IBP

**LK@BMQR>IFWFKD QEB (KCLOJI>(FLK 2VPQBJIP FK 4 2P
(KQBOK>I

1LRKA>0V PVPQBIP

$UQBOK>!

3>?IB LC ""LKQBKQP Y IUUUFFF



“LT *"LIMIBU FKCLOJ>QFLK 3B@EKLILDFBP 0B 4PBA FK 4 2
LMBO>QFLKP

#B@FPFLK 2RMMLOQ 2VPQBJIP

$UMBOQ 2VPQBIP

(

(IMIF@>QFLKP CLO ** 4 2 _ MBO>QFLKP

" LT 2BKPFKD FP 4PBA QL 2RMML0Q 4 2 _ MBO>QFLKP

2RI JI>0V

ORBPQFLKP %L0 1BCIB@QFLK

1BCBOBK@BP

=6EI:G  _C9:GHI6CO>C< _ , )IGEDH: 6C9 )GD8:HH4 6GI:G5

(KQOLAR@QFLK

#0FSFKD %LO@BP CLO (K@OB>PFKD QEB #BJI>KA %LO** 4 2

" 4 2 >KA QEB %LROQE (KARPQOF>I 1BSLIRQFLK

#FPORMQFSB 3B@EKLILDFBP QE>Q TFII FKKLS>QB QEB CRQROB LC ™" 4 2

3EB —BBA (L0 (KKLS>(FLK LC™ 4 24 2 >KA™ 4 2 OR>IKV >P 3EB
—BT &IL?>1 0JP 1>@B

"' LK@IRPFLKP

1BCBOBK@BP

=6EI:G :K:ADEXC<6 . , ,IG6l:<N D6AH (EIPDCH -66<:I
C6ANH>H )GD8:HH , :A:8P>DC (E:G6I>DC6A &:16>8H EEGD68=:H ID
DJICI:G>C< . , 8PKI>:H >GHI )G>C8EA:H 4&IBB5

= FPQLOV
"4 2 K>IVPFP %0>JBTLOH

K>IVWFKD QEB 3E0B>(
AKABOPQ>KAFKD QEB /ROMLPB >KA GB>MLKAI>QFLK LC QEB 3E0B>Q
AKABOPQ>KAFKD QEB  BOLAVK>JF@P LC QEB 3E0B>(

4KABOPQ>KAFKD QEB  FO 5BEF@IB #BPFDK LC QEB 3E0B>Q
(PFQ - KB #0LKB LO , RIQFMIB #0LKBP

IUUUFS ¥ 3>?IB LC ""LKQBKQP



AKABOPQ>KAFKD QEB —>SFD>QFLK

2LIRQFLK +F IFQ>QFLKP

%OBNRBK@V +F IFQ>QFLKP
&IL?>1 &LSBOK>K@B
+BD>| 1> JFCFA>QFLKP

0JLPMEBOF@ +F JIFQ>QFLKP

#BSBILMFKD > ""LRKQBO AOLKB 1BPMLKPB

1>KDB
#BOBAQFLK

(KQBOAF@QFLK

23511 #0LKBP

. BAFRJ #0LKBP
+>0DB #0LKBP
**>PB 20RAV
1>@HDOLRKA
""0B>QFKD > 2LIRQFLK

K>IVWFKD QEB 3E0B>(
3LLC>K #0LKB
ORAP  FPPFIB
JLQBKQF>I #( — ., FPPFIB 4P>DB
2LIRQFLK +F JFQ>QFLKP
/0BPBOS>QFLK LC $UFPQFKD (KCO>PQOR@QROB
&LSBOK>K@B

0JLPMEBOF@ +F JFQ>QFLKP

. RIQF +>VBOBA ""LRKQBO #0LKB 1BPMLKPB /I>K

#BBAQFLK
(KQBOAF@QFLK
(KQBDO>QFLK
3EB ""ELPBK 2LIR(FLK
- RQBO +>VB0

3>?IB LC ""LKQBKQP Y 1UUUS



(KKBO +>VB0
LI I>KA >KA ""LKQOLI
""LK@IRPFLK
ORBPQFLKP
@OLKVIP
1BCBOBK@BP

=6El:G  )ABCC>C< ;DG +:H>A>:C8N 6C9 +D7JIHIC:HH 4+N6C5

2QRABK( +B>0KFKD - 2$B@QFSBP

AKABOPQ>KAFKD QEB ##(CBOBK@B ?BQTBBK 1BPFIFBK@V >KA 1L?RPQKBPP
1BPFIFBK@V

1L?RPQKBPP

**LIM>0FKD 1BPFIFBK@V >KA 1L?RPQKBPP

~MBO>QFLK>l PMB@QP LC 1BPFIFBK@V >KA 1L?RPQKBPP

, B>PROFKD 1BPFIFBK@V >KA 1L?RPQKBPP

=LT /0L@BPPBP @>K !LLPQ 1BPFIFBK@V >KA 1L?RPQKBPP

GEBK 1BPFIFBK@V >KA 1L?RPQKBPP FP , LOB *"LPQIV QE>K - MOFI>I
GEBK 1BPFIFBK@V >KA 1L?RPQKBPP >0B QQ>@HBA

3VMBP LC QQ>@HP

"'>P@>AFKD $(CB@Q /LOBK(F>I

3EB 1LIB LC 2BEOBAV

- MBOS(FLK> 2B@0B@V

**>SM>2FIFQV 2BEO0BEV

1BPFIFBK@V >KA 1L?RPQKBPP 2B@A0BEV

ORBP(FLKP CLO 1BCIBAQFLK

1BCBOBK@BP

, -"C" ., —:8=CDAD<>:H 6C9 )GD8:HH:H
=6EI:G ,JGK:>M6C8: 6C9 +:8DCCH>HHECS: 4&IBBS

20RABKQ +B>0KFKD . 26BAQFSBP

=FPQLOV GE>) FP FQ >KA GEV #LBP F , >00B0

3E0B>) (ABKQFCFO>QFLK =L T >KA GEV

IUUUSF ¥ 3>?IB LC ""LKQBKQP



1>AFL %0BNRBK@V 1%
$IBAQOL - MOF@>I 2BKPLOP %RII , LQFLK SFABL **>JB0>P
(KCO>0BA 2BKPLOP (1
@LRPQF@ 2BKPLOP (LO** 4 2
QP> 1D 2HV =LT **>K 6B #FPABOK QEB **IRQQBO COLJ QEB 4 2
ROLJ>QF@ #BMBKABK(Q 2ROSBFII>K@B 10L>A@>PQ #2 1 "BIMFKD (L
$FJFK>QB QEB n&LLA &RVn (OLJ " 4 2 2ROSBFII>K@B >KA
1BALKK>FPP>K@B "*E>IIBKDB
3EB #FCFARIQV LC #FCBOBKQF>QFKD ™ >0J1BPP  F0@0>CQ COLJ 3E0B>(
FOG0>CQ FK QEB ** 4 2 2M>@B
—BT ""E>IIBKDBP 1BNRFOB —BT 3EFKHFKD **LJ?FKBA 2BKPLOP
. FPPELK Z1>KKFKD 2B@0B@V i /OLQB@QFKD QEB #>0>
, FPPELK Z1>KKFKD CLO ** 4 2 CLO /BOFJBQBO /OLQBEQFLK
*'LK@IRPFLKP
ORBP(FLKP
1BCBOBK@BP

=6EI1:6 ., KDAK>C< &:1=D9H D; "CI:G>8I>DC 4 6GI:G5

20RABK(Q +B>0KFKD - 2$B@QFSBP

GEV P (KQBOAF@QFLK —BBABA

GE>) P > 1ILAHAE>FK

3EB /OL@BPP LC ¥ILAHAESFK 2VK@EOLKASQFLK

VIL@HOESFK  FO@0>CQ **LJ JIRKF@SQFLK

1IL@H@E>FK SRIKBO>FIFQFBP

VILGHBE>FK 4KJ>KKBA FO@0>CQP

42 AKJI>KKBA FOG0>CQ />QBKQP

*'LRKQBOFKD > TIL@HOE>FK 4KJI>KKBA FOG0>CQ QQ>@H

—BUQ "'LRKQBO 4 2 “ROAIB i & "'LJIJRKF@>FLK !ILOHEESFK
AKI>KKBA  FO@0>CQP

*'E>|IBKDBP %>@FKD (KQBOAFAQFLK , BQELAP CLO ™" 4 2

*'LK@IRPFLKP

1BCBOBK@BP

$KAKLQB

3>?IB LC ""LKQBKQP Y IUUUSF



=6El:G . , G:6 >GHE68: :C>6A 41DD95

2QRABK( +B>0KFKD - 2$B@QFSBP
*BV **LK@BMQP
1B@BK(Q 1FPB FK # (ABLILDFBP >KA *"E>IIBKDBP
K @@BPP **E>IIBKDBP
0B> #BKF>| ""E>IIBKDBP
"">PB 2QRAV ""LRKQBOFKD &OLTFKD ''EFKBPB # FK QEB (KAL
/>@FCF@ 1BDFLK
(KQBDO>QBA FO #BCBKPB 2VPQBJ ( #2
AKABOPQ>KAFKD $.IBODFKD 5RIKBO>?IB &>M
1RPPFSK  # "">PB 2QRAV
"ROOBKQ'™ 4 2 # Sl MMIF@>QFLKP
"' LK@IRPFLKP
1BCBOBK@BP
2RMMIBJIBKQ>I 1B>AFKDP

=6EI:G B :6<>C< "C1:69>81>DC —:8=CDAD<>:H 4 ¥ DD95

2QRABK(Q +B>0KFKD . 26B@QFSBP

= VMBOPLKF@ 3E0B>QP

" VMBOPLKF@ **LRK(B0.JB>PROBP

#F0B@QBA $KBODV GB>MLKP

$UQOBIB +LKD 1>KDB "">KKLK

""V2B0 $K>?IBA ( #2

VD #>0> >KA  OQFCF@F>| (KQBIIFDBK@B (KQBDOSQFLK
*'LK@IRPFLKP

1BCBOBK@BP

2RMMIBIBKQ>I 1B>AFKDP

=6El:G "DC $C:I>8 &MPI6GN KDC>8H O O ,
2;2CH:H 4™>8=DAH5

IUUUSFFF ¥ 3>?IB LC ""LKQBKQP



2QRABK( - ?$B@QFSBP

GE>( (P QEB ""LRKQBO 4 2 /0L?IBJ

- MBO>QFLK>I Z0LQB@QFLK COLJ “LP(FIB 4 2 QQ>@HP i ™ BIFGLMQBO
5iBT

""LRKQBOFKD 4 2 FO 3EOB>QP

SRIKBO>?FIFQFBP /BOPMBE@QFSB

"LKSBKQFLK>I SRIKBO>?FIFQFBP LC FO #BCBKPB 2VPQBJIP  #2
0Q>@HP 1V P4 2 >KA **LRKQBOJB>PROBP

**LKSBKQFLK>I **LRKQBOJB>PROBP D>FKPQP4 2 4 2

DDOBPPLO  *"LRK(BO "'LRKQBOJB>PROBP  2MB@KF@ (L 4 2
#BMILVJIBK( i 26 1,

(JIMIF>QFLKP COLI  QQ>@H ?V (0>K LK 2>RAF  0>2F>K _ I %fBIAP

L FIFQ>0V  SFLKF@P

JFIFQ>0V  SFSQFLK 1LIBP

/  _OFLK ./ $U>JMIB

2>>? 2TLOACFPE , /

,O "30LK! .2,/ 42

" 4 2 /0BJPB

$CCBAQP LC #F0BAQBA $KBODV #$ GB>MLKP $#$6

$KBODV 0BNRFOBA CLO A>J>DB

(@B ""R?B

)LRIBP

$KBODV  ILKB 2RCCFAFBK( CLO = >0A #>J>DB

$KBODV #BIFSBOV 1>(B

(IMIF@>QFLKP

$KBODV +LPPBP FK /0LM>D>QFLK

#f0BAOBA $KBODV ~ #$ "LRKQBO 6B>MLKP  =fDE /LTBOBA
LFGOLT>SB =/, #B(BKPBP "fDE /LTBO+>PBOP */+

1>VQEBLK >KKLRK@BP ABIFSBOV L CFOPQ I>PBO @LRKQBO 4 2 PVPQB.J QL
42 0%L0@B

. LABOK ""LJ JRKF@>(FLK 3E0B>(P 0L 4 2

(KCLOJ>QFLK - MBOSQFLKP (. >KA QEB M>00 $6 MI>VP

ROLKLJIV SP RQLI>(FLK

LI IBOEF>1 23511 AKI>KKBA F0@0>CQ 2VPQBIP P4 2 _SBOSFBT

2MB@FCF@>QFLKP >CCB@QFKD ELPQFIB 4 2 LMBOSQFLKP

3>?IB LC ""LKQBKQP Y IUUUFU



FO?LOKB 2BKPFKD 2VPQBJP
2BKPLO />0>JBQBOP
2" #
00>@H 5B@QLOP
""V?BO 1 QQ>@H 3>ULKLJV
2LCQT>0B i '>PBA S5RIKBO>?FIFQFBP
">0AT>0B ?>PBA S5RIKB0>?FIFQFBP
$IBAQOLKF@ 6>0C>0B $6 14 2 /ROSFBT
LI IRKF@>QFLK +FKHP CLO 4 2 >0B @0FQF@>1 >KA JRPQ ?B PBAROBA
. >FK ""LKQBKQFLK
"LIIJIRKF@>QFLKP )>JJFKD 4 2
)>3JJB0 QL 2FDK>1 1>(FL
#0LKB DRK 1 ""EFKBPB >IQBOK>QFSB
1>A>0 1>KDB $NR>QFLK
"LIMIBUL # 1 1%$2 2FJRI>(FLKP
""LK@IRPFLKP
#FP@RPPFLK ORBPQFLK
1BCBOBK@BP
MMBKAFU 30F ?>KA KQF #0LKB 1FCIB *63 %90 #&
%RK@QFLKP >KA (B>QROBP
MMBKAFU > O ™" 30FQLK ABPFDK CB>QROBP
» FPPFLK @>M>?FIFQFBP LC , O " 30FQLK ! ,24 2
/>VIL>AP LC —LOQEOLMIP RKIJI>KKBA PVPQBJ
&OLRKA @LKQOLI PQ>QFLK
MMBKAFU ) 2 "">I@RI>QFLK $U>IMIB

, ="~ DJCi:¢ . ,
=6EIl:G O=:C I=: (U=:6 ,>9: ><=IH 68@ U N7:GL6G;66G:
>6:81 C:G<N O:6EDCH 8DJHI>8H "Cl:<G6I>C< . , >CID

)ABCC>C< 4" >8=DAH5

2QRABK( . 26B@QFSBP
6E>) " >MVMBKP GEBK (EB $KBJV #B@FABP QL %FDEQ 1>@H

U@ Y 3>?IB LC ""LKQBKQP



%FOPQ @QFLKP
1BDRI>QFLKP
/0>0F@>1  SF>QFLK 2B@ROFQV FK 42
2BOROFQV (JIMIF@>QFLKP LC 4 5 _MBOSQFLKP  J>6L0 QEOB>QP
(IMLOQ>KQ "*E>KDBP FK $IB@QOLKF@ G>0C>08
*"V2B0T>0C>0B /ROSFBT
*"V2B0 SP $6 1>QQIBPM>@B />0>IIBIP
$ . 2 SKSFOLKIBKYQ
- 3.1%,%89%, -
#$ GB>MLKP
*FKB(F@ $KBODV GB>MLKP *$6
+>PBOP
, FOLT>SB 3>0DBQ (KQBO>@QFLK
/>00F@IB 1B>JP
/1 3>0DB (JIMIF@>QFLKP BPMB@F>IIV [>0DB 4 2
OLRPQF@ "*LRKQBOJIB>PROBP >KA YRFIAFKD (ABKQFCV %OFBKA LO %LB
(4%  @LRPQF@ +F20>0FBP
1BSFPFQFKD QEB ** 4 2 /0L?IBJ
/0L?1BJ 2LIR(FLK
2LRKA >P > GB>MLK >KA **LRK(B0JB>PROB
$PPBK(F>IP LC  RAFLILDV
#BBAQFLK 2FDK>QROBP
#BPFDKFKD > 4 2 (L0 20B>I(E
OLRPQF@ 2FDK>QROB 1BARGQFLKP
RAFLILDV %RKA>JIBKQ>IP
OLRPQF@ T>SBP >KA 2LRKA G>SBP FK  F0
(KQBKPFQV >KA (KSBOPB 2NR>0B +>T
3EB —>QROB LC 2LRKA
-QEBO />0>JB(BOP LC 2LRKA T>SBP
""LIMIBU T>SBP
20>KAFKD 6>SBP >KA 1BPLK>K@B
.$5,2
1BPLK>K@B $CBAP LK , $ ., 2
1BPLK>K@B 3RKFKD
GE>(FP 0EB nPL TE>n (L0 @LRPQFGP

3>?I1B LC ""LKQBKQP { U@F



GE>)FP >K @LRPOF@>I >Q0>@H LK QEB 4 2 &VOLPALMB

*'LRK(BOJB>PROBP (LO @LRPQF@ >00>@H LK &VOLP@LMB

(K QBOJP LC 4 2 "LRKQBOJB>PROBP TEV >0B @LRPQFGP PL
FIMLOQ>KQ

GE>) >0B (EB  @LRPOF@ #BQBAYFLK (PPRBP

(P BLRPQF@ ORFB(FKD MLPPF?IB

"LT E>P QEB +LKD 1>KDB @LRPQF@ #BSF@B +1 # RPBA >P > PLKF@
TB>MLK

4 2LI>?L0SFLK i 26 1,

2LRQE *LOB>K BUMBOFJIBKQ

—LFPB

1B>| 6LOIA™ 4 2

“"EFKBPB "' "

1RPPF>K _ HELQKFH >H> m™ RKQBO #0LKBn

3EB (0>KF>K 2E>EBA

3EB (PO>BIF 3>@(F@>! " BOLK

42  /O0BAXLO"* SBKDBO

*'LK@IRPFLKP

#FPARPPFLK ORBP(FLKP

1BCBOBK@BP

MMBKAFU 20>KA>0A @LRPQF@ /OFK@FM>I /EVPF@>I ZOLMBOQFBP

=6EI:G -=C@>C< %@: I=: C:BN ,:6BH >C I=: 3DC:
4%DCHI =>C5

20RABK( +B>0KFKD - 2(B@QFSBP

2QRABK(P &FIl 1B ?IB 3L

/0BIFJFK>0V 20>0BJIBKY

*BBMFKD FQ 2FIMIB

=FPQLOV >P > &RFAB

"FAFKD FK /I>FK 2fDEQ #fPQFKDRIPEFKD (QEB  (QQ>@HBO COLJ (QEB
" L2?VFPQ

20BK>0FL

SRIKBO>?FIRQV  UFP %> JFIF>0FQV

0Q>@HBO /BOPMB@QFSB

U@FF Y 3>?IB LC ""LKQBKQP



SRIKBO>?FIFQV UFP  $KSFOLKJIBKQ>I *"LK@B>I>2FIFQV
0Q>@HBO /BOPMB@QFSB
SRIKBO>?FIFQV U ""LKCLOJFQV TFQE 1BDRISQFLK
0Q>@HBO /BOPMB@QFSB
SRIKBO>?FIFQV UFP  ASMQFKD MMB>0>K@B QL  0Q0>@Q) 2RP@BMOF?IB
3>0DBQP
0Q>@HBO /BOPMB@QFSB
SRIKBO>?FIFQV  UFP QQO>@QFLK i #FPQO>@QFLK i 20B>IQE
0Q>@HBO /BOPMB@QFSB
SRIKBO>?FIFQV SFP 2QRAFLRP (Q>@HBO
0Q>@HBO /BOPMB@QFSB
SRIKBO>?FIFQV , LOB 3E>K >2B>J i  &>MFKD ELIB
3EB (KCLOJ>QFLK DB i 3LLICLO QQ>@HBOP
1>MFA  AS>K@BJIBKQP FK 3B@EKLILDV  JIMIFCFBA SRIKBO>FIFQV
*'LK@IRPFLKP
ORBPQFLKP
1BCBOBK@BP

, —"(T  %:<6A6C9 9B>CHIG6I>K: "HHI :H

=6EI:G -, +:<J6I>DC %:<>HAGI>DC %> I><61>DC ;GDB
AD76A ) :GHE :81>K: 4%DCHI :>C5

2Q0RABKQ +B>0KFKD . ?6B@QFSBP

- K@B ""LIMIBQBA 2QRABKQP 2ELRIA

""ROOBKQ ** 4 2 1BDRI>QLOV +>KAP@>MB
"">SK'™ 4 2 1B 1BDRI>QBA 3EB '™ 4 2 %>?IB
- QEBO "*LKPFABO>QFLKP i 2BIC #BCBKPB
""LK@IRPFLKP

ORBPQFLKP QL **LKPFABO

1BCBOBK@BP

+:;:G:C8:H

3>7?IB LC ""LKQBKQP | U@FFF



A>IJV # EW 101 A First Course in Electronic Warfare.
TLPQLK 0QB@E "LRPB

I1>0KBP # $ 2BMQBJ ?B0 The Urgent Search for a Cyber
Silver Bullet against Iran. 1BQOFBSBA (0LJ —-BT 8LOH 3FJBP
EQQMP  TTT KVQFIBP @ALI TLOIA JFAAIBB>PQ FO>K
@v?B0>QQ>@H RP EQJI

USWWFKF > 2BMQBJ?B0 Saudi Aramco Attacks could
Predict widespread cyber warfare from Iran. 1BQOFBSBA COLJ **—1"*
EQQVP  TTT @K?@ LI P>RAF >0>J@L >Q0>@HP
@LRIA MOBAF@) @V?BO T>0C>0B (OLJ FO>K EQJI

&BIC>KA 2 Essentials of Audiology, 3rd Edition. 2QRQQD>0Q
#$ 3EFBJIB

+1 # ""LOMLO>QFLK - @QL?BO Product sheet LRADS 1000x.
1BQOFBSBA  (0LJ  +1 #  ""LOMLO>QFLK EQQMP  10>AU @LJ
I0>A<MOLAR@QP 10>A UF

—F@ELIP 1 * LRJJ " ' +LKPQBFK & # 1V>K ) ) >KA
"*>00B0 ** Unmanned Aircraft Systems (UAS) in the Cyber
Domain: Protecting USA's Advanced Air Assets. , >KE>QQ>K *2 —-BT
/0>f0FB /0BPP —// BUYLLHP

—F@ELIP 1 * L,RJIJ = " +LKPQBFK & # 1V>K ) ) "">00BO

" >KATLLA) / Unmanned Aircraft Systems in the Cyber
Domain. , >KE>Q0>K *2 —// BYLLHP
—F@LIB &>LRBQB * + 2BMQBJ?B0 US to send troops

and air and missile defense to Saudi Arabia as Trump announces
new lIran sanctions after oil attack. 1BQOFBSBA COLJ *"—— ZLIFQF@P

EQQMP  >IM @KK @LJ @KK MLIFQF@P QORJIM
>KKLRK@BP FO>K P>K@QFLKP FKABU EQJI
3>DES>BB ! )RIV Shahed 129 Heads Iran’s Armed UAV

Force. 1BQOFBSBA (0LJ  SFP>QFLK 6BBH 2M>@B  3B@EKLILDV
EQQMP  >SF>QFLKTBBH @LJ ABCBKPB PE>EBA EB>AP FO>K P
>0JBA R>S (L0@B

3R@HBO & 2BMQBJ?B0 Saudi Oil Facilities Attack has
created International Risks. 1BQOFBSBA (oLJ
(KELJBI>KAPB@ROFQV @LJ  EQQMP  FKELJBI>KAPB@ROFQV @LJ P>RAF
LFI C>@FIFQFBP >QQ>@H E>P @0B>QBA FKQBOK>QFLK>| OFPHP

U@FS Y 3>?IB LC "*LKQBKQP



3>?IB LC ""LKQBKQP Y U@S



Table of Figures

s, -"C, 1 )- +,
, " DJCI:G . , . , (E:G6I>DCH6H6 DCS8:EI
=6El:G -=: +DA: D; "C;DGB6I>DC —:8=CDAD<N 4+N6C5
%FDROB 2FIMIFCFBA - _# +LLM
%FDROB TLVAIP #0>TFKD LCQEB . .# +LLM
%FDROB 3FJIB $IBIBKQP LCQEB . .# +LLM

%FDROB - -# +LLM i, >HFKD #B@FPFLKP 5

=6ElI:G _C9:GHI6CHC< . , )JIGEDH: 6C9 )GD8:HH 4 6GI:G5
%FDROB %IL@H LC #0LKBP FK QEB  FO
%FDROB 43, >KA™ 4 2
%FDROB 1>@H2>DB 4 27 +  RQLI>QF@ #0LKB #FPORMQLO
%FDROB 1RPPF>IP *>PQ>
%FDROB 4 2 “fDE $KBODV +>PB0 6B>MLK 2VPQBIP ~$+62
%FDROB #2-_ #1.-%
%FDROB "EFK>P +6

=6EI:G  :K:ADE>C<6 . , ,I1G61:<N D6 (EI>DCH —66<:1
COANHH )GD8:HH , :A:815DC (E:G6I>DCOA &:16>8H EEGD68=:H ID
DICI:GC< - , 8DKD:H >GHI YGBCOEAH 4&IBBS

%WDROB  71BB ""EFM

WDROB 4 5 —B)

WDROB  *>JFH>WB #0LKB $U>IMIB

%WDROB  , L?FB “FDE /LTBOBA ,F@OLT>SB 2VP(BJ

WDROB  +>PBO 2BKPLO I>l|

WDROB  (0>KF>K #0LKB

WDROB  **EFKBPB #O0LKBP LK />0>AB

WDROB  3LLC>K #0LKB

%WDROB  ORAP ""ORFPB , FPPFIB

%FDROB 2 1 &FOSCB 1 1>A50

WDROB  3LLC>K #BQBEQFLK 2VPQBJ

U@SF Y 3>?IB LC %FDROBP



%FDROB 20>0H2Q0B>H (( , FPPFIB 2VPQBJ
%FDROB $U>IMIB LC > "FDE /LTBOBA , FGOLT>SB 2VPQBJ
%FDROB 2>JMIB (J>DB LC>K 5$13 " 2VPQBJ
%FDROB "">PB 2QRAV '* 4 2 2LIRQFLK #F>D0>J
=6EI:G ,JGK:>MBC8: 6C9 +:8DCCH>HHECE: 4&IBBS
%WFDROB  #OLKB "">M>?FIFQV #FSBOPFQV
%WDROB  $USIMIBLC1 # 1 2fDK>|
%WDROB  (KCO>O0BA ™B>Q 2FDK>QROB
%FDROB FO 2M>@B **I>PPECFA>QFLK
%FDROB #2 1 2iDK>| 10L>A@>P)
WDROB  2FWB "'LJIM>OFPLK #0LKB QL "'LJIJBOGF>I F0@0>C)
%WDROB  2FWB ""LIM>OFPLK #0LKB QL **LJJIBO@F>I FO@0>(Q 1

%FDROB - SBOI>MMFKD 2BKPLO $U>JMIB
=6EIl:G - , KDAK>C< &:I1=D9H D; "CI1:G9>81>DC
%FDROB TIL@H@E>FK FK 2RMMIV ""E>FK , >K>DBJBK(
%FDROB —LQFLK>I #BPFDK LC 'IL@QHAE>FK , FQFD>QBA ""E>KKBIP LC
LI IRKF@>QFLK
%FDROB "LIIJRKF@>QFLKP  VIL@H@E>FK &BLCBK@B (L0 QEB

UFK>K@F>1 #FPQOF@Q LC , >KE>QQ>K —8**

G L ¢ L ¢ I &

=6ElI:G . , G:6 >GHEG8: :-C>6A 41DD95

%DROB ~ 3EB /0BJFPB LC KQF @@BPP 0B> #BKF>I

%FDROB - SBO@LIFKD  ASBOP>0F>| #BCBKPBP

%FDROB FO 2M>@B #BKF>l 1RPPF>K # 200>QBDV >KA (QP
(IMIF@>QFLKP CLO — 3.

%FDROB 1RPPF>K # 2Q0>QBDV D>FKPQ — 3.

%FDROB #0LKB 2EFBIA #0LKB 2BKQOV

%FDROB #0LKB 2BKQOV 7

=6El:G B:G6<>C<"Cl:69>8I>DC -:8=CDAD<>:H 41DD95
%FDROB TLBFKD 7 * VMBOPLKF@
%FDROB 2@0>36BQ $KDFKB /0FK@FMIBP

3>7?IB LC %FDROBP Y U@SFF



%WDROB  1>VQEBLK , L?FIB ™FDE $KBODV +>PB0 2VP(QBJ

%FDROB P@BK( SFPFLK 3B@EKLILDFBP ,>0FKB FO #BCBKPB
(KOBDO>QBA 2VPQBJ , #(2

%WDROB  #O0LKB &RK , *(((

%DROB  3VMF@>I +>VBOBA 1RPPFSK FO ( #2

=6EI:G "DC $>C:I>8 &WMI6GN KDC8H O O ,

2;2CH:H 4= >8=DAH5

%FDROB &IL?>1 ">TH

%FDROB ""EFKBPB /QBOLA>@QVI

%FDROB 2ELTP E>WB LC PJLHB P PBBK COLJ QEB >QQ>@HBA LFI
MI>KQ FK 2>RAF  0>?F>

%FDROB 2Q0>FQ LC " LOJRW

%FDROB » FIQ>0V  SFLKF@P 2VPQBJ

%FDROB /  _OFLK ,/

%FDROB ./ $U>IMIB i 2TLOACFPE

%FDROB ,O "30LK ! _,2 .,/ RKJ>KKBA

%FDROB “FDE /LTBO , FROLT>SB GB>MLK QL #BPQOLV L0 #FP>?IB
2T>0JP LC 4KJ>KKBA F0@0>CQ

%FDROB 3.1

%FDROB 1>VQEBLK >KKLRK@BP ABIFSBOV LC CFOPQ I1>PBO @LRKQBO
4 2PVPQBI QL 42 FO%LO@B

%FDROB (KCLOJ>QFLK - MBO>QFLKP

%FDROB #0LKB ""0>PE FKQL M>PPBKDBO 6BQ TEFIB I>KAFKD
>) , LW>J?FNRB

%FDROB +BD>@V 2"" # PVPQBJ CLO ""EBJF@>I /1>KQ

%FDROB 4 22" # 2VPQBJ (KQBOK>IP

%FDROB “FDE +BSBI "* _MBO>QFLK>| *"LK@BMQ (K@LOMLO>QFKD
4 2

%FDROB #0LKB )>JJB0 , LABI *63 %90

%FDROB 2FIMIB 1>A>0 YIL@H #F>D0>J

%FDROB 2FIMIB 2ROSBFII>K@B 1>A>0

%FDROB **L IMRQBO JLABIFKD LC PLMEFPQF@>QBA 0>AFL BIBAQOLKF@
PVPQBJIP
%FDROB ""V2B0 $IBEQOLI>DKB(@ @QFSFQFBP

U@SFFF ¥ 3>?1B LC %FDROBP



, -"(~ DG .,

=6EI:6 O=:C I=: (I=:6 ,»9: »><=IH 68@ U N7:GL6G;66:

>6:81 C:G6<N O:6EDCH  8DJHI>8H "Cl:<G6I>C< - , >CID
)ABCC>C< 4= >8=DAH5

%FDROB (KQBDO>QFLK LC QEB $1B@QOLJI>DKBQF@ 2MB@RI $, 2
FKQL $SBOV _ MBO>QFKD #LJ>FK

%FDROB $IBAQOLKF@ &>0C>0B FK QLA>VIP JFIFQ>0V BKSFOLK.JBKQ

%FDROB $.,2 /ROSFBT

%FDROB $,_-KS$,$

%FDROB ""LIFJI>QBA IFDEQ CLO +>PBO
%FDROB +>PB0 MOL@BPPFKD >@QFSFQFBP >P > CRK@QFLK LC QEB I1>PBO
MRIPB TFAQE

%FDROB » F@OLT>SB MLOQFLK LCQEB $ , 2
%FDROB +1 # 7

%FDROB *'LKSBOPFLK (LO PLRKA >KA >@LRPQF@ T>SB MBOFLA QL
COBNRBK@V >KA ?>@H

%FDROB 2LRKA $ , 2 1BDFLKP

%FDROB $NR>I +LRAKBPP ""LKQLROP

%FDROB (KSBOPB 2NR>0B +>T 2LRKA (KQBKPRQV

%FDROB “"LIJLK AB@F?BI >KA (KQBKPFQV IBSBIP TFEFK QEB
EB>0FKD 0>KDB

%FDROB 3RKFKD CLO - P@FII>QFLKP

%FDROB 3RKFKD CLOH LP@FII>QFLKP LSBO (FJB

%FDROB 20>KAFKD 6>SB

%FDROB .$ ., 2 &VOLPOLMB

%FDROB “EFKBPB™*" i4 5

%FDROB -HELQKFH AOLKB CIVFKD KBUQ QL QEB 24  1RPPFIP
JLPQ >AS>K@BA PQB>IQE CFDEQBO

%FDROB 3EB (0>KF>K 3EB 2E>EBA

%FDROB (PO>BIF 3>@QF@>1 " BOLK 3LM LC %L0J

%FDROB /0BASQLO **  SBKDBO

=6EI:6  -=>C@C< %@: I=: C:BN U ,:6BH >C I=: 3DC:

4%DCHI =>C5

3>?IB LC %FDROBP Y U@FU



%DROB . M>K> 1>A>0 PFOB

%FDROB 1>001B LC **LKPQ>KQFKLMIB

%DROB  3>IHFKD #0LKB

%DROB  30L6>K "LOPB

%DROB  #O0LKB $KCLO@BIBKY

,  ="C"  %:<6A6C9 9B>CHIGEIK: "HHI:H

=6El:G -, +:<JA6IDC %:<>HAGI>DC  %>I><61>DC ;GDB
AD76A ) :GHE - 81>K: 4%DCHI ->C5
%FDROB KDOV %>0JB0 2MLLC
%FDROB &IL?>1"" 4 2 +BD>l (IMIF@>QFLK , >Q0FU
%FDROB *"L@HOL>@EBP >KA —R@IB>0 'LJ?P
%FDROB %  +>T $KCLO@BIBKQ &RFA>K@B
%FDROB KDBI = >P %>IIBK
%FDROB PFILSIP  +>TPCLO 1L?LQP

@ Y 3>?IB LC %*DROBP



Table of Tables

e
=6EI:G

3>?I1B

, -

=6EI:G

3>7?IB
3>?1B

=6EI:6
3>?IB
3>?IB
3>?IB
3>?IB
3>?IB

=6EI:G

2;-CH:H

3>?IB
3>?IB
3>?IB
3>?IB
3>?IB
3>?IB
3>?IB
3>?IB
3>?IB

DJCI:G . , - ., (E:G6I>DCH6H6 DC8:EI
—-=: +DA: D; "C;DGB6I>DC —:8=CDAD<N

4 2" 4 2>KA™" 4 2 _MBO>QFLKP 1BI>QFLKPEFMP

- , —:8=CDAD<>:H 6C9 )GD8:HH:H

)ABCC>C< ;DG +:H>A>:C8N 6C9 +D7JHIC:HH

2RJJ>0V LC 1BPFIFBK@V >KA 1L?RPQKBPP
QQOF?RQBP S 3FJB

,JGK:>M6C8: 6C9 +:8DCC6>HHBCS:
#OLKB "*>M>?FIFQV #FSBOPFQV
3E0B>Q #BQB@QFLK 3LLIP

FOPM>@B >KA  IQFQRAB #BCFKFQFLKP
4 5P ""I>PPFCF@>QFLK  @@LOAFKD QL 4 2 #L#
— 3.4 2"I>PPICF@>QFLK

"DC $C:I>8 &MIGGN KDC>8H O O ,

./ 1LIBP >KA 3>PHP

3VMF@>1 , >0FQFJB />Q0LI FO@0>CQ /1>)CL0IJ  0@EFQBEQROB
1>00IBPM>@B #F.JIBKPFLKP

3EB0J>! ZOLMBOQFBP LC ""LIJLK , >QBOF>IP

$KBODV ILPPBP FK /OLM>D>QFLK

4 2 RQLI>FLK 2@>1B

4 2 "LI>?LOSFLK

LI JBOGF>I P4 2 />0>IBQBOP

3VMF@>1 2BKPLO *"LLOAFK>QB 2VPQBIP

3>?IB LC 3>?IBP 1 @F



3>7IB 20>KA>0A 2BKPLO />0>.JB)BOP

3>?21B ""LIJILK OLIMLKBKQP CLRKA FK 4 2 >RQLMFILQP
3>2IB 2" # Y%RK@QFLKP

3>7IB $U>IMIBP LC 2" # #BPFDK SRIKBO>?FIFQFBP
3>7I18 “LIJILK QQ>@H 5B@QLOP

3>2IB 3VMBP L¢ )>JJFKD

, —'C DJci:¢ . ,

=6EIl:G O=:C I=: (U=:6 ,>9: ><=IH 68@ U N7:GL6G;66G:
>6:81 C:G<N O:6EDCH 8DJHI>8H "Cl:<G6I>C< . , >CID
)ABCC>C<

3>?IB "LIM>0FPLK LC $6 >KA "6 %RK@QFLKP FK IBD>@V QBOJP

3>2IB />0>3B(BOP  4KFQP >(CB@QFKD 3>0DB) 1BPMLKPB >KA
#>J3>DB

3>7I18 OR>KQFOFBP 4PBA (L **E>0>@QBOFWB />00F@IB 1B>JP /1

,  —'("  %:<6A6C9 9B>CHIG6I>K: "HHJI:H

=6El:G -, +:<J6PPDC %:<>HAGIDC % 1><61>DC ;GDB
AD76A ) :GHE:8I>K:

3>?1B ' 4 2%BABO>| +>TP

3>7B " 4 2205B+>TP

3>71B "4 2 +>TP 4KFHBA *fKDALJ 1RPPF>K %BABOSQFLK
RPQO>IF>

@F Y 3>?IB LC 3>?IBP



Table of Equations

=6EIl:G "DC $C:I>8 &MI6GGN KDC>8H O O
2;:CH:H

$NR>QFLK 4 HA3 AU

SNR>QFLK A3 A) i5A3 AU

$NR>QFLK 2 3

$SNR>QFLK 1fPH 3E0B>QP U SRIKBO>?FIFQFBP U (JIM>@Q
"*LRKQB0OJIB>PROBP

$NR>QFLK 1FPH [ CRK@QFLK 3EO0B>QP  *"LRKQB0JB>PROBP

SNR>QFLK ) 2 $1/) i $1/2 i +) +2 &1)i &1

$SNR>QFLK ) 2 $1/) 0 $1/2 0 +)  +2

SNR>QFLK /6 /Q U *~U "Q =6 U#6 #Q —

$NR>QFLK 2 - /&30 :h 1 *32+2;

=6EIl:G O=:C I=: (I=:6 ,»9: »><=IlH 680 U N7:GL6G;66G:
>6:81 C:G<N O:6EDCH 8DJHI>8H "Cl:<G6I>C< . , >CID
)ABCC>C<

$SNR>QFLK @ +UC+ @ C QU3 C@ +
$NR>QFLK 2/+ 2/+0BC ILD 0BC
SNR>QFLK 2/+ 2/+0BC i ILD A AO0BC
$NR>QFLK /+ LD/ /L

SNRQFLK (+ ILD( (L

SNR>QFLK 2/+ ILD M ML

$SNR>QFLK 2/+ ILDM ML

$NR>QFLK %L +Ur3

3>?IB LC SNR>QFLKP ¥ @FFF






PART I
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Chapter 1. The Role of
Information Technology
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4 2 >@(FLKP MOFLO QL >@QR>I BUBGRQFLK LC > JFPPFLK (K @LKPFABOFKD
0EB MLOBKQF>I ** 4 2 >@QFLKP QE>Q > M>0QF@RI>0 JFPPFLK JFDEQ
BKOLRKQBO QEB LMBO>QLOP LC > 4 2 JFDEQ BKD>DB FK @LRK(BO ** 4 2
"t 4 2 >QQFSFQFBP  3EBPB JFDEQ FK@IRAB JFPPFLK MI>KKFKD QL >SLFA
" 4 2 @>M>?FIFQFBP E>0ABKFKD LC PVPQBJIP QL OBPFPQ ** 4 2 >@(FLKP
>KA BKD>DFKD FK AB@BMQFLK >@QFSFQFBP QL @LKCRPB LO ABKV ™ 4 2
>@QFLK BCCB@QP  2FIMIV MRQ @LKPFABOFKD ELT >ASBOP>0FBP JFDEQ QOV (L
AFPORMQ >KA ABKV JFPPFLK BUB@RQFLK DFSBP LMBO>QLOP QEB LMMLOQRKFQV
0L MI>K T>VP QL PR?SBOQ QELPB >ASBOP>0F>| >@QFSFOFBP  3ERP > JFPPFLK
MI>KKBO KBBAP QL KLQ LKIV MI>K ELT QL BUB@R(B QEB JFPPFLK ?RQ >IPL
0L ELT QL JFOFD>QB QEB >@QFLKP QE>Q >K >ASBOP>0V TFII Q>HB QL QET>00
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0EB JFPPFLK  %0L.J QEB LQEBO MBOPMB@QFSB > ** 4 2 LMBO>QLO JRPQ
BLKPFABO QE>Q >K >ASBOP>0V JFDEQ >KQFAFM>QB QEB ** 4 2 >@0FLKP >KA
E>SB MOBM>0BA >IQBOK>QFSBP >KA ABCBKPBP G&EBQEBO VLR >0B !IRB LO
1BA K QEFP P@BK>0FL QEB LQEBO PFAB DBQP > SLQB
3EB CLIILTFKD 3>?1B FP > PFIMIB BUMILOSQFLK LC ELT 4 2 ™

4 2 KA 4 2 LMBO>(FLKP 0BI>(B (L B>@E LQEBO 3EBPB >0B PFIMIV
KLOFLK>I >0B KLQ FKOBKABA QL ?B > @LJIMIBQB BUMLPFFLK >KA >0B
PFIMIV LCCBOBA >P > T>V QL JLOB B>PFIV FKQBDO>0B QEB @LK@BMQP FKQL >
PFKDIB LMBO>QFLK>I @LKPQOR@Q

—67A: - - ,6C9 -, (E:G6I>DCH +:A61>DCH=>EH

4 2 ""LRKQBO 4 2

LMBOSQFLKP LMBOS(FLKP ""LRKQBO ""LRKQBO 4 2 LMBO>QFLKP

0BARKA>K( PVPQB.IP

WIEDEQM>QE . ()( >BQFSFOFBP >IQBOK>(FSB CIFDEQ M>QEP

#>INIFKD . RIGEMIB QVMBP >KA KRJ?BOP L PBKPLOP
2ROSBRI>KOB . 5) reispp THE AFCBOBKQ @>M>2FIFFBP
27503 L I IRKFGSQFLKP

GLLOAFK>(FLK  FKQBOCBOBK@B 1BARKA>KQ GE>KKBIP

2LRO@B 1V>K )) ™ * /0FS>Q0B —LQBP

6EBK VLR QEFKH QEOLRDE QEBPB MLPPF2FIFQFBP FQ ?BALJIBP @IB>0 QE>Q
QEB MLQBKQF>I CLO MEVPF@>I FKQBOCBOBK@B QL 4 2 LMBOS(FLKP FP IFIFQBA
VLR @>K PELLQ ALTK > 4 2 ?RQQE>QP >?LRQF) TRQ PELLQFKD ALTK
>4 2 @>K ?B QOF@HV BPMB@F>IIV FCQEB 4 2 FP LMBO>QFKD SBOV 0BJLQBIV
IFHB > PQU>QLPMEBOF@ ?>IILLK LO FK > PT>0J TEBOB QEBOB >0B (LL
J>KV 4 2 (L Q>0DBQ FKAFSFAR>IIV  ZIRP PELLQFIKD ALTK > 4 2 @>K
ABKV QEB JFPPFLK ?RQ FP MOBQQV A>0K L?SFLRP  JLOB PR?QIB ** 4 2
LMBO>QFLK JFDEQ ?B QL EF>@H QEB A>(Q> (BBA LO @>RPB QEB 4 2 (L
LMBO>(B FK >K >0B> PIFDEQIV AFCCBOBKQ COLJ QEB DL>I Q>0DBQ 2L (EB
0B>I (>0DBQ J>V SBOV TBII 2B QEB FKCLOJI>(FLK PVPQBIP BJI?BAABA K >
4 2

SHGJEDC< I1=:  :8HDC  N8A:H
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3L LSBOPFIMIFCV PRDKFCF@>KQIV QEB FIMLOQ>K@B LC BJ?BAABA
FKCLOJ>QFLK MOL@BPPFKD QB@EKLILDFBP FP QL PRMMLOQ >KA BKE>K@B
AB@FPFLK J>HFKD @>M>?FIFQV 2ELRIA QEB 4 2 @E>KDB @LROPB  #LBP
0EB 4 2 E>SBBKLRDE (RBIQLDBQELJB (CKLQ TE>(PELRIA E>MMBK
(P 0EB 4 2 >?LRQ QL CIV FKQL > QOBB 3EB BK(FOB CIFDEQ LC > 4 2
TEBQEBO >ILKB LO FK > PT>0J FP CFIIBA TFE QEB KBBA (L J>HB >KA
BUB@RQB AB@FPFLKP

3EB MLFKQ LC FKQBDO>(QFKD >AS>K@BA FKCLOJ>QFLK QB@EKLILDFBP FKQL
4 2P fP QL PMBBA RM QEB >?FIFQV QL J>HB >KA BUB@RQB >MMOLMOF>QB
AB@FPFLKP  3ELPB (TL MEO>PBP mJ>HB >KA BUB@RQBn >KA
m>MMOLMOF>QBn >0B @0FQF@>! QL RKABOPQ>KAFKD (QEB MOL?IBJ PM>@B
m, >HB >KA BUB@RQBn FIMIV A>Q> FKMRQ QL > AB@FPFLK J>HFKD PVPQBJ
A>(Q> LRQMRQ COLJ PR@E > AB@FPFLK J>HFKD PVPQBJ >KA > QOFDDBOFKD
JBEE>KFPI C(LO > AB@FPFLK >@QFKD BIBJIBKQ m MMOLMOF>QBn FIMIFBP
0E>( QEB AB@FPFLK >KA QOFDDBOFKD MOL@BPPBP E>SB ?BBK QELOLRDEIV
0BPQBA QL @LIMIV TFQE QEB ORIBP LC BKD>DBJIBK(Q >KA QEB MLIFGFBP QE>Q
BUFPQ CLO QEB JFPPFLK MOLCFIB 3EBPB >0B AB@FPFLK @V@IBP > AB@FPFLK
J>AB ?>PBA LK FKMRQ >@QFLK FP ALKB ?>PBA LK QEB AB@FPFLK >KA >
0B>PPBPPIBK( LC QEB PFQR>QFLK FP MBOCLOJBA QL PBB FC CROQEBO >@QFLK FP
KBBABA 1FKPB >KA 0BMB>) >P KBBABA

3EB MLFKQ LC >QQ>@HFKD FKCLOJI>(QFLK QB@EKLILDFBP FK 4 2P FP (L
AFPORMQ LO AB@BFSB (EB AB@FPFLK @V@IB CLO LKB LO JLOB MROMLPB
3EBOBCLOB FQ FP RPBCRI QL E>SB > PELOQ AFP@RPPFLK LK @LK@BMQR>IFWFKD
AB@FPFLK @V@IBP 3EBOB >0B J>KV AFCCBOBKQ T>VP QL @LK@BMQR>IFWB
ELT AB@FPFLKP >0B CLOJBA ?RQ LKB QE>Q E>P @ROOBK@V >KA ?0L>A
?>PBA >@@BMQ>K@B FP QEB . -# +LLM CFOPQ @LK@BMQR>IFWBA ?V )LEK
ILVA 1FGE>0AP >KA RMA>(QBA 2V J>KV FK@IRAFKD )RIFB 1V>K FK

—FOELIP 1V>K  1V>K 3EBOB E>SB ?BBK J>KV LQEBO

OLKQOF?ROLOP QL QEB KR>K@BA SMMIFG>QFLK LC QEB - _# +LLM >P TBII
FK@IRAFKD @OFQF@FPIP %LOPIFKD 3EB MLFKQ FP QE>Q QEB RPBCRI
2R LKIV >P (>0 >P QEB KR>K@BA >MMIF@>QFLK LC FQ >IILTP %ROQEBO
0EB JLABI T>P ABSBILMBA FK > (FJB TEBK AB@FPFLKP TBOB ABCFKFQBIV
OBPQOF@QBA QL QEB ERJ>K 20>FK EBK@B QEB ABSBILMJBKQ LC . - #
—F@ELIP 1V>K  1V>K MM YLQE SBOPFLKP LC QEB
JLABI >0B RPBCRI FK MI>KKFKD ** 4 2 >@QFSFQFBP 2BB %FDROB
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3EB LOFDFK>I - .# +LLM FP KLOJ>IIV PFIMIFCFBA QL > PFIMIB ILLM
QE>( BK@LIM>PPBP CLRO POBMP @LKKB@QBA TFQE >00LTP 3EB CLRO PQBMP
@LJIMOFPB > AB@FPFLK @V@IB 3EB CFOPQ PQBM FP QL L7?PBOSB TE>Q FP
DLFKD LK 3EB PB@LKA PQBM FP QL LOFBKQ QELPB L?PBOS>QFLKP TFEFK
QEB @LKQBUQ LC QEB BKSFOLKJBK(Q >KA >@QFSFOFBP 3EB QEFOA PQBM FP
OL @0B>QB @>KAFA>QB AB@FPFLKP ?>PBA LK QEB L7?PBOS>(FLKP (QEB
LOFBKQ>QFLK >KA JFPPFLK 3EB CLROQE PQBM FP QL >@Q LK QEB AB@FPFLK P
QE>Q >0B ABBJBA >MMOLMOF>QB %FK>IIV QEB @V@IB 0BMB>QP >P KBBABA
3EB CLIILTFKD AF>D0>J ABMF@QP QEB - - # +LLM >P KLOJ>IIV A0>TK
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3EB IFQBO>QROB FP @IB>0 QL MLFKQ LRQ ELTBSBO QE>Q QEB . .#
OLK@BMQR>IFWBA ?V TLVA T>P JROE JLOB KR>K@BA @LKPFABOFKD QEB
OLIB LC CBBA?>@H JBK(> ?F>PBP >KA BUMBOFBK@B IBSBI QEOLRDELRQ
(EB BK(FOB JLABI %DROB  (>HBK (OLJ 1FQE>0AP PELTP QEB
SBOPFLK LCQEB . - # AO>TK ?V ILVA
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Flgure 7. The andy O0DA “Toop™ that Boyd achualiy drew

2LR0O@B 1F@E>0AP

YLQE SBOPFLKP LC QEB . -# +LLM @>MQROB QEB BPPBK@B LC QEB
MOL@BPP FK QE>Q > ABG@FPFLK FP J>AB >P > OBPRIQ LC L?PBOSFKD
PLIBQEFKD FK QEB BKSFOLKJBKQ QE>( @>K ?B @E>0>@QBOFWBA LOFBKQBA
>P PLIBQEFKD TLOQE >@QFKD RMLK

K FKQBOBPQFKD T>V LC @LK@BFSFKD LC QEFP MOL@BPP FK@IRABP I>VBOFKD
FJB LSBO QEB S>0FLRP PQBMP 4PFKD QEB PFIMIFPQF@ SBOPFLK PFIMIV QL
@LKQOLI QEB OBPRIQ>KQ @LIMIBURQV LC QEB AF>D0>J LKB @>K @LK@BFSB
0E>( QEBOB >0B E>0A MEVPF@>I IFIFQP QL B>@E PQBM LC QEB MOL@BPP
=>0A MEVPF@>! IFJFQP ABOFSB COLJ (QEB PMBBA LC IFDEQ QEB PMBBA LC
KBRO>I Q0>KPJFPPFLK (EB PMBBA LC QELRDEQ @LKSBOPFLK COLJ PFDEQ
0L @LKQBUQ >KA QEB PMBBA > TEF@E GLDKFFLK L@AROP 3EBPB E>0A
MEVPF@> IFJFP TEBK @E>0>@0BOFWBA FK P@BK>OFLP ABP@OF?B (EB
RIGFI>QB J>UFJRJ PMBBA >Q TEFQE >KV AB@FPFLK @V@IB @>K LGARO
%WDROB  PELTP QEB PFIMIB SBOPFLK LC QEB . .# +LLM TRE PRGE
(FIB LSBOI>VP

><JG: —->B: A:B:CIHD; I=: (C %DDE
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Decision Cycle Time =T(OB) + TIOR) + TID) + T(A)
4+ TriOBtoOr) + Tr{OrtoD) + T(DMoA)
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2LR0@B 1V>K +B@)ROB —LQBP $ ., 2%

3EB (F.JB BIBJBKQP PELTK FK@IRAB (QEB (F.JBP OBNRFOBA QL BUB@RQB
>KV LC QEB DFSBK PQBMP 3 MIRP QEB QFJB QL Q0>KPFOFLK ?BQTBBK PQBMP
30 GEBK (EB I>TP LC MEVPE@P >KA KBROL?FLILDV E>SB ?BBK MRPEBA
0L QEBFO IFJFQP QEBOB FP > E>0A PQLM >P QL ELT C>PQ QEFP @V@IB @>K 7B
BUBGRQBA

$CCBOQFSB  JI>K>DBJIBKQ LC >KV PRQR>FLK ABMBKAP LK J>HFKD
AB@FPFLKP QVMF@>IIV TFQE IBPP QE>K MBOCB@Q A>Q> G>FQFKD CLO MBOCBEQ
A>(Q> FP > OB@MB CLO ?BFKD I>PQ FK QEB 0>@B QL >@QFLK ?RQ RIMFKD
FKOL >@QFLK TFQE A>(> QE>Q FP FIMBOCB@Q FP OFPHV G EBK QEB MLQBKQF>I
FIM>@QP LC > AB@FPFLK >0B ILT QEBK QEB MOBPPROB QL ?B >?PLIRQBIV
@LOOB@Q FP OBAR@BA GEBK (EB FIM>@QP LC > AB@FPFLK >0B EFDE
FK@IRAFKD MBOE>MP @>RPFKD AB>QE L0 @LJJFQQFKD >K >@Q LC T>0 QEBK
QEB OBNRFOB.JBKQ CLO ?BQQBO A>Q> FP @LK@L JFQ>KQIV EFDE

_K QEB LQEBO E>KA (QEB (>PQBO > AB@FPFLK FP J>AB >KA (EB
KB@BPP>0V >@(FLK BUB@RQBA QEB (>PQBO QEB OBPRIQP L@@RO %>PQ
BCCBOQFSB  >KA >MMOLMOF>QB AB@FPFLKP ABMBKA LK BUMBOFBK@B
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BAR@>QFLK >KA PRMMLOQFKD @>M>?FIFFBP G EBK > AB@FPFLK FP KBBABA
SBOV NRF@HIV >RQLISQFLK LC PLIB LO J>KV @LIMLKBKQP LC QEB
PVPQBJ FP > JRP)

AS>K@BA FKCLOJ>QFLK QB@EKLILDV >IILTP RP QL n@EB>Qn >P F) TBOB
(KALOMLO>QFKD >AS>K@BA MOL@BPPFKD >KA >RQLJI>QBA OB>PLKFKD
BK>?IBP > OBQEFKHFKD LC QEFP >?PQ0>@QFLK *'LKPFABO TE>( FC >lI
MLPPF?IB CIFDEQ M>QEP MLOQBK(F>IP P@BK>OFLP >KA MOL?IBJ PBQP TBOB
JLABIBA MOFLO QL >KV KBBA CLO > AB@FPFLK QL ?B J>AB GLRIA QE>)
@E>KDB (EB KBBA (LO L?PBOS>(FLK GE>( FC >l MLPPF?IB AB@FPFLKP
?>PBA LK >II MLPPF?IB P@BK>0FLP TBOB @>QBDLOFWBA >KA PQLOBA MOFLO QL
0EB JFPPFLK  GLRIA QE>Q @E>KDB QEB KBBA CLO 0B>I (FJB >K>IVPFP LC
MLQBKQF>I @LROPBP LC >@QFLK

3EB >KPTBOFP LC@LROPB VBP 3EFP QB@EKLILDV BKE>K@BA AB@FPFLK
@VEIB @>K ?B JLABIBA >P _ _# +LLM TEFGE FPKIQ >@0R>IIV >K
- _# ILLM>(Q>I1 PRQ>K -# . +LLM %DROB  PELTP QEB JLAKBA
. _# +LLM  TFE PLJIB (B@EKLILDV PRDDBPQFLKP >PPL@F>QBA TRQE
B>@E PQBM

(K QEFP . _# S>OF>QFLK  MOBIFJFK>0V  MOBM>0>QFLK RPFKD
A>Q>?>PBP JLABIFKD PFIRISFLKP >KA BUMBOQ PVPOBJIP MOLSFAB > OFQE
2>@HAOLM QL QEB MLQBKQF>I JFPPFLK >IILTFKD PQO>QBDFPQP QL TLOH TRQE
0>@QF@F>KP QL CIBPE LRQ QEB MLQBKOF>I S>OFSQFLKP QE>Q QEB JFPPFLK @>K
FKSLISB  ¥1>PBA LK QEBPB @LJIMOBEBKPFSB >K>IVPBP > PB( LC AB@FPFLKP
@>K ?B MOBABQBOJFKBA KLQ RKIFHB (QEB AB@FPFLKP (QE>Q >O0B
MOLD0>JJBA FKQL >RQLKLJLRP SBEF@IBP LC >II PLOQP #B@FPFLK
M>0>JB(BOP PR@E >P S>IRBP ORIBP LC BKD>DBJBK(Q >KA DBLMLIFQF@>I
OLKPFABOSQFLKP >0B FKQBDO>QBA TFE BUMBOQ PVPQBIP FK LOABO QL
@0B>(B > OFQE BKSFOLKJBKQ LC >IILT>?IB AB@FPFLKP 0BPMLKPBP RKABO
@BOQ>FK @LKAFQFLKP —LQB QE>Q QEB @LKAFQFLKP JRPQ ?B @LJIMIBQBIV
ABP@OF?>?IB >P TBII QE>Q FP KB@BPP>0V FK LOABO QL @E>0>@QBOFWB QEB
L?PBOS>?IBP (E>) @LJIMOFPB QEB QOFDDBOFKD >@QFLKP 3ELPB PB( LC
>@QFSFQFBP TFQE QELPB QVMBP LC QB@EKLILDFBP @0B>QB QEB . OFBKQ >KA
#BOFAB ME>PBP LCQEB . . #

GEBK QELPB >0B @LIMIBQBA > PVPQB.J FKPQORJIBKQBA TFQE PRCCFAFBKQ
PBKPLOP >KA >@QR>QBA BIBIBKQP @>K T>F) CLO QEB @LKAFQFLKP QL ?B
JBQ QE>( QOFDDBO > AB@FPFLK 3EB AB@FPFLK FP QOFDDBOBA >RQLI>(QF@>IIV
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TEFGE @>RPBP QEB MOBMOLDO>J JBA >@QFLKP QL ?B Q>HBK >KA QEBK QEB
PVPQBJ DLBP ?>@H QL L?PBOSFKD GEBK @LKPFABOFKD QEFP S>OFSQFLK FQ
FP RPBCRI QL MLFKQ LRQ QE>Q QEB - _# FK@IRABP KLQ LKB ?RQ QTL
AB@FPFLK @V@IBP > Q>@QF@>! AB@FPFLK @V@IB >KA > PQU>QBDF@ AB@FPFLK
@V@IB YLQE >0B @OFOF@>IIV FIMLOO>KQ QL QEB PMBBA LC LMBOSQFLKP >KA
?LQE >0B MLFKQP LC SRIKBO>?FIFQV %BBA?>@H FP MOLSFABA FK QTL T>VP
PQO>QBDF@>IIV QL QEB BUMBOQ PVPQBIP QE>Q JLABI MLOBK(F>I LRQ@LJBP
SKA FKCLOJ AB@FPFLK LMQFLKP >KA Q>@QF@>IIV QL QEB L?PBOSSQFLK
PBKPLOP

3EBPB AB@FPFLK @V@IBP L@GRO >) QEB PMBBA LC @GLJIMRQ>QFLK>I
MOL@BPPBP >KA BIBAQOLKF@ @LJIJIRKF@>QFLKP TEF@E FP QL P>V SBOV
(>PQ 3EBOB >0B QTL @>PB PQRAFBP QE>Q FKCLOJ QEB ABPFDK >KA RPB LC
PVPQBIP BIMILVFKD QEB . . # SMMOL>@E QEB PQL@H J>0HBQ @0>PE
LC >KA QEB 5FK@BKKBP Q0>DBAV LC

3EB PQL@H J>0HBQ @0>PE LC T>P QEB OBPRIQ LC >RQLJI>QBA
BIBJBK(P ?LQP ABMILVBA FK CFK>K@F>I Q0>KP>@QFLK PVPQBJIP QL PMBBA
RM QEB MROGE>PB LO P>IB LC >PPBQP FK LOABO QL OB>@Q QL J>OHB(Q
OLKAFQFLKP C>PQBO (K 0EB KRJ?B0 LC ?LQP E>A OFPBK QL QEB MLFKQ
0E>Q TEBK QEB J>0HBQ JLSBA FK > @BOQ>FK AFOBAQFLK QEB ?LOP 0B>@QBA
>P MOLDO>JJBA QL ?RV LO PBIl 3EBPB >@(FLKP TBOB ABQBEQBA >KA
>@QBA RMLK ?V LQEBO ?LQP TEF@E OB>@QBA FK HFKA >KA > (BBA?>@H
ILLM T>P @0B>QBA SBOV NRF@HIV QE>Q IBA QL TELIBP>IB PBIFKD 3EB
ERJ>KP TEL TBOB KLQ FK QEB AB@FPFLK ILLM PQBMMBA FK QL PQLM QEB
J>0HBQ >KA 0B>PPBPP QEB PVPQB.J >0@EFQBAQROB  *BKQLK
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2LR0@B 1V>K 2B@ROFQV "*E>IIBKDBP FK —BQTLOH **BKQOF@ 6&>0C>0B

3EB 5FK@BKKBP (Q0>DBAV LC T>P > 0BPRIQ LC >K >RQLJI>(BA
PVPQBJ LK > T>O0PERM JFPQ>HFKD >K (0>KF>K >FOIFKBO (LO >K FK@LJFKD
>00>@H QEB T>O0PEFMP PVPQBIP >ROLI>(F@>IIV I>RK@EBA TE>) T>P
QELRDE(Q QL ?B > ABCBKPFSB PQOFHB LK QEB >FOIFKBO = RKAOBAP LC MBLMIB
ABA  ">IILO>K 3EB OBI>(FLKPEFM ?BQTBBK (0>K >KA QEB 42
OLKQFKRBP QL ?B E>RKQBA 2V (EFP SBOV AB>AIV JMPQ>HB  &>J?0BII

3EBPB (TL @>R(FLRP (>IBP E>SB QEB PFAB BCCB@Q LC MLFKQFKD LR(Q
QE>( >KV PVPQBJ RPFKD QEB . . # >MMOL>@E FP SRIKBO>?IB QL QTL
>00>@HP (EB FK@FBJIBKQ LC MLPFQFSB CBBA?>@H ILLMP TEFGE J>V
QUFDDBO RKABPFO>?IB AB@FPFLK PQ>QBP >KA QEB BKQF@BJIBKQ LC ASQ>
PRDDBPQFKD BJIFKBKQ A>KDBO TEFGE J>V >IPL QOFDDBO RKABPFO>?IB
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AB@FPFLK PQ>0BP  TRQ OEBPB >0B KLQ >II LC QEB LMMLOQRKFQFBP QE>Q JFDEQ
7B (>HBK >AS>K(>DB LC ?V > @IBSBO ** 4 2 MI>KKBO 4PFKD QEB . . #
+LLM >K>IVPFP (0>JBTLOH ?LQE  >KA  @>K >PPFPQ > MI>KKBO FK
FABKQFCVFKD J>KV PROE LMMLOQRKFQFBP QL PR?SBOQ ABKV LO AFPORM(Q
4 2 JFPPELKP 2V CLORPFKD LK QEB FKCLOJ>(FLK PVPQBIP QE>( BK>?IB
0EB 4 2 LMBO>(FLKP
DC8:EIJ6M0>C< I=: "C;DGB6I>DC ,NHI:BH>C . ,H

3EB 4 2 fP > n?LUn MOLMBIIBA QEOLRDE QEB >0 @LKQOLIIBA QEOLRDE
0BJLOB >KA LK?L>0A JIB>KP CL@RPBA LK @LKAR@(QFKD > JFPPFLK 3EB
JFPPFLK @K S>0V ?LQE FK QBOJP LC DBLPM>(F>I @LSBO>DB >KA FK QBOJP
LC >@QFSB LO M>PPFSB FKQBO>@QFLK TFQE QEB Q>0DB) 3EBOB >0B PBSBO>I
QORFPIP

0 QQEB ?BDFKKFKD LC > JFPPFLK >KA RKQFI PLIB @BOQ>FK MLFKQ
TEFGE J>V 7B NRFQB PLLK >(QB0 I>RK@E QEBOB >0B RPR>IIV >@0FSB
OLI IRKF@>(FLKP ?BQTBBK QEB 4 2 >KA QEB DOLRKA @LKQOLI
PQ>QFLK 3EFP QFIB J>V ?B > PELOQ MBOFLA LC QFIB PR@E >P
JFKRQBP LO IBPP L0 FQ J>V ?B CLO QEB BKQFOBQV LC QEB JFPPFLK

0 3EB4 2 J>VE>SBPLJIB @>M>?HFV QL ABQBA) >KA >SLFA
L?$B@QP PL >P QL >SLFA JFA >f0 @LIIFPFLKP 3EFP @>M>2FIFQV J>V 7B
BUQOBJBIV ORAFJIBKQ>0V LOFQ J>V ?B NRFQB PLMEFPQF@>QBA

0  3EB4 2E>P>MOLMRIPFLK PVPQBJ QE>Q MOLSFABP >ABNR>(B
MLTBO QL JLSB FK QEB J>KKBO FQ FP FKQBKABA QL JLSB "*LKQOLI LC
QEFP MOLMRIPFLK PVPQBJ J>V 2B QEOLRDE >0QFCF@F>I FK(BIIFDBK@B
>P FK QEB @>PB LC QEB  IME>?BQ /OL(BAQ +LLK +LLK ++""
L0 QEBV J>V ?B @LKQOLIIBA QEOLRDE 0BJLQB MFILQ>DB

0 3EB4 2J>VE>SBPLJIB @>M>?FIFQV QL K>SFD>(B
SROLKLJLRPIV LO PBIF >RQLKLJILRPIV (K OBI>QFSBIV PFIMIB
PVPQBIP IFHB ?>IILLKP QEFP J>V FKSLISB JB>KP QL @E>KDB
>IQFQRAB (K JLOB @LIMIBU DRFABA PVPQBIP QEFP JIB>KP QE>Q F)
J>V 2B >?IB (L PFIMIV CIV L >K BIBODBK@V I>KAFKD CFBIA TEBK
@BOQ>FK @FOGRJIPQ>K@BP >O0FPB (K LQEBO PVPQBJIP QEFP JB>KP QE>(
QEBOB FP >K LK?L>0A @LJIMRQBO PVPQBJ ABAF@>QBA QL K>SFD>QFLK
0E>( @LKQOLIP QEB CIFDEQ LC QEB PVPQBJ TEBK 0BIB>PBA (0LJ
>@(FSB BUQBOK>I @LKQOLI TEBQEBO DOLRKA L0 >F0 ?2>PBA >KA
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OLKQFKRBP QE>Q @LKQOLI RKQFI @LJJ>KABA QL 0BQROK QL ?>PB LO
0BPRJB 0BPMLKAFKD QL BUQBOK>I @LKQOLI

0 3EB4 2 J>VE>SBPLJIB @>M>?FIFQV QL PBKPB FQP PROOLRKAFKDP
3EFP J>V 7B ORAFIBKQ>0V 0>A>0 PBKPFKD FQ J>V 2B LMOF@>I
PBKPFKD L0 FQ J>V ?B JRIQFPMB@QO>I PBKPFKD 3EB FKQBOMOBQ>QFLK
LC QEB PBKPBA A>(Q> J>V ?B @LIMRQBA LK ?L>0A BFQEBO M>0QF>I1V
L0 @LIMIBQBIV LO J>V ?B @LIMRQBA LCC ?L>0A MBOE>MP TRE
ABOFSBA A>(Q> 0BQROKBA QL QEB PVPQBJ CLO >@QFLK

0 3EB4 2.J>VE>SBPLJIB @>M>?FIFQV CLO >@0FLK ABMBKAFKD LK
0EB JFPPFLK 3EFP J>V FK@IRAB ABMILVFKD AB@LVP JRKFFLKP LO
0>HFKD BS>PFSB >@QFLK  3EB @>M>?FIFQV CLO >@QFLK J>V 7B
FKFQF>QBA 0BJLQBIV LO J>V ?B >RQLKLJILRP FK TEFGE @>PB >
AB@FPFLK PRMMLOQ PVPQBJ JRPQ 2B LK?L>0A

3EBPB  @>M>?FIFQFBP  OBNRFOB  @LJIMRQ>QFLK>I  PVPQBIP  >KA
OLIJIRKF@>QFLKP KA >II LC QEBPB J>V ?B (Q>0DBQP CLO * 4 2
>OQFSFFBP 2L IBQP Q>HB > ILLH >Q QEB FKCLOJ>QFLK PVPQBJIP FK >
OLK@BMQR> 4 2
"Cl:GC6h
4 2 @>KIQ CIV SBOV (>0 FC FQ ALBPKIQ E>SB FKQBOK>I PVPQBIP QL
M>OPB OB@BFSBA FKPQOR@QFLKP J>HB AB@FPFLKP ?>PBA LK PBKPBA A>(>
>KA @LKQOLI FQP LK?L>0A PVPQBIP FK > 4 2 3EB FKQBOK>I PVPQBJIP
@>K 2B QELRDEQ LC >P QEB FKQBOK>I KBOSLRP PVPQBJ LC > 4 2 2BKPBA
A>(Q> FP @LIIBGQBA >KA J>V MLPPF?IV RKABODL PLJB MOBMOL@BPPFKD
MOFLO QL ?BFKD Q0>KPCBOOBA QL > AB@FPFLK PRMMLOQ PVPQBJ > PRF(B LC
( PRMMLOQ BIBJIBKQP L0 BUQBOK>I @LJJIRKF@>QFLKP CLO OBI>V QL LQEBO
4 2P >KA L0 @LIIJI>KA >KA @LKQOLI BIBIBK(P PR@E >P >K >F0?LOKB
@LKQOLI PVPQBJ LO > DOLRKA @LKQOLI PVPQBJ 3EB FKQBOK>I PVPQBJIP
FKQBOMOBQ >KA FKPQOR@Q K>SFD>QFLK>I @LKQOLI JFPPFLK BUB@RQFLK >KA
MOLMRIPFLK @LKQOLI GEBK BJIBODBK@V PRQR>QFLKP LA@RO QEB FKQBOK>I
PVPQBJIP BUB@RQB MOBMOLD0>JJBA LMQFLKP TEFGE @LRIA FK@IRAB
>ROLKLJLRPIV K>SFD>QFKD QL P>CB WLKBP LO PBIC ABPQURG(FKD 3EB
FKQBOK>I PVPQBJIP >IPL JLKFQLO QEB EB>IQE >KA TBIC>0B LC QEB 4 2
>@@LOAFKD QL QEB FKPQORJBKQSQFLK FK@IRABA LK?L>0A 3EFP J>V
FK@IRAB CRBI IBSBI JLKFLOFKD A>J>DB >PPBPPIBK( >KA FKQBOCBOBK@B
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ABQBGOFLK ~ @@LOAFKD QL ABPFDK QEB FKQBOK>I PVPQBIP J>V 0BI>V
FKCLOJ>QFLK @LKOFKRLRPIV LK P@EBARIB LO FK BJIBODBK@FBP

KV PR@@BPPCRI >Q0>@H LK FKQBOK>I PVPQBJIP GLRIA >(CB@Q JFPPFLK
BUBGROFLK  (KQBOK>I PVPQBJIP @LRIA MLQBKQF>IIV 2B >QQ>@HBA FK J>KV
AFCCBOBKQ J>KKBOP J>KV LC TEFGE TFII ?B AFP@RPPBA FK QEB CLIILTFKD
@E>MQBOP  TRQ CLO QEB QFJB ?BFKD @LKPFABO QEBPB QTL L?SFLRP
LMQFLKP

0 $IBAQOLKF@ ?B>J >00>@H TEBOB QEB PQOBKD(E LC QEB CL@RPBA
BKBODV AFPORMQP LO AFP>?1BP QEB BIB@QOLKF@ @LIMLKBKQP LC QEB
FKQBOK>I PVPQBIP %L0 BU>JMIB > MLTBOCRI ?B>3 J>V
LSBOTEBIJ ABIF@>(B @F0@RFP OBKABOFKD QEB.J FKLMBO>?IB

0 . >IF@FLRP PLCQT>0B J>IT>0B FKBAQFLK RPFKD @E>KKBIP LC
OLIIRKF@>QFLK QL QEB 4 2 LO >@(FS>QFLK TEBOB QEB J>IT>0B
E>P ?BBK FK@IRABA FK @LIMLKBK(QP LC QEB 4 2 ?BCLOB I>RK@E >KA
QUFDDBOBA 2V LMBOS(FLK>I M>0>JBQBOP

(K LOABO (L a priori MOLQB@Q >D>FKPQ PROE >@QFSFQFBP > 4 2 ABPEDKBO
TLRIA KBBA QL @LKPFABO QEB MLOBKQF>I CLO QEBPB QVMBP LC >QQ>@HP >KA
ABPFDK FK MOLQB@QFLKP QE>Q JFOFD>QB QEB MLPPF2FIFQFBP LC PRAE >Q0>@HP
?BFKD PR@@BPPCRI  %LO FKPQ>K@B QEB ABPDK >0@EFQB@QROB @LRIA
FK@IRAB RPFKD E>0ABKBA GEFMP QE>( >0B O0BPFPQ>KQ QL >K BIB@QOLKF@
2B>J >Q0>@H LO FKALOMLOSQFKD > %>0>A>V **>DB FKQL QEB ABPFDK LC QEB
ELRPFKD PVPQB.J QL MOLQB@Q SRIKBO>?IB BIB@QOLKF@P

DJCO6GN HNHI : BH

1LRKA>0V PVPQBJIP >0B QELPB PVPQBIP QE>Q BUFPQ LK QEB ?LRKA>0V

LC EB 4 2 3EBPB FK@IRAB >KV PBKPLOP PR@E >P >f0 MOBPPROB
>IQFQRAB K>SFD>(FLK >FAP >KA JFPPFLK PMB@FCF@ PBKPLOP >P TBII >P
BUQBOK>I @LJJRKF@>QFLKP BIBJBK(P PRGE >P >K(BKK>B 3EBPB >0B
BIBJIBK(QP QE>Q FKQBOC>@B ?BQTBBK (QEB BUQBOK>I BLKAFQFLKP FK TEFGE
0EB 4 2 FP LMBO>QFKD >KA QEB FKQBOK>I PVPQBIP

PR@@BPPCRI >Q>@H LK ?LRKA>0V PVPQBJIP @>K PR?SB0) QEB BK(FOB
4 2 JFPPILK #BPIDKFKD MOLQB@QFLKP CLO QEBPB PVPQBJIP FP QOF@HV
OELRDE PFK@B ?V ABCFKFQFLK QEBV KBBA QL ?B LK QEB ?LRKA>O0V LC QEB
MEVPF@>1 PVPQBJ FK LOABO QL LMBO>QB 1B@>RPB PLIB JFPPFLKP J>V 7B
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ABMBKABKQ LK DOLRKA ?>PBA A>(Q> MOL@BPPFKD ?>@HBKA PVPQBIP (EB
ALIMOLIFPB LC A>(> Q0>KPCBO PVPQBIP J>V OBPRIQ FK > JFPPFLK >?L0Q
2FJFI>0IV FC BUQBOK>I PBKPLOP >0B @LJIMOLJFPBA QEB >?FIFQV CLO > 4 2
0L LMBO>QB P>CBIV @LRIA 2B RKABOJFKBA

$U>IMIBP LC 2LRKA>0V PVPQBIP FK@IRAB

0 />PPFSB PBKPLOP TEF@E 0B@BFSB A>(Q> TRQELR(Q PQFIRI>QFKD QEB
BKSFOLKJBK( 3EBPB FK@IRAB @>JB0>P >KA K>SFD>QFLK >FAP

0  @OFSB PBKPLOP TEF@E PQFIRI>(B QEB BKSFOLKJIBK(Q FK LOABO QL
OLIIBAQ A>Q> 3EBPB FK@IRAB 0>A>0 >KA IFA>0 PVPQBIP

0 ""LIIRKF@>(FLKP PVPQBJ @LIMLKBKQP PRGE >P 0B@BFSBOP >KA
00>KPJFQUBOP 3EBPB FKAIRAB A>Q> ALJ IRKF>QFLKP PVPQBIP >KA
SROLJI>0BA FABKQFCF@>QFLK Q0>KPMLKABOP

MI-GC6BA

$UQBOK> FKCLOJ>QFLK PVPQBJIP >0B QELPB (E>Q >0B TELIIV LO
M>0QF>1IV @LKQ>FKBA FK LKB LO JLOB PVPQBJIP BUQBOK>I QL QEB 4 2
3EBPB J>V FKAIRAB A>Q> PBOSBOP @LKQOLI PVPQBJIP JFPPFLK BUB@RQFLK
PRMMLOQ PVPQBJIP LO ?>@HBKA MOL@BPPLOP 1B@>RPB (EBPB BIBJIBKQP
>0B BUQBOK>I QL QEB 4 2 QEBOB >0B QTL MLFKQP LC SRIKBO>?FIFQV QEB
BUQBOK>I PVPQBJ FQPBIC >KA QEB @LJJIRKF@>QFLKP M>QET>V ?BQTBBK
(EB BUQBOK>I PVPQBJ >KA (EB 4 2

$UQBOK>I PVPQBIP J>V FK@IRAB

0 @OFSB JFPPFLK @LKQOLI CLO M>0Q LO >II LC > JFPPFLK 3EB BUQBOK>I
BIBJBKQP J>V FK@IRAB PVPQBIP Q0>@HFKD J>KV 4 2 JFPPFLKP >P
TBII >P K>SID>QFLK >PPEPQ>K@B

0 #>0> MOL@BPPFKD PVPQB.IP QL PRMMLOQ 2FD A>(> >K>IVPFP
OE>0>@QBOFWSQFLK >KA FKQBDO>QFLK

0 #>0> MOL@BPPFKD PVPQB.IP QL PRMMLOQ PBKPLO A>Q> MOL@BPPFKD
FKOBOMOBQ>QFLK >KA >MMIF@>QFLK

4KABOPQ>KAFKD QEB MLQBKQF>I CLO >Q0>@H >KA ABCBKPB LK BUQBOK>I
PVPQBJP FP PMB@FCF@ >KA ABMBKABKQ LK QEB JFPPFLK >KA RPBP
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“LT *"LIMIBU FKCLOJ>QFLK 3B@EKLILDFBP 0B 4PBA FK 4 2
LMBO>QFLKP

:8H>DC , JEEDGI ,NHI: BH
AB@FPFLK PRMMLOQ PVPQBJ #22 FP >K FKCLOJ>QFLK QB@EKLILDV
PVPQBJ QE>Q PRMMLOQP QEB J>HFKD LC AB@FPFLKP @LK@BOKFKD JFPPFLK
LMBO>(FLKP 3EB #22 OBNRFOBP > HKLTIBADB ?>PB LC C>@QP >KA ORIBP
0BIBS>KQ QL QEB JFPPFLK (K PRMMLOQ LC JFPPFLK MISKKFKD > #22 J>V
RPB JLABIP L0 >K>IV(F@ JBQELAP QL OBSFBT >KA BS>IR>(B >IQBOK>QFSBP
#ROFKD QEB JFPPFLK > #22 J>V >PPFPQ QEB @LKQOLIIBOP TFE AB@FPFLKP
OLK@BOKFKD LMQFLKP CLO JFPPFLK BUB@RQFLK RPFKD QEB HKLTIBADB
2>PB (LDBQEBO TRE PBKPLO A>Q> (OLJ (QEB 4 2 >KA MBOE>MP LQEBO
@ROOBK( FKQBIIFDBK@B
ME:Gl ,NHI:BH

$UMB0Q PVPQBIP 0B FKCLOJI>(QFLK QBAEKLILDV PVPQBJIP QE>Q BIRI>(B
AB@FPFLK J>HFKD ?V ERJ>K BUMBOQP (K > 4 2 PR@E PVPQBJIP @>K
J>HB AB@FPFLKP BSBK TEBK @LJJIRKF@>QFLKP QL JFPPFLK @LKQOLIIBOP
PP KLQ >S>FI>?IB K LK ?L>0A BUMBOQ PVPQB.J OBNRFOBP >@@BPP (L >K
SMMOLMOF>QB HKLTIBADB ?>PB LC (>@QP >?LRQ QEB JFPPFLK >KA ORIBP
QE>Q >MMIV QL QEB JFPPFLK RKABO S>0FLRP @LKQFKDBK@FBP 3EB PVPQBJ
JRPQ E>SB >K FKCBOBK@B BKDFKB @>M>7?IB LC >MMIVFKD QEB ORIBP QL C>@QP
>7LR( QEB PQ>QRP LC LK ?L>0A PVPQBJIP >KA PBKPLO A>(Q> >P TBII >P
JFPPELK MI>KP >KA ORIBP QL J>HB AB@FPFLKP OBD>0AFKD @LKQFKRFKD
LMBOSQFLKP %L0 BU>JMIB FC @LJIJIRKF@>QFLKP FP ILPQ TFE JFPPFLK
@LKQOLIIBOP QEB BUMBOQ PVPQBJ J>V Q>HB @LKQOLI >KA AFOB@Q QEB 4 2
0L > @LKQFKDBK@V ELIAFKD >0B> L0 I>KAFKD CFBIA

GE>( FP m>0QFCF@F>1 FKQBIIFDBK@Bn LO ( 3EFP FP > PR?6B@Q LC JROE
AB?>(B BSBK QLA>V 3EB S>0FLRP ABCFKFQFLKP QE>( E>SB ?BBK LCCBOBA
0>KDB (0LJ > CRII 0BMIF@>QFLK LC DBKBO>IFWBA FKQBIIFDBK@B >P ABCFKBA
2V PBKPEKD >KA O0B>@QFKD QL FKQBOK>I >KA BUQBOK>I PQFIRIF LC ?LQE
BUMB@QBA >KA RKBUMB@QBA K>QROB >K >?FIFQV QL JFJF@ ERJI>K
?BE>SFLO >K >?FIFQV QL BUB@RQB PMB@FF@ @LJIMIBU Q>PHP PROE >P
PBKPLOV >PMB@QP LC 2FLILDF@>I IFCB FK@IRAFKD PJIBII EB>0FKD SFPFLK
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>KA QLR@E >KA ?BFKD >?IB QL ABQB@Q M>QQBOKP FK @LIMIBU A>Q> COLJ
JRIQMIB PLRO@BP FK LOABO QL J>HB @LOOB@) AB@FPFLKP PRGE >P
FABKQFCVFKD > QBOOLOFPQ FK > @OLTA LC MBLMIB  3EBPB >0B (RPQ > (BT LC
QEB QVMBP LC ABCFKFOFLKP QE>Q E>SB ?BBK LCCBOBA ?RQ QEBV MOLSFAB >
SFBT FKQL QEB 20B>AQE LC QEB @LKQOF?RQFLK CLO ( FK BSBOV >PMB@Q

3EB QVMBP LC ( >0B S>0FLRPIV OBCBOOBA QL >P ?BILKDFKD QL mPQOLKDn
LOMTB>Hn @I>PPBP LC ( 2Q0LKD (FIMIBIBKQ>QFLKP >0B >P LKB JFDEQ
FI>DFKB JLOB QLT>0AP QEB CRIIV DBKBO>IFWBA >KA >RQLKLJLRP QVMBP
LC FKQBIIFDBK@BP  @I>PPF@ QBPQ LC > PQOLKD  ( PVPQBJ FP QEB 3ROFKD
0BPQ FK TEFGE >K ( FP QBPQBA >P > ?I>@H ?LU QL PBB K > ERJI>K @>K
CFDROB LR( ¢ QEB PVPQBJ FP >K >@0R>I MBOPLK LO > J>@EFKB 3EBOB >0B
LQEBO JLOB KR>K@BA (BPQP >P TBII ?RQ QEFP DFSBP VLR QEB PBKPB LC
PQOLKD ( =R>KD GB>H (FP KLQ FK (>80 TB>H ?RQ PEIMIV
IFIFQBA ?V ABPFDK  OQRCF@F>I SFPFLK CLO BU>JIMIB @>K 2B @LKPFABOBA
TB>H (  AS>K@BA AB@FPFLK PRMMLOQ PVPQBJP #22P @>K >IPL ?B
OLKPFABOBA TB>H ( )>JBP

GEV ABSLQB PLIB (FJB QL ( FK > " 4 2 ?LLH  AS>K@BA
FKCLOJ>QFLK QB@EKLILDV FK@IRAFKD >I1 CLOJP LC ( FP SBOV FIMLOQ>KQ
0L ?LQE 4 2 >KA ** 4 2 LMBO>QFLKP **LKPFABO ERJ>KP >0B ?>A >(
PBSBO>I >@QFSFQFBP QE>Q >0B @OFOF@>I QL 4 2 LMBOSQFLKP  RDJIBKQFKD
L0 OBMI>@FKD ERJI>KP >P AB@FPFLK J>HBOP >@QR>QLOP LO JLKFOLOP LC
BIBJBKQP LC 4 2 JFPPFLKP FP >K FIMLOQ>KQ >MMIF@>QFLK LC QB@EKLILDV

_KB LC QEB QEFKDP FK TEF@E ERJI>KP E>SB IFJFQBA @>M>?HIFQV FP
JRIQF Q>PHFKD ERJ>KP E>SB PBSBOB IFIFQ>QFLKP FK QEBFO >?FIFQV QL AL
JLOB QE>K LKB QEFKD >0 > 0FJB  $SBK MBLMIB TEL QEFKH QEBV >0B DLLA
>0 JRIQF Q>PHFKD >0B ABJILKPQO>?IV KLQ PL TEBK QBPQBA , FIIBO
3EFP IFIFQ>QFLK JIB>KP QE>Q >K LMBO>QLO TEBK QOVFKD QL HBBM Q0>@H LC
J>KV 4 2 LMBOSQFLKP >KA PRMMLOQ >@QFSFQFBP FP SBOV IFHBIV QL BFQEBO
JFPP L0 ABI>V 0B>@QFLK QL > MOL?IBJ  3EB RPB LC PMB@F>IFWBA  ( COBBP
RM MBLMIB QL CL@RP LK LKB QEFKD >( > (F.JB

KLQEBO MOL?IBJ TRE ERJ>KP FP QE>Q QEBV DB( ?LOBA GEBK

?L0BA QEBFO >Q0BK(FLK T>KABOP QEBV A>VA0B>J >KA QEBV WLKB LR(Q
.>V?B BSBK C>Il >PIBBM  IPL TEBK QEBV DBQ ?LOBA QEBV J>HB
JFPO>HBP

%ROQEBO ERJ>KP >0B PILT QL OB>@) 5BOV PILT @LJIM>0BA QL
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SROLI>PFLK  SE>Q @LRKQP >P (>P( (L0 > ERJI>K FP > (BT JFKRQBP 5BOV
C>PQFP > (BT PBALKAP %L0 >RQLIS(FLK (>PQ @>K ?B > (BT JFIIFPBALKAP
>KA SBOV (>PQ @>K ?B > (BT K>KLPBOLKAP (K QEB . .# +LLM

—FRELIP 1V>K  1V>K MM TLOIA PMBBA J>QQBOP
>1LQ =>0KBPPFKD QEB MLTBO LC >RQLIS(FLK @>K JB>K QEB AFCCBOBK@B
?BQTBBK PR@@BPP >KA C>FIROB 3EB PMBBA FPPRB @LJIBP FKQL MI>V FK
PBSBO>I AFCCBOBKQ >0B>P LC 4 2 SKA ** 4 2 LMBOS(FLKP %FOPQ 4 2P
@>K CIV SBOV (>PQ  *VMLQEBQF@>IIV > 4 2 CIVFKD >0 JFIBP MBO ELRO
@>K @LSBO JFBFK JFKRQB (K  PBELKAP QE>Q 4 2 @>K CIV
V>0AP (BB

3L MRQ QE>Q AFPQ>K@B FK MBOPMB@QFSB @LKPFABO QEFP >K>IVPFP LC
ERJ>K 0B>@QFLK QFIBP AROFKD >K LOAFK>0V PFQR>QFLK AOFSFKD > @0

2RMMLPB > MBOPLK P AOFSFKD > @>0 >0  JME (BBQ PB@
AROFKD QEB A>V LK > AOV IBSBI OL>A ™ B PBBP > MBABPQOF>K >KA >MMIFBP
0EB ?0>HBP GE>Q FP QEB PELOQBPQ POLMMFKD AFPQ>K@B QE>Q @>K
0B>PLK>?IV ?B BUMB@QBA 3LQ>l PQLMMFKD AFPQ>K@B @LKPFPQP LC QEOBB
OLIMLKBKQP

1B>@QFLK #FPQ>K@B %FOP) 2RMMLPB QEB OB>@QFLK (FIBFP  PBELKAP
3EFP JB>KP QE>( QEB @>0 TFII Q0>SBI U LO (BBQ ?BCLOB QEB
20>HBP >0B BSBK >MMIFBA

10>HB $KD>DBJIBKQ #FPQ>K@B , LPQ 0B>@QFLK (F.JB PQRAFBP @LKPFABO
(EB OBPMLKPB @LJMIBQBA >( QEB JLJIBKQ QEB C(LLQ QLR@EBP QEB 20>HB
MBA>l "LTBSBO 20>HBP AL KLQ BKD>DB FKPQ>KQ>KBLRPIV 3EBOB FP >K
SAAFFLK>1 0FJB 0BNRFOBA CLO QEB MBA>I QL ABMOBPP >KA CLO QEB 20>HBP
0L BKD>DB 3EFP FP S>0F>?IB >KA AFCCFGRIQ QL PRIJ>ORB FK > PFKDIB
KRJ?BO ?B@>RPB F) ABMBKAP LK RODBK@V >KA ?205HFKD PQVIB (K >K
BJBODBK@V > 0B>PLK>?IB BPFI>(B P PBALKA >AAFKD >KLQEBO
(BB(

/EVPE@>| %LO@B #FPQ>K@B - K@B QEB 20>HBP BKD>DB QEB PQLMMFKD
AFPQ>K@B FP ABQBOJIFKBA 2V MEVPF@>I CLOGBP # 2b ¢ TEBOB 2 P
JME >P (BB

310> 20LMMFKD #$PQ>K@B ) )] ) )
&OBBK
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2FJIMIB >0FEJIBYFA QBIIP RP QE>) ERJI>KP @>KKLQ HBBM RM TRE
ABQBAQFLK >KA @ILPROB 0>(BP

2RCCF@B FQ QL P>V >RQLI>(FLK FP KBBABA QL >RDJIBK( ERJI>K >@FLKP
2LJIBYFIBP F) OBMI>@BP QEB ERJ>K BKQFOBIV TEFIB LQEBO QFIBP K
PFIMIV >RDIBKQP ERJI>K @>M>?FIFQFBP 1R FQ FP FK@OBAF?IV S>IR>?IB FK
>I| @FOGRIPQ>K@B

2L 1BQIP DBQ ?>@H QL QEB QVMBP LC ( QE>Q @>K ?B RPBA >KA TE>( K
JB>KP FK QBOJP LC CLLQMOFKQ FKCO>PQOR@QROB ?>@HBKA PRMMLOQ >KA
SRIKBO>?FIFQFBP

200LKD ( FK@IRAFKD CRII OBMIF@>QFLK LC DBKBO>IFWBA FKQBIIFDBK@B FP
POFIl > ILKD T>V >T>V (0LJ BUFPQFKD FK > PJ>I (LOJ (>@LO GEFIB
DOB>( PQUFABP E>SB ?BBK J>AB FK @0B>QFKD FKQBIIFDBK( IFHB @>M>?FIFQFBP
PLJIB P@>0FIV FKQBIIFDBKQ QEB OBPRIQ>K( PVPQBIP >0B ABMBKABKQ LK
SBOV 1>0DB ?>KHP LC ?>@HBKA MOL@BPPLOP CLO @LIMRQ>QFLK>I PRMMLOQ
PL QE>Q QEB RPBO C>@FKD PVPQBIP @>K 2B PJ>IIBO 3LWWF

1BMIF@>QFKD FKQBIIFDBK@B FP >@QR>IIV MOBQQV QOFGHV (DKLOFKD QEB
JBQELAP FK TEFGE A>0> FP @LIIBAQBA >KA Q0>KPCBOOBA (OLJ LRQPFAB >
PVPQBJ (L FKPFAB QEB PVPQBJ >K>ILDLRP QL ERJ>K BVBP MBO@BFSFKD
L?26BAP >KA Q0>KPIFQFKD QEB FKCLOJI>QFLK QL QEB ?0>fK QL 7B
OLKPFABOBA @I>PPECFBA >KA FKQBDO>QBA FKQL QEB ERJ>KIP QELRDE(Q
MOL@BPP (QEBOB >0B OB>IIV FKQBOBPQFKD FPPRBP >PPL@F>QBA TRQE
ABSBILMFKD > PVPQBJ @>M>?1B LC Q>HFKD A>Q> KA J>HFKD PBKPB LC F
/>00 LC QEB @E>IIBKDB FP PEIMIV @I>PPFOVFKD QEB A>Q> >P ?BILKDFKD QL
LKB QVMB L0 >KLQEBO FP QEFP > 2F0A LO > ?B>0 (P FQ>AR@H LO > DLLPB
(PFQ>"">K>AF>K &LLPB LO>K 0@QF@ 2T>K KA PL LK TFQE FK@OB>PFKD
ABQ>FI >KA PMBEFCFGFQV

KLQEBO M>0Q LC QEB @E>IIBKDB FP AFPQFKDRFPEFKD QORQE COLJ

C>IPBELLA FP QEFP A>Q> FKMRQ QORIV OBMOBPBKQ>QFSB LC OB>IFRQV LO FP
F) > (>IPBELLA  %>IPBELLAP @>K @LJB (OLJ > S>0FBQV LC PLRO@BP
FK@IRAFKD PFK@BOBIV EBIA ?BIFBCP %LO ( PVPQBJIP QE>Q >0B @LIIB@QFKD
0BUQR>I MLPQFKDP PR@E >P COLJ PLRO@BP IFHB ?LLHP (QTBBQP >KA
KBTPM>MBOP AFPQFKDRFPEFKD QORQE @>K ?B BUQOBJIBIV QOFGHV 3EFP FP
LKB LC QEB @E>IIBKDBP QE>Q 6>QPLK QEB (!, PVPQBJ E>P E>A (L
@LKCOLKQ FK LOABO QL BUB@RQB PRGE QEFKDP >P M>OQF@FM>QFKD FK
YBLM>0AV &0>V
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Il QEFP IB>AP QL QEB FPPRB LC QOSFKFKD A>Q>  ( @I>PPRCFBOP >0B
ABSBILMBA LO Q0>FKBA RPFKD A>Q> PBQP 1V FKPBOYFKD C>IPB LO
JFPIB>AFKD A>Q> FKQL QEB QO>FKFKD PBQP FQ FP MLPPF?IB QL @>RPB QEB  (
0L J>HB JFPQ>HBP TEBK ABMILVBA FK 0B>| TLOIA PRQR>QFLKP , LFPBIBSP

1 ROPWQBFK

IBPP OL?RPQ ( TFE QEB >?FIFQV QL JFJF@ ERI>K ?BE>SFLO >K
>7FIFQV QL BUB@RQB PMB@FCF@ @LIMIBU Q>PHP PR@E >P PBKPLOV >PMB@QP
LC ?FLILDF@>! IFCB FK@IRAFKD PJBII EB>0FKD SFPFLK >KA QLR@E @>K
CFQ FKQL > PI>11BO CLOJ CFQ ABMBKAFKD LK QEB CRK@QFLK - KB LC QEB
QEFKDP JLPQ ELJB RPBOP ALKIQ 0B>IFWB >?LR( SLF@B OBALDKFQFLK >KA
FKQBOMOBQ>QFLK PVPQBJIP PRGE >P 2FOF FP QE>Q QEB SLF@B FKQBOMOBQ>QFLK
>KA @E>0>@QBOFW>QFLK ALBP KLQ L@@RO LK QEB E>KAEBIA MELKB L0 QEB
PJ>II PMB>HBO PVPQBJ  (KPQB>A QEB A>Q> FP @LIIB@QBA >KA Q0>KPJFQQBA
0L ?>@HBKA MOL@BPPLOP TEBOB QEB >@QR>I A>Q> @ORK@EFKD
L@@ROP &LBI 3EFP AFPQUFPRQBA MOL@BPPFKD FP KB@BPP>OV FK
LOABO QL ?0FKD QEB >JLRK( LC @LJIMRQFKD MLTBO QL ?B>0 QE>Q FP
KBBABA (L FKQBOMOBQ >II QEB S>OFLRP QVMBP LC SLF@BP @FO@RJIPQ>K@BP
>KA @LIJI>KAP >KA BSBK QEBK JFPQ>HBP >0B J>AB 3EBOB >0B
BU>JMIBP LC SLF@B OB@LDKFFLK PVPQBIP QE>Q >0B CRIIV CRKAQFLK>I LK
PQ>KA>ILKB ELJB @LJIMRQBO PVPQBIP PRGE >P #0>DLK —>QRO>IIV
2MB>HFKD —R>K@B ?R( QEBPB TLOH LKIV ?B@>RPB QEB CFOPQ
QEFKD QEB RPBO KBBAP QL AL FP QL Q0>FK QEB PLCQT>O0B QL FKQBOMOBQ
0EB RPBOP SLF@B FK@IRAFKD @>ABK@B >@@BK(Q >KA PQORGQROB $SBOV
VB>0 QEBPB PVPQBJIP >0B DBQQFKD JLOB @>M>?1B ?RQ QEBOB FP PQFIl > (>FO
>JLRK( LC MOL@BPPFKD KBBABA TEBK JLOB QE>K LKB RKFNRB RPBO P

FKQBOC>@FKD TFE QEB  (
2VPQBJP QE>) >0B QO>FKBA QL PBKPB >KA FKQBOMOBQ BKSFOLK.JBKQ>
BIBJBKQP J>V 2B IFJBA 2V (EB (B@EKLILDV RPBA (LO

PBKPFKD 5FK@BKQ 3EB BU>JMIBP LC >RQLJ>QBA SBEF@IBP EFQQFKD
MBABPQOF>KP  FIIRPQO>QBP PLJB LC QEFP @E>IIBKDB &>H>?>V>PEF
» 0"">RPI>KA (Q ?B@LIBP BSBK JLOB MOL?IBI>(F@ TEBK

OLIMIF@>QBA POBK>0FLP >0B BKSFPFLKBA PR@E >P ?BFKD >?IB QL ABQB@Q
M>QQBOKP FK @LJIMIBU A>Q> COLJ JRIQFMIB PLRO@BP FK LOABO QL J>HB
@LOOB@Q AB@FPFLKP PR@E >P FABKOQFCVFKD > QBOOLOFPQ FK > @OLTA LC
MBLMIB 3>0J
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(Q DLBP TFQELRQ P>VFKD QE>Q QEB FK@OB>PFKD JFKF>QROFWSQFLK LC
BIBAQOLKF@ GLJIMLKBKQP (QEB FK@LOMLOSQFLK LC >IQBOK>QFSBP QL
BIBGQOLKF@P PROE >P LMQF@P >KA QEB ABSBILM.JIBKQ LC PMB@F>I MROMLPB
MOL@BPPLOP E>SB >KA @LKQFKRB QL OBSLIRQFLKFWB QEB >?FIFQV QL PNRBBWB
@>M>?FIFQFBP FKQL > PJ>I1 PAWB CLOJ C>@QLO 2FWB OBAR@QFLK E>P > ILQ LC
>AS>KQ>DBP F) @>K JB>K ILTBO MLTBO 0BNRFOBIBKQP C>PQBO BUB@RQFLK
LC @LIMRQ>(FLK>I @V@IBP >KA IBPP EB>( DBKBO>QFLK (0 @>K >IPL E>SB
PLJB FKEBOBKQ AFP>AS>K(>DBP FK@IRAFKD I[BPP OL?RPQ MEVPH@>I
OLIMLKBKQP  /0LQB@(QFKD >AS>K@BA JF@OLBIBEQOLKFEP COLJ AFOB@BA
BKBODV >Q0>@HP CLO BU>JMIB @>K OBNRFOB PFDKFCF@>KQIV FK@OB>PBA
PEFBIAFKD TEFGE @>K FK QROK >CCB@Q LSBO>II BKBODV 0BNRFOBIBKQP (LO
CIFDEQ LMBOSQFLKP (K JFPPFLK PFQR>QFLKP TEBOB BKBODV BCCFFBKAV >KA
4 2 J>KBRSBO>?FIFQV >0B FIMLOQ>KQ QO>ABLCCP KBBA QL ?B @LKPFABOBA
FK LSBO>II PVPQBJ ABPFDK “LTBSBO DOB>( PQOFABP E>SB ?BBK J>AB
FK ?LQE QEB ABSBILMJBKQ LC PMB@F>IFWBA MOL@BPPLOP QE>( BUBGR(B  (
IFHB @>M>?FIFQFBP >KA QEB FKQBDO>(FLK LC QELPB MOL@BPPLOP LK @LIJLK
@EFM PBQP  (KQBDOSQFLK LC JRIQFMIB PMB@F>I @EFMP FK > PVPOBJ @>K
MOLSFAB > J>0HBA FIMOLSBJIBKQ FK LK ?L>0A FKQBIIFDBK@B ., LOD>K

3EB FKQBDO>QFLK LC >AS>K@BA >RQLI>QFLK FK@IRAFKD ( FKQL 4 2
>0@EFQB@QROBP @>K ?B QELRDEQ LC >P E>SFKD PBSBO>I C>@BP  %FOPQ
AB@FPFLK  PRMMLOQ PVPQBJIP TFE MOB MOLDO>JJBA ORIBP LC
BKD>DBJBK( @>K ?B BJ?BAABA LK?L>0A QEB FKAFSFAR>l PVPQBJIP
—BUQ PMB@F>IFWBA ( MOL@BPPLOP @>K 2B FK@IRABA >P TBII —>QRO>IIV
JLOB @LJIMIBU ( >KA AB@FPFLK PRMMLOQ PLIRFLKP @>K 7B
FIMIBIBKQBA QE>Q OBIV LK ?>@HBKA BFQEBO QBOOBPQOF>I LO >FO?LOKB
MOL@BPPFKD CLO QEB EB>SV @LIMRQ>QFLK>I IFCQFKD  %FK>IIV >I1 LC QEBPB
@>K 2B FKQBDO>QBA QLDB(EBO

3EB FKQBOBP(FKD QEFKD >?LRQ >RQL.J>QBA AB@FPFLK PRMMLOQ PVPQBIP
P QE>Q >Il MLPPF?IB P@BK>OFLP JRPQ E>SB ?BBK @LKPFABOBA ?V (QEB
ERJ>K MOLD0O>JJBOP TEL @0B>QBA (QEB PVPOBJ 3EB P@BK>ORL
>K>IVPFP SIILTP QEB ERJI>KP QL @>Q>ILD QEB MLOBK(F>I AB@FPFLKP QE>(
JRP) 7B J>AB (K > QOFSF>l BU>JIMIB @LKPFABO >K >RQLJI>QBA T>(BO
0>M 3EBOB FP > PBKPLO QE>Q ABQB@QP TEBK PLJIBQEFKD J>Q@EFKD (EB
MOLCFIB LC ERJ>K E>KAP FP MI>@BA RKABO QEB (>M 3EB PVPQBJ FP
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MOLD0>J JBA QL AB@FAB FK QELPB @FO@RIPQ>K@BP FC QEB MOLCFIB LC QEB
AB(B@(BA L?(B@Q J>Q0EBP QEB MOLCFIB IL>ABA FKQL QEB PVPOBJ >@(QFS>(B
> PTRQOE QE>( >IILTP T>QBO L CILT GSEBK QEB PBKPLO ILPBP ABQB@QFLK
LC QE>Q L?6BEQ >@QFS>QB > PTFQE QE>Q PQLMP QEB T>QBO COLJ CILTFKD

Il LC QE>Q KBBAP QL ?B PMB@FCF@>IIV MOLD0>J JIBA FKQL QEB PVPQBJ KL
AB@FPFLKP >0B MLPPF?IB TFQELRQ > MOFLOF PQOR@QRO>I ABPFDK

3EB P>JB QUMB LC > MOFLOF PQOR@QRO>I ABPIDK FP KBBABA CLO >II
SROQLKLJLRP AB@FPFLK PVPQBJIP FK@IRAFKD >KA BPMB@F>IIV @LJIMIBU
PVPQBJIP FK @LJIMIF@>QBA PFOR>(FLKP  %L0 BU>JMIB FK >K >RQLKLJILRP
@>0 > P@BK>0FL QL @LKPFABO JFDEQ ?B QE>Q >K LIA I>AV >KA > @EFIA
ORK FKQL QEB PQUBB( FK COLK( LC QEB @>0 PL PRAABKIV QE>Q QEB @0 JRPQ
?B@>RPB LC MEVPF@P EFQ LKB LO QEB LQEBO LC QEB MBLMIB 3EB AB@FPFLK
JRP( 7B J>AB TEFOE LKB QL EF) (K >PQOLKD ( PVPQBJ QEB FKQBOK>!
FKOBIIFDBK@B TLRIA MOL@BPP QEB A>(> >KA J>HB QEB AB@FPFLK ?>PBA LK
FKQBOK>I ILDF@ (C QEB MOL@BPPFKD FP PRCCFAFBKQIV C>PQ QEB @>0 TLRIA
0EBK BUB@RQB QEB PVPOBJIP AB@FPFLK Q>HFKD LRQ BFQEBO QEB LIA I>AV
LOQEB @EFIA (K TB>H (L0 > @LKSBKQFLK>I AB@FPFLK PRMMLOQ PVPQB.J
0EB PVPQBJ TLRIA PFIMIV BUB@RQB QEB MOB MOLDO>JJBA ABGFPFLKP
BJ?BAABA K (EB PVPQBJ 3EBPB ABGFPFLKP JFDEQ Q>HB PL.JIBQEFKD
IFHB QEB CLIILTFKD PQOR@QROBP ABMBKAFKD LK QEB MOLD0>JJBO0 (B>J
OLKPFABO>QFLKP

0 FCQTL L?$B@QP ?IL@H QEB M>QE TFQE FKPRCCFAFBKQ QFIB QL >SLFA
2LQE
0 0 EFQQEB LKB (L QEB OFDEQ

3EB AB@FPFLK LC @LROPB @LRIA E>SB (RPQ >P B>PFIV ?BBK

0 o EFQQEB LKB QL QEB IBCQ

-1

0 0K>SFD>(B ?BQTBBK (EB L?BAQP
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I0BOK>QFSBIV > JLOB @LIMIBU PVPQBI JFDEQ E>SB QEB CLIILTFKD
QVMB LC ILDF@ M>QE

0 FCQTL L?$B@QP ?IL@H QEB M>QE TFQE FKPRCCF@FBKQ QFJIB QL >SLFA
2LQE

0 0 @E>0>@QBOFWB QEB FABKQFOV LC QEB L26B@QP

0 00 >0B ?LQE L?6B@QP JIBI?BOP LC > MOLQB@QBA @I>PP

(C VBP EFQ QEB LKB QL QEB OFDE(Q
(C KL QEBK

0 00FP LKB > JBJ?B0 LC MOLQB@QBA @I>PP

(C VBP EFQ QEB LQEBO L26B@Q
(C KL QEBK EFQ QEB LKB LK QEB OFDE(Q

3EB MLFKQ LC QEFP QELRDEQ BUBO@FPB FP QL FIIRPQOSQB (QE>(
MFKABMBKABK( QEFKHFKDn ?V > J>@EFKB FP ABMBKABK( LK QEFKHFKD ALKB
2V MOLD0>J JBOP FK ABPFDKFKD QEB PVPQB.J

"BE&86I>DCH ;D6 . , (E:G6I>DCH

4 2 J>V E>SB AB@FPFLK MOL@BPPBP FK MI>@B QE>Q FIMBI QEB 4 2

0L >SLFA EFQFKD JBJ?BOP LC FP PT>0J ABMILV BIB@QOLKF@
@LRK(BOJIB>PROBP TEBK @BOQ>FK QEOB>QP >0B ABQB@(BA LO FK@OB>PB
MLTB0 TEBK QEB 0>0B LC >IQFQRAB @E>KDB BUGBBAP @BOQ>FK QEOBPELIAP
$>@E LC QEBPB AB@FPFLKP PQOR@QROBP FP KB@BPP>0V QL PRMMLOQ QEB PB.IF
LO CRIIV >RQLKLJILRP >PMB@QP LC QEB JFPPFLK  $>@E LC QEBPB AB@FPFLKP
@>K MOLSFAB >K BUMILFQ>?IB >PMB@) CLO ** 4 2 >@QFSFQFBP
AKABOPQ>KAFKD TE>( QEB AB@FPFLK PQOR@QROB FP MOLSFABP QEB ** 4 2
JFPPFILK MI>KKBO TFE QEB LMMLOQRKFQV QL @OB>QB PFQR>QFLKP QE>Q
QOFDDBO @BOQ>FK AB@FPFLKP QE>Q @>K IB>A QL ABPFO>?IB LRQGLJIBP IFHB
AFSBOQFKD QEB CIFDEQ M>QE LC > PT>0J

2FJFIS0IV K QEB 4 2 FP ABMBKABK( LK ?>@HBKA MOL@BPPFKD QL
PRMMLOQ AB@FPFLK MOL@BPPBP QEBK ABKVFKD QEB IFKH ?BQTBBK QEB 4 2
>KA QEB ?>@HBKA MOL@BPPBP TFIl E>SB >K L?SFLRP B(CB@Q  @LJIMBOBK(
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>0@EFQB@Q TFII E>SB MOLD0>JJBA FK C>FIP>CB AB@FPFLKP FK QEB BSBK(
LC > ILPQ IFKH j CLO@FKD QEFP LRQ@LJIB J>V LO J>V KLQ ?B > ABPFOBA
LRQGLJIB 2MLLCFKD QEB IFKH >KA OBMI>@FKD QEB >RQEBK(F@ ?>@HBKA
MOL@BPPFKD TFE >IQBOK>QFSB MOL@BPPFKD J>V ?B > JLOB ABPF0>?IB
LRQGLIB FC FQ @>K ?B >@ALIMIFPEBA MOL?>?IV SBOV AFCCF@RIQ FC
MLPPF?IB >Q >II  JFAAIB IBSBI >00>@H TEBOB QEB IFKH FP ABDO>ABA
0L QEB MLFKQ QE>Q QEB AB@FPFLK @V@IB PILTP ALTK PIDKFCF@>KQIV @>K
7B QEB JLOB ABPF0>?IB LRQALIB >P FQ MOLSFABP QEB ** 4 2 LMBO>QLO
>AAFFLK>I GFJB QL MROPRB QEB " 4 2 JFPPFLK L2B@QFSBP

YLQQLJ IFKB  RKABOPQ>KAFKD QEB IBSBI >KA @LJIMIBUFQV LC LK?L>0A
FKOBIIFDBK@B FP >K FIMLOQ>KQ M>0Q LC ** 4 2 MISKKFKD

IDL , :CH>C<>H _H:9 ID ,JEEDGI . , (E:G6I>DCH

-QEBO BIBIBKQP LC QEB 4 2 FKCLOJ>QFLK MOL@BPPFKD >0@EFQB@QROB
0E>( >0B MLQBKQF>I Q>0DBQP CLO ** 4 2 >@QFSFQFBP FK@IRAB QEB PBKPLOP

4 2 PP ?IFKA >KA AB>C TFELRQ PBKPLOP FKQBO>@QFKD TFE (EB
BKSFOLKJBKQ >KA MOLSFAFKD A>Q> >?LR( QEB BKSFOLKJBK( QL QEB
@LKQOLI PVPQBIP 2BKPLOP FK@IRAB QEBOJLJIB(BOP ?>0LJIBQBOP SFPR>I
PMB@QORJ @>JBO>P JRIQFPMB@Q0>I PBKPLOP TFKA PMBBA PBKPLOP
EVAOLJBQBOP >KA >P J>KV LQEBO QVMBP LC PBKPLOP >P @>K 7B
FI>DFKBA 2LJB LC QEBPB J>V MOLSFAB A>Q> QL BUQBOK>I PVPQBJIP
PR@E >P K>SFD>QFLK >FAP L0 FKQBIIFDBK@B A>(> @LIIBEQFLK PVPQBIP TEFIB
LOEBOP J>V MOLSFAB A>Q> PLIBIV CLO RPB ?V QEB 4 2

$>@E LC QEBPB PBKPLOP PELRIA ?B @LKPFABOBA >P MLQBK(F>I Q>0DBQP
CLO™ 4 2 >@QFSFQFBP ""LKCRPFKD PBKPLOP QE>Q PRMMLOQ K>SFD>QFLK J>V
@>RPB > 4 2 QL (>FIP>(B FKQL >K >RQLJI>0BA OBQROK QL ?>PB MOLCFIB
#BKVFKD (EB FK(BIIFDBK@B A>(Q> D>QEBOFKD PBKPLOP J>V KLQ AL JR@E
0L QEB CIFDEQ LMBO>QFLKP LC QEB 4 2 ?RQ TLRIA ABDO>AB LO ABKV (EB
BCCBAQFSBKBPP LC QEB JFPPFLK  YFK>IIV >QQ>@HFKD QEB PBKPLO PVPQBJIP
QELRDE BIB@QOLKF@ JIB>KP QL MEVPF@>IIV ABDO>AB LO ABPQOLV QEB >@QR>|
PBKPFKD >MM>0>QRP MOLSFABP > JLOB BKAROFKD BCCB@Q QE>Q (EB
>ASBOP>0V TLRIA E>SB > E>0AB0 (F.JB 0BALSBOFKD (0L J

(K PRIJ>0V (QEBOB >0B JLOB LMQFLKP QL ** 4 2 QE>K PFIMIV
PELLOFKD QEB PVPQBJIP LRQ LC QEB PHV  IQELRDE QE>Q FP >IT>VP >K
LMQFLK

,JBB6GN
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4 2 LMBO>QFLKP >0B @LJIMIBU PVIMELKFBP LC >@QFSFQFBP LC J>KV

LMBOSQLOP ?LOE >RQLJI>QBA >KA ERJ>KP 4KABOPQ>KAFKD >KA
>K>IVIWFKD FKQBOC>@BP @>K MOLSFAB QEB ** 4 2 JFPPFLK MI>KKBO THE
J>KV LMMLOQRKFQFBP CLO SRIKBO>?FIFQV BUMILFQ>QFLK (K OB>AFKD
QEOLRDE QEB 0BPQ LC QEFP ?LLH QEFKH >?LRQ ELT B>@E BIBJIBKQ CFQP FKQL
> 1>0DB0 >K>IVPFP

*J:HI>DCH ;DG +:;A:81>DC

#F>D0>J (EB IFHBIV @LLOAFK>QFLK @LJ IRKF@>QFLKP KBQTLOH CLO >
4 2PT>0J (ABKORCV MLOBKQF> MLFKQP LC @LIMOLJFPB QE>Q
TLRIA ABDO>AB QEB PT>03 >@QFSFQV
#BP@OF?B (EB MOL?>?IB BCCB@Q LC 6>J JFKD QEB DOLRKA QL 4 2
@LKQOLI IFKH
SUMI>FK QEB @LKQOF?ROFLK QE>Q FKCLOJ>QFLK QB@EKLILDYV J>HBP QL
SROLKLJLRP 4 2 LMBOS(FLKP
8LRO PFAB P FK > QBKPB DBLMLIFQF@>I @LKCIF@Q TEBOB ?LQE PFABP
>0B RPFKD 4 2P (L PROSBFI QEB PFQR>QFLK 3EBOB FP MOBPPROB (L
>SLFA BP@>I>(QFKD QEB @LKCIFAQ 2V BKD>DFKD FK LSBOQIV ELPFIB
SOQFLKP = LTBSBO FQ FP KB@BPP>0V QL JLSB PLIB JFIFg>0V CLO@BP
FK LOABO QL ?B ?BQQBO MLPFQFLKBA QL 0B>@Q FK @>PB QEB PFQR>(FLK
ABDO>ABP , LSBJBK( PB@OB@V FP ABPFOBA TEFGE JB>KP QE>Q
PLJIB JB>KP JRPQ ?B CLRKA (L ABKV QEB >ASBOP>0VIP
PROSBFII>K@B @>M>?FIFQFBP TEFIB QEB JLSB FP Q>HFKD MI>@B 3EB
HKLTK @M>?FIFQFBP LC QEBFO 4 2 PROSBFII>K@B PVPQBIP FK@IRAB
0>A>0P >KA SFPR>I PMB@QORJ @>JB0>P TFQE SFABL @>M>?FIFQFBP
3EB A>(> P @LIIBAQBA LK?L>0A QEB 4 2 >KA RMIL>ABA QL > EFDE
>IQFQRAB 0BI>V PVPQBJ TEF@E PBKAP FQ QEOLRDE LQEBO OBISVP (L
0EB >ASBOP>0V FKQBIIFDBK@B A>Q> MOL@BPPFKD @BKQBO S8LRO ?LPP
E>P >PHBA VLR QL @LJB RM TFE > ** 4 2 MI>K QE>( FP KLK
>DDOBPPFSB ?R( TEFGE MOLSFABP @LSBO CLO QEB (L0O@B JLSBJIBKY
GE>Q LMQFLKP @>K VLR MOLSFAB CLO ** 4 2 >@QFSFQFBP FK QEFP
P@BK>0FL

PMV E>P 0BSB>IBA QE>( 3EB %I>JFKD 00LT QBOOLOFPQ DOLRM P
MI>KKFKD LK RPFKD 4 2P FK > PT>0J CLOJI>(FLK ABPFDKBA QL
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>MMB>0 >P > CIVFKD >00LT QL ABIFSBO J>KV PJ>II BUMILPFSB
ABSF@BP (L > HBV BKBODV DBKBO>QFLK KLAB 3EFP KLAB IFBP TFQEFK
> ABKPBIV MLMRI>QBA >0B> QE>Q PMOB>AP LRQCLO  JFIBP 0>AFRP
3EBOB FP > M>0H LKB JFIB >T>V (0LJ QEB (>0DBQBA KLAB _K@B
0EB 4 2 PT>0J FP I>RK@EBA >KA 0BIB>PBA FKQL >ROLKLJLRP
JLAB (EB BUMILPFSBP TFIl ?B >0IBA TFE ABQLK>(FLK L@@ROOFKD
RMLK @LIIFPFLK TFQE PLJB LQEBO L?(B@Q 3EB 4 2P QL ?B RPBA
TFII 2B PI>Il @>M>?IB LCCIVFKD  JFIBP MBO ELRO CLO > AFPQ>K@B
LC JFIBP TEFIB RKABO IL>A 3EBOB TFII 2B >MMOLUFJI>(BIV
4 2PFKQEB PT>0J CIVFKD >MMOLUFIJ>QBIV  CBBQ >?LSB QEB
DOLRKA $>@E 4 2 E>P > ?>PF@ AB@FPFLK PRMMLOQ PVPQBJ
LK?L>0A QE>Q >IILTP CRIIV >RQLKLILRP JFPPFLK BUB@ROFLK LK@B
I>RK@EBA —>SFD>QFLK FP >@@LIMIFPEBA QEOLRDE FJ>DB ?>PBA
0BOO>FK CB>QROB OBALDKFQFLK TEBOB QEB SFPR>I A>(> FP @LIIBAQBA
QEOLRDE @>JB0>P >KA @LIM>0BA (L LK?L>0A J>MP 3EB IB>A
4 2 BPQ>?IFPEBP QEB OLRQB ?RQ B>@E LCQEB 4 2 FP @>M>?IB LC
K>SFD>QFKD FKABMBKABKQIV 3EB PMV E>P 0BSB>IBA QEB PQOR@QROB
LC QEB AB@FPFLK PRMMLOQ PVPQBJ MOL@BPPBP TEFGE FK@IRABP QEB
CLILTFKD ORIB  FC>PT>03 JBJ?B0 QL QEB OFDEQ JLSBP THEFK
(BBQ AFPQ>K@B JLSB QL QEB IBCQ RKQFI  CBBQ PBM>0>QFLK FP
J>FKQ>FKBA 8LR0 @E>IIBKDB FP QL ABPFDK > ** 4 2 (L @>RPB (EB
4 2 PVPQBJ (L AFSBOQ QL QEB M>0H 0>QEBO QE>K EFQ QEB BKBODV
KLAB *BBM FK JFKA QE>Q VLR ALKIQ HKLT TEBOB QEB I>RKGE
MLFKQ FP ?RQ VLR HKLT FQ E>P QL ?B PLIBTEBOB TFQEFK QEB CIFDEQ
M>0>JBQBO IFIFQ>QFLKP  IPL HBBM FK JFKA QE>Q ABPQOR@QFLK LC
>KV 4 2 TFI @RPB QEB ?LJ? QL ABQLK>QB 8LR0 DL>I FP (L
JFKFIAB QEB A>J>DB >KA HBBM QEB ?LJ?P >T>V (0LJ ?LQE QEB
BKBODV KLAB >KA QEB MLMRI>QBA >0B>P

+:;:6:C8:H
FO%LO0@B3B@EKLILDV @LJ )RKB The 10 longest range
unmanned aerial vehicles (UAVs). 1BQOFBSBA )>KR>0V (oLJ

FO%LO@B3B@EKLILDV @LI  EQQMP  TTT >FOCLO@B QB@EKLILDV @LJ
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(B>QROBP CB>QROBQEB QLM ILKDBPQ 0>KDB RKJ>KKBA >BOF>I
SBEF@IBP R>SP

TROPWQBFK  $ .V Attacks against machine learning —
an overview. 1BQOFBSBA )>KR>0V (OLJ 'ILD (
EQQMP  BIFBKBQ ?ILD >F >QQ>@HP >D>FKPQ J>@EFKB IB>0KFKD >K
LSBOSFBT

"L>J 1 Boyd: The Fighter Pilot Who Changed the Art of
War. —BT 8LOH ">Q@EBQ(B !'LLH &OLRM

%FPEBO ) )>KR>0V The Best Drones for 2020. 1BQ0OFBSBA
)>KR>0V (oLg /' ,>D>WKB EQMP  TTTM@I>D@ELI
MF@HP QEB ?BPQ AOLKBP

%LOPIFKD ** JRIV I'm So Sick of the OODA Loop. 1BQOFBSBA
—-LSBJ?B0 (oL 3>PH >KA /ROMLPB
EQQMP  Q>PH>KAMROMLPB @LJ @>PB >D>FKPQ LLA> ILLM

&>37?08Il ) )>KR>0V ""0>PE J>V ?B DOFJ B@EL LC 42
ALTKFKD LC (0>K CIFDEQ FK Minnesota Star Tribune M

&LBI %B?0R>0V How Does Siri Work? The Science
Behind Siri. 1BQOFBSBA )>KR>0V (OLJ , >DLLPE #>0> 2@FBK@B
1LD EQOMP  J>DLLPE @LJ A>Q> P@FBK@B PFOF TLOH P@FBK@B
?BEFKA PFOF

&0>V 1 . >00E Lies, propaganda and fake news: A
challenge for our age. 1BQOFBSBA )>KR>0V COLJ 11°* %RQROB
EQQMP  TTT ?2?@ @LJ CRQROB >0QF@IB IFBP MOLM>D>KA>
>KA (>HB KBTP > DO>KA @E>IIBKDB LC LRO >DB

&0BBK )>KR>0V Driver Reaction Time. 1BQOFBSBA
)>KR>0V coLJ 5FPR>I $UMBOQ
EQQMP  TTT SFPR>IBUMB0Q @LJ 1BPLRO@BP 0B>@QFLKQFIB EQJI

=>|IL0>K 1 JRIV  3EB #LTKFKD LC %IFFDEQ New York
Times M

"R>KD )>KR>0V A Holistic Approach to Al. 1BQOFBSBA
)>KR>0V coLJ OF “R>KD 1BPB>0QE

EQQMP  TTT L@C ?BOHBIBV BAR [>0FER>KD >@>ABJF@ OBPB>0QE
PQOLKD>F EQJI

)>3JBP 1 - @QL?BO Understanding Strong vs. Weak Al in
a New Light. 1BQOFBSBA )>KR>0V COLJ !BELJIFKD "RI>K (
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EQQMP  ?BALJIFKDERJ>K >F RKABOPQ>KAFKD PQOLKD SP TB>H >F FK
> KBT IFDEQ B? A

*BKOLK & %B?0R>0V Stock Market Crash of 1987
1BQOFBSBA )>KR>0V coLJ (KSBPQLMBAF>
EQQMP  TTT FKSBPQLMBAF> @LJ (QBOJP P PQL@H J>0HBQ
@0>PE >PM

+LLK ++** )>KR>0V  Loon.com 1BQOFBSBA )>KR>0V
(OLJ +LLK @LJ EQQMP  ILLK @LJ

. @"™>RPI>KA / —LSBJ?B0 Self-driving Uber car that
hit and killed woman did not recognize that pedestrians jaywalk.
1BQOFBSBA )>KR>0V LI - —-BTP
EQQMP  TTT K?@KBTP @LJ (B@E QB@E KBTP PBIC AOFSFKD R?BO
@>0 EFQ HFIIBA TLJ>K AFA KLQ OB@LDKFWB K

LFIBO $ * MOFI Multitasking: Why Your Brain Can't Do
It and What You Should Do About It. 1BQOFBSBA )>KR>0V (oLJ
, FIIBO  %FIBP  EQOMP  0>AFRP JF) BAR PFQBP ABC>RIQ CFIBP FJI>DBP
» FIIBO » RIQFQ>PHFKD MAC

» LFPBGBSP ( )RIV Poisoning attacks on Machine Learning

1BQOFBSBA  )>KR>0V (OLJ 3LT>0AP #>0> 2@FBK@B

EQQMP  QLT>0APA>(>P@FBK@B @LJ MLFPLKFKD >QQ>@HP LK J>@EFKB
IB>OKFKD (C @ A?
,LOD>K 3 / —LSBJ?B0 INTEL THROWS DOWN Al
GAUNTLET WITH NEURAL NETWORK CHIPS. 1BQOFBSBA )>KR>0V
(0LJ 3EB —BUQ /1>QCLOJ EQQMP  TTT KBUQMI>QCLOJ @LI
FKQBI QEOLTP ALTK >f D>RKQIBQ TFQE KBRO>I KB(QTLOH
@EFMP
—F@ELIP 1 * 1V>K ) ) 1V>K # ) Defending Your
Digital Assets Against Hackers, Crackers, Spies, and Thieves. —BT
8LOH , @&0>T “FlI
—R>K@B )>KR>0V ~ Dragon Speech Recognition Solutions.
1BQOFBSBA  )>KR>0V (0LJ —R>K@B  /OLAR@(P
EQMP TTTKR>K@B @LIJ A0>DLK EQJII
1FQE>0AP ** , >00E Boyd's OODA Loop: It's Not What
You Think. 1BQOFBSBA )RIV (0LJ %>PQ 30>KPFBKQP %FIBP
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EQQMP  C>PQQO>KPFBKQP CFIBP TLOAMOBPP @LJ
?LVAPOB>ILLA><ILLM MAC
1V>K ) ) 2BMQBJ?B0 Lecture Notes, EMSE 218/6540/
6537. ) ) 1v>K /BOCLOJBO &BLODB 6G>PEFKDQLK 4KFSBOPFQV
6>PEFKDQLK #"* 42
1V>K ) ) —-LSBJ?B0 Security Challenges in Network-
Centric Warfare. ) ) 1V>K /BO(LOJBO &BLODB 6>PEFKDQLK
AKFSBOPFQV 6&>PEFKDQLK #'" 42
2>JMPLK ! %B?0R>0V Stratospheric drone reaches new
heights. 1BQOFBSBA )>KR>0V (OLJ  BOLPM>@B 3BPQFKD
(KQBOK>QFLK>I EQQMP  TTT >BOLPM>@BQBPQFKDFKQBOK>QFLK>I @LJ
(B>QROBP PQO>QLPMEBOF@ AOLKB OB>@EBP KBT EBFDEQP TFQE
LMBO>QFLK ?BVLKA SFPR>I IFKB LC PFDEQ EQJI
3>0J , )>KR>0V Mind-reading Systems Could Change
Air Security . 1BQOFBSBA , >0QE (0LJ 3EB ROLO> 2BKQFKBI
EQQM  TTT >ROLO>PBKQFKBI @LJ KBTP K>QFLK>I
>00F@IB<@  A>> AC > B ? BEQJI
3LWWF ** - @QL?BO Is Cloud Al a Fad? . 1BQOFBSBA )>KR>0V
(OLJ (3/0L 3LA>V EQMP  TTT FQMOLQLA>Y @LJ @ILRA
@LIMRQFKD @ILRA >F C>A PELOQ@LJIFKDP @ILRA >O0QFCF@F>I
FKQBIIFDBK@B
5FK@BKQ ) MOFI MAGIC Al: THESE ARE THE OPTICAL
ILLUSIONS THAT TRICK, FOOL, AND FLUMMOX COMPUTERS.
1BQOFBSBA )>KR>0V (oL 3EB 5B0DB
EQQMP  TTT QEBSBODB @LJ >F >ASBOP>0F>|
FI>DBP CLLIFKD >QQ>@HP >O0QFCF@F>I FKQBIIFDBK@B
G>H>?7>V>PEF # , >00E Self-Driving Uber Car Kills
Pedestrian in Arizona, Where Robots Roam. 1BQOFBSBA )>KR>0V
(0LJ —BT 8LOH 3FJIBP EQQMP TTT KVQFIBP @LJ
QB@EKLILDV R?BO AOFSBOIBPP C>Q>IFQV EQJI
GFHFMBAF> #B@BJI ?BO Loon LLC. 1BQOFBSBA )>KR>0V
(OLJ GFHFMBAF> EQQMP  BK TFHFMBAF> LOD TFHF +LLK<++""
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Chapter 2. Understanding
C-UAS Purpose and Process

CANDICE CARTER

"CIGD9J8I>DC
#0LKB QB@EKLILDFBP >0B BSLISFKD O>MFAIV >KA KLQ PROMOFPFKDIV
@LRKQBO AOLKB QB@EKLILDFBP >0B >P TBIl "'LIB 3EB QEOB>Q LC

4 2 RPBA ?V FKPRODBKQP CLO PROSBFII>K@B L0 QL ABIFSBOV LC E>W>0ALRP
M>VIL>AP E>P FK@0B>PB

$>QE FKARPQOF>I OBSLIRQFLK E>P FK@IRABA @E>KDBP FK QEB
FKARPQOF>IFW>QFLK LC T>0C>0B K FKARPQOF>| OBSLIRQFLK FK@0B>PBP QEB
HFIIFKD MLTBO JL?FFV >KA MOLAR@QFLK LC TB>MLKP >ILKD TFQE QEB
DOLTFKD >AS>K@BJIBKQ LC QB@EKLILDV >KA MLMRI>QFLK 3EB %LROQE
(KARPQOF>1 1BSLIRQFLK E>P KLQ ?BBK AFCCBOBKQ QEBK MOBAB@BPPLOP FQ
@LKQFKRBP QL ?0FKD A0>J>QF@ @E>KDBP QL ELT T>0 FP T>DBA 3EB
>AAFQFLK LC PM>@B >KA @V?B0 >P ALI>FKP LC ?>QQIB E>P J>AB LRO TLOIA
JLO0B @LIMIBU QE>K BSBO ?B(LOB 4KJ>KKBA F0@0>CQ 2VPQBJP 4 2
>0B RKFNRB QEBV @>K ?B RPBA FK >II T>0 ALJ>FKP >0 I>KA PB> PM>@B
>KA @V?B0 FK PFKDIB LO JRIQFMIBU P@BK>0FLP 3EB QEOB>Q LC 4 2 FP QEB
PQOLKDBPQ JRIQF ALJ>FK ?>QQIBCFBIA TB>MLK LC LRO QFIB **LRKQBOFKD
QEFP BIJBODFKD QEOB>Q OBNRFOBP PQOBKDQE FK RKABOPQ>KAFKD ELT 4 2
FP RPBA CLO DLLA >KA BSFI QEB DOLTFKD QB@EKLILDF@>I >AS>K@BJIBKQP
LC4 2 >KA QEB >?FIFQV QL MOBAF@Q ELT 4 2 TFII BSLISB FK QEB CRQROB
3EB DIL?>1 I>0HBQCLO ** 4 2 FP QL QTL ?FIFLK ALII>0P ?V &IL?>I

BOLPM>@B 3B@ELILDV —BQTLOH

(K QBOJP LC @LIMIBUFQV LC ** 4 2 QEB PFWB LC 4 2 KBBAP QL ?B
Q>HBK FKQL @LKPFABO>QFLK 23>l 4 2 P4 2 @>K ?B RPBA FK >II T>0
>KA ALJBPQF@ ALJ>FKP 3EB P4 2 @>K @>00V > AB>AIV M>VIL>A ?B
RPBA QL FABKQFCV Q>0DBQP @LKCRPB PVPQBJIP >KA PBKA @0FQF@>l Q>0DBQ
FKCLOJ>QFLK P4 2 >0B FAB>| (LO >PVIJBQOF@ T>0C>0B TFE QEB
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@E>0>@QBOFPQF@P LC ?BFKD PQB>IQE MBOS>AFKD >KA FKBUMBKPFSB 3EB
@LIMIBUFQV LC P4 2 >P > JRIQF SB@QLO QEOB>Q >0B BKAIBPP @0B>QFKD
QEB 1>0DBPQ @E>IIBKDB FK QEB "*LRKQBO 4KJ>KKBA F0@0>CQ 2VPQBIP
" 4 2 FKARPQOV +>0DB0 4 2 TEFIB IFJFQBA FK QEOB>Q SB@QLOP E>P
MOLSBK QL ?B >K >PPBQ FK ?>QQIB +>0DB 4 2 @>K >IPL @>00V > AB>AIV
M>VIL>A ?B RPBA QL FABKQFCV Q>0DBQP @LKCRPB PVPQBJIP >KA PBKA
@OFQF@>1 FKCLOJ>QFLK =LTBSBO QEBV >0B MOBAF@Q>?IB FK BUB@RQFLK LC
QEBPB @>M>?FIFQFBP 4 2 @>K >IPL ?B PBDJBKQBA FKQL MOFS>QB
@LIJIBO@F>I >KA JFIFQ>0V 3EBPB SBOQF@>IP E>SB PFIFI>OFQFBP >KA
AFCCBOBK@BP ELTBSBO LSBO>II QEB @LJJLK @E>0>@QBOFPQF@ FP QEBV >0B
> S>IFA QEOB>Q SB@QLO

><JG: AD8@ D; GDC:H>CI=: >G

2LR0@B 1RCC
G>K>C< ;DG8:H ;DG >C8G:-6H>C< I=: 9:B6C9 ;DG . ,
4 2 @>K ?B ?BKBCF@F>I TEBK RPBA (CLO DLLA <“LTBSBO QL
RKABOPQ>KA QEB KBBA CLO ** 4 2 QEB IBSBI LC QEOB>Q LC 4 2 MLPBP

E>P QL ?B @LKPFABOBA +LT @LPQ E>P J>HBP 4 2 TFABIV >Q0>FK>?IB >Q
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>I1 IBSBIP LC QEB MLMRI>QFLK 3EB BSLISFKD OFPHP LC 4 2 RPBA (LO BSFI
FK QEB JFIFQ>0V QEB>QBO >KA ELJBI>KA . RQPFAB QEB JFIFQ>0V QEB>QBO
4 2 @K ?B RPBA CLO >Q0>@HP >D>FKPQ @OFQF@>I FKCO>PQOR@QROB
0BOOLOFPOF@ >QQ>@HP >KA (Q>0DBQ FKQBIIFDBK@B @LIIBEQFLK >KA >PPFPQ
JBJ?BOP LC LOD>KAWBA @OFJB (KPFAB QEB JFIFQ>0V QEB>QBO PJI>lI
OLIJIBOGF>l 4 2 @>K Q0>KPMLOQ @OFQF@>! PROSBFII>K@B A>Q> >KA
BUMILPFSBP CLO > QBOOLOFPQ DOLRM P (>0 ?>@H >P #>BPE JFIFQ>KQP
RPB #)( NR>AOLQLOP (LO OBALKK>FPP>K@B >D>FKPQ *ROAFPE CFDEQBOP
#B(BK@B FO

3EB Q0>AFQFLK>I JIBQELAP LC FKQBOAF@QFLK PBOSB >P QEB ?>PB (LO QEB
BSLIRFLK LC AFPORMOFSB QB@EKLILDFBP KBBABA QL ?RFIA >K BNR>I
BSBKQR>IIV PRMBOFLO @LRKQBO.JIB>PROB QL OLDRB 4 2 **RO0BKQIV TEBK
> (EOB>QFKD 4 2 PFOR>QFLK @>K ?B JFOFD>QBA QEB QEOB>( E>P ?BBK JB(
TRE ABCBKPB JB>PROBP SBOPBP L(CBKPFSB @LRKQBOJB>PROBP 5F>?IB
0EOB>QP >KA >QQ>@HP LC 4 2 E>P IFJFBA QEB ** 4 2 PM>@B (L GRPQ
FKQBO@BMQFLK >KA ABQB@QFLK LC >Il PFWBP LC 4 2 ,FGEBI =
/OBAF@QFKD QEB QEOB>Q LC 4 2 FP (>0 (OLJ MBOCB@QFLK TFQE QEB D>M
DOLTFKD . CCBKPFSB PBAROFQV JB>PROBP >0B FAB>I QL E>SB FK MI>@B (L ?B
@LKPFPOBKQIV PRA@BPPCRI FK ABCB>QFKD QEOB>QP 3EB MOLDOBPPFLK LC **
4 2 (B@EKLILDFBP E>P QEB @E>IIBKDB LC HBBMFKD RM TFQE QEB BSLIRQFLK
LC4 2 ABCBKPFSBIV >KA LCCBKPFSBIV

., 6C91=: DJGI="COJIHIG>6A +:KDAJI>DC

3EB %LROQE (KARPQOF>I 1BSLIRQFLK FP @E>0>@QBOFWBA 2V >K
RKMOB@BABK(BA PMBBA P@>IB >KA PALMB LC QB@EKLILDF@>I @E>KDB
TRE DLSBOKJBK(P >0LRKA QEB TLOIA PQORDDIFKD QL >A>MQ QEBFO
SMMOL>@EBP QL MLIFQV >KA OBDRI>QFLK FK QEB (>@B LC (EBPB
Q>KPCLOJ>PFLKP  6LOIA $ELKLIF@ %LORJ 3EB  %LROQE
(KARPQOF>I 1BSLIRQFLK E>P KLQ ?BBK AFCCBOBKQ QEBK MOBAB@BPPLOP FQ
OLKQFKRBP QL 20FKD A0>J>QF@ @E>KDBP QL ELT T>0 FP T>DBA 3EB
SAAFFLK LC PM>@B >KA @V2B0 >P ALJ>FKP LC 2>QIB E>P J>AB LRO TLOIA
JLOB @LJIMIBU QE>K BSBO ?BCLOB 4 2 >0B QEB >FOPM>@B 4KJI>KKBA
F0@0>CQ 2VPQBJIP 4 2 >0B RKINRB QEBV @>K ?B RPBA FK >II T>0
ALJ>FKP >f0 ISKA PB> PM>@B >KA @V?B0 FK PFKDIB LO JRIQFMIBU
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P@BK>OFLP 3EB (QEOB>) LC 4 2 FP QEB PQOLKDBPQ JRIQF ALJ>FK
2>QQIBCFBIA TB>MLK LC LRO QFJB ""LRKQBOFKD QEFP BJIBODFKD QEOB>(
OBNRFOBP PQUBKDQE FK RKABOPQ>KAFKD ELT 4 2 FP RPBA (L0 DLLA >KA
BSFI QEB DOLTFKD QB@EKLILDF@>I >AS>K@BJIBKQP LC 4 2 >KA QEB >?FIFQV
0L MOBAF@Q ELT 4 2 TFII BSLISB FK QEB CRQROB 3EB DIL?>| J>0HB(Q CLO

"4 2P QL QTL 2FIFLK ALII>0P 2V &IL?>1 BOLPM>@B 3B@ELILDV
—BQTLOH
(K #B@BI?B0 > @LIJIBOGF> 4 2 ?BE>JB > QE0B>( >) &>QTFH

FOMLOQ 6&FQE LSBO PFUQV OBMLOQP LC 4 2 PFDEQFKDP KB>0 QEB ORKT>V
SFOMI>KBP > MOFLO FKARPQOF>I OBSLIRQFLK FKSBKQFLK TBOB RKABO
MLPPF?IB >QQ>@H COLJ FQP KBUQ BSLIRQFLK>0V @LJIMBQRQLO 3EB J>GLOFQV
LC JLABOK >FOMLOQP >0B KLQ MOBM>0BA QL OBPMLKA QL >K 4 2 >Q0>@H
KLO MOFLO QL QEFP DIL?>I FIM>@QFKD FK@FABKQ E>A KLQ QELRDEQ >?LRQ
4 2 >P > QEOB>Q !BK ,>0@0RP ""E>F0J>K LC FO,>M OB@LJIJIBKAP
@LI?FKFKD QL >K 4KJ>KKBA 30>CCF@ , >K>DBJBKQ 43, PVPQBJ TRE
> 4 2 PVPQBJ QL @LIMIBQB QEB >FOPM>@B LMBO>QFLK BKSFOLK.JBK(Q

» >00RP 3EB FKQBDO>QBA PVPQBJ TFII PRMMIV FKCLOIJ>QFLK
0BI>QBA QL >KV >F0@0>CQ ABQB@QBA ?V '* 4 2 FP BURE>KDBA TF(E QEB
43, PVPQBJ >KA O0BJLQBIV FABKQFCFBA >P BFEBO @LII>?L0>QFSB
OBDFPQBOBA LO KLK @LII>?L0>QFSB OBNRFOFKD FKQBOSBKQFLK , >0@RP

&>(TF@H FP LKB BSBKQ LC >K >FOMLOQ C>@FKD QEB QEOB>Q LC >
OLDRB AOLKB $SBKQP LC 4 2 QE0B>Q E>SB L@@ROOBA DIL?>IIV FK@IRAFKD
—BT 8LOH >KA #R?>F GEFIB 4 2 FP TFABIV 0B@LDKFWBA >P M>0Q LC QEB
CLROQE FKARPQOF>I OBSLIRQFLK ** 4 2 KBBAP QL ?B >@HKLTIBADBA >Q >l
IBSBIP >P M>0Q LC QEB OBSLIRQFLK FK LOABO QL BSLISB >Q QEB 0>MFA 0>(B
KB@BPP>0V QL J>Q@E (EB >AS>K@BIBK(P L 4 2 3EB RPB LC LKB SB@QLO
LC " 4 2 TFI KLQ PLISB >K FPPRB LQEBO AFPORMQFSB QB@EKLILDFBP TFII
E>SB QL ?B @LJ?FKBA QL QET>00 QEFP CLROQE FKARPQOF>| OBSLIRQFLK

><JG: --&6C9 . ,
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i Tesfl:: Soroesy LIRS Traffe Marssred Alrgeacs e
Platiom A it

2LRO@B (JI>DB FO,>M ,>0@RP

SHGJEIK: 1:8=CDAD<>:H I=61 LM >CCDK6I: 1=: ;J136:D; . ,

AFPORMQFSB QB@EKLILDV P LKB QE>Q MOLSFABP > KLK QVMF@>I
OBG@EKLILDF@>I PLIRQFLK QL PFIMIFCY LRO BSBOVASV IKB 4 2 @>K 2B
OLKPFABOBA LKB LC QEB RIQFJI>QB AFPORM(FSB QB@EKLILDFBP LC LRO (FIB
4 2 E>P ?BBK (QEB JLPQ AVK>JF@ DOLTQE PB@LO LC QEB DIL?>I
>BOLPM>@B FKARPQOV FK QEB I>PQ LKB AB@>AB 3EB MOBPBKQ A>V 4 2 FP
>K >J>ID>J>(FLK LC >AS>K@BP J>AB FK AFCCBOBKQ AL J>FKP LC PAFBK@B
>KA (B@EKLILDV PR@E >P @LJIMLPFB J>(BOP>IP  >BOLAVK>JF@P
OLIJIRKF@>QFLK PVPQBJIP 0>A>0P MOLMRIPFLK PVPQBIP MOB@FPFLK
K>SFD>QFLK PVPOBIP PBKPLOP AFDFQ>I PFDK>I MOL@BPPFKD >KA PL LK
2E>03> 3EBPB @E>0>@QBOFPQFAP >0B QORB CLO ** 4 2 GEBK
OLIPFKFKD ** 4 2 TRE >00FCF@F>I FKQBIIFDBK@B >KLQEBO AFPORMOFSB
0B@EKLILDV QEB >?FIFQV QL BUQBKA CIFDEQP FABKQKV >KA 0BJIBJ?BO
L?(BA0P >KA RKABOPQ>KA >KA @LIIB@Q FKQBIIFDBK@B

3EB AKCCFGRIQIV LC Q>PHP CLO ** 4 2 DOLTP >IJLPQ AV >P
OBG@EKLILDV @LKQFKRBP QL BSLISB > > 0>MFA M>@B  Q QEB (F.JB LC QEFP
TOFFKD QEB BCCLOQ QL HBBM >EB>A LC QEB @ROSB > (FIBP FP
LSBOTEBIJFKD
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/OLSBK P QEB FKPQ>?FIFQV LC RPFKD LKB QUMB LC QB@EKLILDV CLO
@LRKQBOFKD 4 2 3EB Q0>AFFLK> JBQELA LC EFDE MBOCLOJ>K@B 1>AFL
%OBNRBK@V 1% FP > QEFKD LC QEB M>PQ #B>C AOLKBP LO AOLKBP QE>Q
AL KLQ CLIILT QEB M>QQBOK LC IF?050V LC PLRKAP CLO >@LRPOF@ PBKPLOP
ABJLKPQO>QB 1% FP KLQ BCCB@QFSB >P > @LRKQBOFKD JBQELA  KLQEBO
BU>JMIB FP QEB @LJ?FK>QFLK LC $IB@QOL - MQF@>I PVPQBIP $. THE
(KCO>0BA 2BKPLO (1 @>KKLQ PR@@BPPCRIIV AFPOFKDRFPE > 2F0A (OLJ >K
SFOMI>KB FK 20L>A ASVIFDEQ , FOEBI ™ 3ERP @>RPFKD > DOB>(
AB>| LC C>IPB MLPHFSBP OBKABOFKD (QEB ABQB@QFLK RKOBIF>?IB >KA
RKRP>?IB #B0B@QFLK QB@EKLILDV JRPQ BSLISB QL ?B >?IB QL MOLMBOIV
FABKQFCV QEB (>0DBQ 4 2 ABPMFQB TB>QEBO (FJB LC ASV >KA L0 PLRKA
MLIRQFLK %L0 BU>JMIB >Q > I>0DB PMLOQFKD BSBKQ QEB >FOPM>@B J>V
7B @OLTABA TFE IBDFFI>(B >BOF>I @FKBJ>QLDOSMEV AOLKBP QE>Q AL
KLQ MLPB > PB@ROFQV OFPH , F@EBI ™ (K QEB JFIFQ>0V QEB>QBO
" 4 2 PVPQBJ QE>Q @>KKLQ QBII QEB AFCCBOBK@B ?BQTBBK >IIFBA >KA
>ASBOP>0V RKJI>KKBA >F080>C) @LRIA >@@FABKQ>IIV PELLQ ALTK
(OFBKAIV AOLKBP ,FQEBI = 3EBOBCLOB (EB '* 4 2 PVPQBJ
TFII KBBA QL ?B >?IB QL 0B>A FKQBK( LC QEB FK@LJIFKD 4 2 CLOGFKD QEB
KBBA CLO QEB AFPORMQFSB QB@EKLILDV LC OQFCF@F>I (KQBIIFDBK@B  (

MMIVFKD @LRKQB0OJB>PROBP >IPL @LJBP TFQE IBD>I FIMIF@>QFLKP (K
0EB QEB>QBO MB>@BQFJB SBOPBP T>0QFJB RPBP LC '* 4 2 ACBOBK(
MLIF@FBP >MMIV ?V @LRKQOV I>T 3EB JBQELA LC ** 4 2 @LRIA >IPL ?B
> (>@QLO FK IBD>IFQV (C ** 4 2 FP RPBA >P > J>Q0B0O LC MR?IF@ P>CBQV
SBOPRP JFIFQ>0V BKD>DBJBKQ *"LRIA FKKL@BKQ ERJ>K IFCB ?BFKD >Q OFPH
LRQTBFDE > ABCBKPFSB JB>PR0B

—-=: "::9;DG"CCDK6I>DC D; -,

(K @LIJIBO@F>I 4 2 KBT ABSBILMJIBKQP FK@IRABA
T>QBOMOLLCFKD OL?LQF@ >0JP >KA CRK@QFLK>IFQV QL 0BILQBIV @LKQOLI
QEB 4 2 (0LJ JL7?FIB ABSF@B 3EBOB T>P QEB FKQOLAR@QFLK LC > ML@HBQ
PFAWB AOLKB QE>( @LRIA FABKQFCY >K L?26B@Q 0BJIBJI?BO F) CLO Q0>@HFKD
>) > [>QB0 (FJIB 3LA>V @LJIJIBO@F>I 4 2 QBEEKLILDV E>P ABSBILMBA
QL FK@IRAB PBKPB >KA >SLFA @>M>?FIFQV >O0QFCF@F>I FKQBIIFDBK@B QL IB>0K
M>QQBOKP COLJ @LIIB@QBA A>Q> >KA ORK MOB MOLD0>JJBA CIFDEQ M>QE
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(K 0L IBO@F>I AOLKBP TFIl E>SB PE>OMBO MFGQROB  SFABL NR>IFQV
DOB>QBO PQLO>DB ILKDBO CIFDEQ QfJB >II M>@HBA FKQL > ABSF@B QE>( FP
PI>IIBO QE>K >K F/ELKB

LFFQ>0V ™ 4 2 E>P QU>ARFLK>IIV CLARPBA LK 1% >KA &/2 %RQROB
JFIFQ>0V ** 4 2 THI KBBA QL >AAOBPP PMBBA B>PB LC FKPQ>IISQFLK
MOB@FPFLK ABQB@QFLK B>PB LC JL?FIFQV >KA SBOPS(FIFQV [>0DB PJI>I
4 2 PT>0JP BQ@ ,FIFQ>0V " 4 2 E>SB CLG@RPBA LK ABCBKAFKD
>D>FKPQ I>0DB 4 2 SBOPBP P4 2

GRE (EB 0>MFA FKKLS>QFLK >KA RPB LC @LJIJBOGF>l 4 2 ™ 4 2
KBBAP QL KLQ LKIV J>Q@E ?RQ BUGBBA CRK@QFLK>IFQV QL ?B > PR@@BPPCRI
OLI?>Q>K) 3EB FAB>I CRQROB ** 4 2 TFIl RPB >0QKCF@F>I FKQBIIFDBK@B

( >IDLOFEIP QE>( >RQLI>(B QEB ABQBEQFLK FABKQICFG>QFLK IL@>QFKD
>KA Q0>@HFKD LC AOLKBP TFE JFKFJ>I C>IPB ABQBAQFLKP >KA AFOB@QBA
BKBODV TB>MLKP QE>Q @>K JFFD>QB JRIQIMIB AOLKBP NRFGHIV >KA LO
PFIRIQ>KBLRPIV &IL?>I BOLPM>@B 3B@ELILDV —BQTLOH

3EBOB FP > KBBA FKQBD0>0B JRIQFMIB QB@EKLILDFBP QL @LJ?>Q QEB
JRIGMIV SB@QLOP LC >QQ>@H CLO BU>JMIB >K(QF PT>0J @LJIMIBU
Q0>@HFKD PFDK>I (>JJFKD >?FIFQV QL ?B @BIIRI>0 @LKQOLIBA >KA
LMBO>QB FK > @LKDBPQBA >F0 Q0>(CF@ >0B> 3EB @LJJIBO@F>| RPBO
OLI IRKFQV TLRIA IFHB QEB CRQROB ** 4 2 E>SB CRK@QFLK>IFQV QL IL@>QB
AOLKB LMBO>QLOP >KA LMBO>QB LK LMBK >0@EFQB@QROB PLCQT>O0B QE>Q
SILTP CLO FKQBDOSQFLK FKQL BUFPQFKD PB@ROFQV PVPQBIP  &IL?>I

BOLPM>@B 3B@EKLILDV —BQTLOH

><JG: 4680 ,6<: . ,1% JIDB6I8 GDC: >HGJIEIDG
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2LR0O@B 'I>@H 2>DB K A

3EB 1I>0H 25DB " 4 2 4 27 +  RQLI>(F@ #0LKB #FPORMQLO FP
IB>AFKD QEB J>0HB( TFE C(RK@QFLK>IFOV 3EB 4 27 + ABQBGQP Q0>@HP
FABKQFCFBP >KA AFPORMQP 4 5P RPFKD > KBT QVMB LC ALMMIBO **LIM>@Q
2ROSBFII>K@B 1>A>0 **21  >0QFCFF>| FKQBIIFDBK@B >KA ILKD 0>KDB SFABL
Q0>@HFKD >KA 1% (>J JFKD GLIMLKBKQP 11>@H 2>DB KA  1I>@H 2>DB
T>P 0B@BKQIV >@NRFOBA 2V @LOK &OLTQE *"LIM>KFBP > MOFS>QB BNRFQV
(F0J 3EFP GLRIA FIM>@) QEB >AS>K@BIBKQ >KA AFOBAQFLK LC 11>@H
2>DB _QEBO ** 4 2 PQ>00 RM @LIM>KFBP FK 2FIFALK 5>11BV E>SB CBIQ
?>@HI>PE FK QEB CLOJ LC MOLQBPQP >KA @LAB ABIBQFLK ?>PBA LK
MLIFQF@>! >KA BQEF@>I ?BIFBCP LC QEB BIMILVBBP

- ,6C9 . ,*J6M;NG6HI=: ":L AD76A GBH +68:

0 QEB BKA LC GLOIA 6>0 (( J>0HBA QEB ?BDFKKFKD LC QEB >0JP
0>@B ?BQTBBK QEB 42 1RPPF> >KA OBPMB@QBA >IIFBP QL ?RFIA QEB ?BPQ
KR@IB>0 T>0C>0B MOLDO>J FK QEB TLOIA 20>00FKD FK @LRKQOFBP
@>JB QLDBQEBO >KA QEOLRDE > PBOFBP LC QOB>QFBP >KA FKFQF>QFSBP QEB
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DIL?>| PRMBOMLTBOP >KA QEBFO >IIFBP >DOBBA QL Q>HB PQBMP QL IFJIF)
>KA PQLM QEB @0B>QFLK LC KR@IB>0 JFPPFIBP >KA @>M JFIFQ>0V T>00FIB
FKSBKQLOV %LO QEFOQBBK VB>O0P 1RPPF> >KA (EB 42 AFA KLQ @E>KDB
QEBFO >MMOL>@E 2RPMFGFLKP 1BQ QL @0>@HP FK >DOBBJIBKQP >KA PILTIV
QEB BCCLOQ QL @LKQOLI >03P E>P @ORJ?IBA 3EB KBT >0JP 0>@B P KLQ
?BQTBBK QTL K>QFLK PQ>QBP FQFP ?B@LJIB > DIL?>I 0>@B >JLKD 1>0DB0
MI>VBOP QE>( QEOB>QBK KLQ LKIV B>@E LQEBO ?RQ >0B >II (>@B > @LIILK
RKMOBAF@Q>?1B QEOB>Q LC QBOOLOFP.J

1RPPF> E>P ABSBILMBA > @LJIMOBEBKPFSB PQO>QBDV CLO RPFKD 4 2
FK T>00>0B 3EB 1RPPF>K JFIFQ>0V MBO@BFSBP QEFP PQU>QBDF@ >MMOL>@E
CLOBJILPQ >P mKL @LK(Q>@Q T>0C>0Bn ABP@OF?BA >P > T>0 TEBOB 1RPPF>K
JFIFQ>0V @>K ABCB>Q) > ELP(FIB PQ>0B TFOELRQ QEB BKD>DBJBKQ LC
OBDRI>0 1RPPF>K CLO@BP 2E>0J> %B20R>0V 0EB >K(F AOLKB
CLO@BP ABSBILMJBK( ?V 1RPPF> OBIB>PBA QEBFO CFOPQ JL?FIB RKFQP M>0Q
LC QEB 0>AFL BKDFKBBOFKD CLO@BP >0JBA TFE QEB m*>PQ> 0>A>0
>KA >K >RLJI>(BA >F0 ABCBKPB @LKQOLI PVPQBJ  **2  1BKABQ)

*>p(> RPBP I>KAP@>MB CB>QROBP @LJ?FKBA TRE QEB >?FIFQV QL
JLKFQLO L26B@AQP QE>Q CIV >0 > ILT >IQFQRAB TFQE IFQQIB C>IPB MLPFQFSBP

ARPPFSIP m2FILHN ™" 4 2 @>K AB?FIFQ>(B (EB @LKQOLI @E>KKBIP
OLIIRKF@>QFLKP >KA (BIBJBQOV LC P4 2  KLQEBO 1RPPF>K ™ 4 2
PLIRQFLK @0B>QBA ?V QEB 2LWSBWAFVB &OLRM FP > 0>AFL BIB@QOLKF@
PVPQBJ ?>PBA LK >OQFCF@F>I FKQBIIFDBK@B QL CFDEQ FIIBD>l AOLKBP
1BKABQQ 3EFP "4 2 IB>0KP PQ>KA>0A
PFOR>QFLKP QL MOLAR@B PBIB@QFSB FIM>@QP LK L26BAQP $K>?IFKD QEFP **
4 2 (L J>HB ICOFBKA LO CLBI AB@FPFLKP ?>PBA LK >K >00>V LC PFDKP
PFORSQFLKP >KA QEB L?(B@QP ?BE>SFLO>I @E>0>@QBOFPQFGP  1BKABQQ

**ROOBKQIV QEB 4 2 FO %LO@B FP BI?>0HFKD LK > VB>0 LC QBPOFKD >KA
QO>FKFKD LC =FDE $KBODV +>PB0 GB>SMLK 2VPQBJIP = $+62 PRMMIFBA
2V 1>VQEBLK  @@LOAFKD QL 1>VQEBLKIP TB?PHB "$+62 P >K LMBK
>0@EFQB@QROB [>PBO TB>MLK PVPQBJ (E>Q @>K TLOH LK I>KA FK (QEB
>F0 >KA >Q PB> MOLSFAFKD ABDOBB @LSBO>DB 1>VOEBLK (K
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SAAFFLK QEB 42  FO %LO@B FP QBPQFKD +L@HEBBA , >0QFKIP  AS>K@BA
3BPQ "fDE $KBODV PPBQ 3"$—  >K >KQF AOLKB I>PB0 3~ $—
E>P QEB @>M>?FIFQV QL PELLQ ALTK JRIQFMIB CFUBA TFKD >KA OLQ>0V
AOLKBP 1>VQEBLKIP ABCBKPB @RPQLJIBOP >0B mIFHBKFKD AOLKBP QL QEB
FIMOLSFPBA BUMILPFSB ABSF@B ($# PFOR>QFLK  VB>0P >DL TEBK TB
P>T >K >ASBOP>0V Q>HB > 0B>AFIV >S>FI>?1B QBAEKLILDV >KA TB>MLKAWB
FQFK > ILT @LPQ T>Vn P>VP 3LAA Z0L?B0Q SF@B MOBPFABK(Q LC 1>VQEBLK
(KQBIIFDBK@B (KCLOJI>QFLK >KA 2BOSF@BP #RIIBP SFODFKF> *"LIB

><JG: +JHH>6IH $6HI16

2LRO@B 'BKABQQ

><JG: -, I>x= C:G<N%6H:G O:6EDC ,NHI:BH I %O,
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2LR0O@B  1>VQEBLK

3EB (>IF>K @LIM>KV (# (KDBDKBOF> #BF 2FPQBJF E>P @0B>QBA >
JFIFQ>0V DO>AB PVPQBJ — . #1.-$ 3EB PVPQBJ E>P ?BBK QBPQBA FK
""EFK> >KAFK —LOQE JBOF@> — - #1 . —$ E>P ?BBK 0BIB>PBA FK —LOQE

JBOF@> ?V > QEFOA M>0QV —LOQE #0LKBP CLO >l DLSBOKJBKQ >KA
@FSFIF>K MOLQB@QFLK >MMIF@>QFLKP —_ #1.-% RPBP $,/ MLTBOCRI
IJRIQF?>KA >IIFKD &/2 PMLLCFKD LO IFSB CFOB PVPQBJIP QL AFP>?IB
OBAFOB@Q LO ABPQOLV QEOB>QP 4 2 GBBHIV (Q>IV FP KLQ QEB LKIV
PJ>IIB0 @LRKQOV BUMILOFKD " 4 2 2FKD>MLOBIP 23 $KDFKBBOFKD
$IBEQOLKF@P +QA PBIIP > MLRKA 0>A>0 DRK MLTBOBA ?V >  MLRKA
?>Q00BOV ?>@HM>@H QE>Q @>K (>J > AOLKBIP &/2 PFDK>I >KA AFPORMQ
QEB O>AFL IFKH QL FQP LMBO>QLO ©&>lI HFBEI #BCBKPB E>P > CFOB
BIB@QOLKF@ 1>PBO QE>Q E>P > 0>KDB LC JLOB QE>K JFIBP >KA >IPL
@LJIBP FK > PJ>IIBO @FSFI SBOPFLK TFQE >?LRQ E>IC QE>Q 0>KDB &>l

<J6: i ", TC +C
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2LR0@B 4 2 6BBHIV

""EFK> ""BKQ0O>l 3BIBSFPFLK OBMLOQBA FK 2BMQBJ?B0 "EFK>
BOLPM>@B 2@FBK@B >KA (KARPQOV ""LOMLO>QFLK ** 2(** E>P ABSBILMBA
> @LRKQBO AOLKB PVPQBJ @LKPFPQFKD LC JRIQFMIB TB>MLKP >KA
BNRFMJIBKQ FK@IRAFKD I>KA ?>PBA OL@HBQP >KA AOLKB ERKQFKD AOLKBP
QE>Q @>K PELLQ ERDB TB?P >KA SBEF@IB ?>PBA ABQB@QFLK ABSF@BP
"E>K (K >) QEB ""EFK> FOPELT "* 2(*" PELT@>PBA >
SBEF@IB ?>PBA [>PBO TB>MLK @>lIBA +6 TEFGE @LRIA RPB >
AFOB@QFLK>l BJFPPFLK EFDE BKBODV I>PBO QL NRF@HIV FKQBO@BMQ J>KV

HFKAP LC >BOF>I Q>0DBQP ""E>K $>01V K FK  ?R #E>?F (EB
""EFKBPB m2FIBKQ "RKQBOn QEB ML0Q>?IB AOLKB HFIIFKD I>PB0 @>K PELLQ
(LI JFIBP , FIFQ>0V BOLPM>@B $IB@QOLKF@P "*EFKBPB PQ>(B

LTKBA /LIV 3BREKLILDFBP (K@ E>P > QOR@H JLRKQBA AOLKB ALTKFKD
1>PBO TFQE 0>KDB LCRM QL HFILJBQBOP

><JG: =>C6H %O
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2LR0O@B ""E>K
DC8AJH>DCH
3EB 0>MFAIV DOLTFKD FKARPQOV LC ** 4 2 FP > KBBABA CL0@B QL
@LI?>Q OLDRB 4 2 >@(FSFQV "* 4 2 >0B RPBA (L IL@>(B Q0>@H >KA
KBRQO>IFWB RKTBIOLJIBA 4 2 3EB DOLTFKD KBBA CLO ** 4 2 PM>KP
(OLJ QEB @LJIJBO@F>I QL QEB JFIFQ>0V PM>@B PFK@B QEB QEOB>Q LC
RKFABKQFCFBA 4 2 FK QEB @FSFI >KA JFIFQ>0V QEB>QBO FK@OB>PBP 3EB
FP KLQ >K FKQBOK>QFLK>I PQ>KA>0A CLO QEB ABPFDK LC ** 4 2 >KA KL(
>l " 4 2 PVPQBJP TLOH >P >ASBOQFPBA  ILKD TFQE BSLISFKD ** 4 2
QB@EKLILDV DIL?>I PQ>KA>0AP >KA MLIF@FBP TFII KBBA QL ?B ABSBILMBA
TRQ J>HB KL ?LKBP >?LRQ FQ QEB KBBA FP ?BFKD >AAOBPPBA %0LJ
6>JJIFKD OFCIBP QL DOLRKA FKPQ>II>QFLKP QE>Q CFOB KBQP > KBT OBMLOQ
I>VP LRQ QEB BUM>KPFSB GFIA 6BP) LC >K(F AOLKB QB@E BKQFQIBA mReport
on 537 Anti-Drone Systems Shows How Wild the Market Has
Becomen &>RIQ 1>0A 4KFSBOPFQV >IPL E>P >AAOBPPBA (QEB
""LRKQBO #0LKB 2VPQBJIP KA $AFFLK ,F@EBI = s

"“"E>MQBO  4KABOPQ>KAFKD ** 4 2 /ROMLPB >KA /0L@BPP Y



+:;:6:C8:H
1BKABQQ 2 Updates on Russian CUAS Capabilities and
Rising SUAS Capabilities. O0IFKDQLK **—  K>IVPFP >KA 2LIRQFLKP
1I>@H 2>DB KA Black Sage Technology C-UAS 1BQOFBSBA COLJ
11>@H 2>DB 3B@EKLILDV EQWMP  TTT ?I>@HP>DBQB@E GLJ
“ESK # 2BMQBJ?B0 Asia Times 1BQOFBSBA COLJ PF>
3FJBP ""EFK> #fDBPQ EQQMP  TTT >PF>QFJBP @LJ >0Qr@IB
@EFK> E>P PVPQBJP QL @LRKQBO AOLKB >QQ>@HP PLRO@B
"LIB 2 —LSBJ?B0 Military Embedded Systems
1BQOFBSBA COLJ , FIFQ>0V $J?BAABA 2VPQBIP 4KJ>KKBA 2VPQBJIP
EQQM  JFl BJ?BAABA @LJ >0QF@IBP @LRKQBO AOLKB QB@EKLILDFBP
>0B BSLISFKD QL @LRKQBO @LRKQBOJB>PROBP
#B(BK@B FO Counter UAS Efforts 1BQOFBSBA COLJ #BC(BK@B
FO EQMP TTT ABCBK@BFN @LJ BSBKQP @LRKQBOR>P ALTKIL>AP
@LRKQBO R>P BCCLOQP >K FKQBO>@QFSB QFIBIFKB QV J
&>RIQ #B@BJI?B0 Report-on-537-anti-drone-
systems-shows-how-wild-the-market-has-become 1BQOFBSBA (0LJ
TTT SF@B LI EQQMP  TTTSF@B @LIJ BK<RP >0QF@IB W ?7?
0BMLOQ LK >KQF AOLKB PVPQBJP PELTP ELT TFIA QEB J>0HBQ
E>P ?B@LJIB
&IL?>1  BOLPM>@B 3B@ELILDV —BQTLOH - @QL?BO
Unmanned Intelligent Aerospace 1BQOFBSBA (0LJ (KQBIIFDBKQ
BOLPM>@B  EQQMP  TTT FKQBIIFDBKQ >BOLPM>@B @LJ RKJI>KKBA
>0QF@IB @LRKQBO R>S R>P AOLKB J>0HBQ
*BIIBO ) 2BMQBJ?B0 Military Aerospace Electronics
Computers  1BQOFBSBA (0LJ  ,FIFQ>0V ~ BOLPM>@B  $IB@QOLKF@P
EQQMP  TTT JFIFQ>0V>BOLPM>@B @LJ @LJIMRQBOP >0QF@IB
QEOBB RP @LJIM>KFBP Q>HBLK @E>IIBKDBP LC
KBUQDBKBO>QFLK BIB@QOLLMQF@> >KA 0>AFLCOBNRBK@V PBKPLOP
+BF 9 —LSBJ?B0 China Daily 1BQOFBSBA (COLJ *"EFK>
#>FV  &IL?>1 EQM  TTT @EFK>ASHV @LI @K DIL?>I
@LKQOBKQ< EQJ
» >0@RP 1 )>KR>0V World Economic Forum 1BQOFBSBA
(0LJ O6L0IA S$ELKLIF@ %LORJ  $IBODFKD  3B@EKLILDFBP
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EQQMP  TTT TBCLORJ LOD >DBKA> PQBMP QL MOBSBKQ
0EB KBUQ D>QTF@H FK@FABK(

, FQEBI - #B@BJ?B0 The Washington Institute
1BQOFBSBA (0LJ (JMOLSFKD QEB OR>IFQV LC 42 ,FAAIB $>PQ ZLIFQV
EQQMP  TTT T>PEFKDQLKFKPQFQRQB LOD MLIF@V >K>IVPFP SFBT
@LRKQBO AOLKB @>M>?FIFQFBP FK QEB JFAAIB B>PQ >KA ?BVLKA >
MOFJBO

, FQEBI - —LSBJ?B0 The Center for the Study of
Drone at Bard College 1BQOFBSBA COLJ #0LKB *"BKQBO '>0A ""LIIBDB
EQQMP  AOLKB@BKQBO ?>0A BAR MOLGB@P @LRKQBO AOLKB PVPQBJP
MOL6B@Q @LRKQBO AOLKB PVPQBJIP

. FIQ>0V ~ BOLPM>@B $IB@QOLKF@P - @QL?BO Military
Aerospace Electronics  1BQOFBSBA (OLJ  , FIFQ>0V BOLPM>@B
$IBOQOLKF@P 4KJI>KKBA EQUMP  TTT JFIFQ>0V>BOLPM>@B @LJ

RKJ>KKBA >0Qr@IB @EFK> FK 0>@B CLO @LRKQBOAOLKB
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Toolkit: Accelerating the Drone Revolution. ""LILDKV &BKBS> 6LO0IA
$OLKLIF@ %LORJ

:: TLQE &>RIQ  ,FQEBI 0BCBOBK@BP >0B ?>PBA LK QEB P>JB OBMLOQ
COLJ Y>0A 4KFSBOPFQV 1 6RPQ TFQE AFCCBOBKQ BIME>PFP
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Chapter 3. Developing a
C-UAS Strategy Goals,
Options, Target Analyses,
Process Selection,
Operational Metrics
Approaches to Countering
UAS Activities (First
Principles)

H.C. MUMM
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3EB PQRABKQ TFII D>FK HKLTIBADB LK QEB @LK@BMQP >KA C0>JBTLOH
>P FQ OBI>QBP QL QEB MOL@BPP LC ABSBILMFKD >K BKA QL BKA *"LRKQBO
A4KI>KKBA BOF>l 2VPBJ " 4 2 3EB PQRABKQ TFII D>FK HKLTIBADB
QEOLRDE 0B>l TLOIA BU>JMIBP >KA > @>PB PQRAV >IILTFKD QEB PQRABKQ
QL RPB @0FQF@>I QEFKHFKD PHFIIP QL >MMIV IB>0KFKD QL JRIQFMIB ** 4 2
PFOR>QFLKP

T>HIDGN

G EBK AOLKBP ?B@>JB A>KDBOLRP @LRKQBO AOLKB O0BPMLKPBP E>A
QEBFO PQ>00 - KB LC QEB JLOB (>JLRP @LRK(BO AOLKB LMBO>QFLKP T>P
T>DBA >D>FKPQ QEB &B0J>K 5 IRWW ILJ? #RB QL FQP PMBBA >KA
PFWB QEFP T>P > ARCCF@RIQ AOLKB QL ABPQOLV 3EB !0FQFPE >FO ABCBKPB
RPBA >KQF >F0@0>CQ DRKP PQ>QF@ ?>IILLKP TEBOB QEB @>?IB T>P QEB HFlI
JB@E>KPJ >KA CFDEQBO >F0@0>CQ , FIFQ>0V EFPQLOV KLT -KIv
0EB C>P(QBPQ CFDEQBOP TLRIA AL PR@E >P QEB AB ™>SFII>KA , LPNRFL
TOFQFPE CFDEQBO >FO@0>CQ TLRIA ?B >IBOQBA >KA DRFABA QL (EB 5 2V

“ESMQBO  #BSBILMIKD >** 4 2
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DOLRKA 0>A>0 _K@B QEB CFDEQBOP FKQBO@BMQBA QEB 5  QEBV TLRIA
MI>@B QEBFO TFKDQFM RKABO QEB TFKDQFM LC QEB 5 3EB AFPORMQFLK FK
EB >fOCILT TLRIA ("M QEB 5  TEFQE TLRIA @>RPB QEB MOFJFQFSB DVOL
PQ>?FIANQFLK QL QRI?1B >KA PBKA QEB 5 @0>PEFKD QL QEB DOLRKA 3EB
CFDEQBOP TLRIA >IPL PELLQ ALTK QEB5  TEF@E T>P > OFPHV AB@FPFLK
>P QEB 5 @LRIA ABQLK>(B >KA >IPL ABPQOLV QEB >QQ>@HFKD CFDEQBO
/LP) GLOIA 650 (( OLRKQBO AOLKB (>@QF@P E>SB ?BBK JLPQIV >K(F
>f0@0>CQ DRKP

-, C6MHH G6B:LDG@

C6ANO>C< I=: —=G:6l

"*>0BCRI PQRAV TFII >IILT CLO >K FK ABMQE >K>IVPFP LC QEB QEOB>Q >KA
QERP > @OFQF@>I CFOPQ PQBM FK QEB MOL@BPP 1V >KPTBOFKD QEB NRBPQFLKP
FK QEB ** 4 2 >K>IVPFP ME>PB QEB OBNRFOBJIBK(P TFIl ?B ABQBOJFKBA
>KA > PLIRGFLK @>K ?B ABSFPBA QL ?RFIA >K >MMOLMOF>QB @LRKQBO
AOLKB PVPQBJ  , FPQ>HBP FK QEFP CFOPQ PQBM @>K OBPRIQ FK ABSBILMFKD
>K FKBCCB@QFSB PVPQBJ LO > PVPQBJI FK>MMOLMOF>QB CLO QEB 6L? 3EBOB
>0B PBSBO>I QMBP LC NRBPOFLKP QE>Q KBBA QL ?B >KPTBOBA TFEFK
QEB >K>IVPFP PQBMP TE>Q FP QEB K>QROB LC QEB QEOB>) TE>( >0B (EB
>BOLAVK>JF@ >?FIFQFBP LC OEB QEOB>Q TE>( FP QEB LSBO>II ABPFDK LC QEB
QEOB>Q FP FQ > PFKDRI>0 LO JRIQFMIB BKQFQV QEOB>Q P TBII >P TE>( FP QEB
K>SFD>QFLK JBQELA RPBA ?V QEB QEOB>Q
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3EB >K>IVPFP KBBAP (L FK@IRAB >KPTBOP QL QEB CLIILTFKD NRBPQFLKP
GE>( FP 0EB K>QROB LC QEB AOLKB QEOB>Q (P FQ (RPQ PROSBFII>K@B
(P FQ OBALKK>FPP>K@B (P FQ AFOB@QFKD CFOB PRMMLOQ (P FQ > *>JFH>WB
AOLKB *>JFH>WB AOLKB @>K 2B >P PJ>Il >P > @LIJIBOGFI
NR>A@LMQBO TFQE BUMILPESBP LK?L>0A QL > PFDKFCF@>KQIV 1>0DBO >FOB0>C)
L0 BSBK @ORFPB JFPPFIB  #LBP QEB AOLKB E>SB QEB >?FIFQV QL OBIB>PB
TB>MLKP >KA OBQROK ELJB (C QEB SBEF@IB fP BNRFMMBA THE >
T>0EB>A @>K F) ?B ABQLK>QBA FK CIFDEQ (P QEB AOLKB ABIFSBOFKD

J ""ESMQBO  #BSBILMFKD > ** 4 2 200>QBDV &L>IP _ MQFLKP 3>0DBQ
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@OLKQO>?>KA FQBJP LSBO > ?>00FB0 2J>Il AOLKBP >0B @LJJLKIV RPBA
QL AOLM @LKQO>?>KA AORDP LSBO MOFPLK T>IIP IFBPB@HB - K@B
QEB K>QROB LC QEB QEOB>Q FP ABQBOJFKBA QEB KBUQ PQBM FP QL ABQBOJFKB
QEB >BOLAVK>JF@ @>M>?FIFQFBP LC QEB QEOB>(Q

-C9:GHIBCO>C< I=: :GDONC6B>8H D; I=: —=G:6l

3EBPB NRBPQFLKP PELRIA FK@IRAB >P JR@E FKCLOJI>QFLK >P MLPPF?IB
>?LRQ QEB LOCBKAFKD AOLKB P ~LT (>PQ “LT EFDE 6E>( FP (EB
0>KDB GE>Q FP FQP M>VIL>A @>M>@FQV P QEB PMBBA LC QEB AOLKBP
FK@OB>PBP (QEB MLQBKQF>I OBPMLKPB JBQELAP AB@OB>PB P QEBPB
NRBPQFLKP >0B >KPTBOBA QEB BUMBKPB >KA IBSBI LC BCCLOQ QL ABSBILM
QEB ABCBKPB @>K ?B ABQBOJFKBA  AAFQFLK>I NRBPQFLKP QE>Q KBBA QL
?B >PHBA FK@IRAB "LT @>KFQ ?B Q0>@HBA #LBP QEB AOLKB RPB PQB>IQE
QB@EKLILDV  2QB>IQE QB@EKLILDV J>V ?B >MMIFBA QL 0>A>0 FKCO>0BA
SFPR>I LO >RAFQLOV PFDK>QROBP  ,LPQ LC QEB QFJB QEB AOLKB FP
@LKPFABOBA PQB>IQEV (RPQ ?B@>RPB LC FQP PFWB >KA QE>Q FQ FP J>AB (0L J
J>0BOF>1 TFE IFQQIB LO KL JBQ>I BU@BMQ CLO QEB >SFLKFGP  KLQEBO
@LIMLKBKQ LC > AOLKBIP PFDK>QROB FP PMBBA (Q FP SBOV @LJIJLK CLO
JLABOK 0>A>0P QL ?B ABMBKABKQ LK QEB #LMMIBO $CCB@Q CLO ABQB@QFLK
>KA Q0>@HFKD 2ILT L?6B@QP @>K C>Il FKQL QEB KLQGE ABPFDKBA QL
BIFJFK>QB DOLRKA @IRQQBO SBEF@IBP >KA ?FOAP . ?6B@QP QE>Q >0B KLQ
JLSIKD QLT>0AP LO >T>V (OLJ QEB 0>A>0 @>IIBA QEB ?B>J @>K
AFP>MMB>0 >IQLDBQEBO COL.J QEB 0>A>0 PALMB 2>>?DOLRM
-CO:GHIBCOC< I=: >G /:=>8A: :H><CD; I=: —-=G:6l
FO SBEF@IB ABPFDK FP >K FIMLOQ>KQ C>@QLO FK @0B>QFKD >K BCCB@QFSB
ABCBKPFSB OBPMLKPB  ORBPQFLKP KBBA QL ?B >PHBA QL ABQBOJFKB TE>Q
J>(QBOF>IP TBOB RPBA QL @LKPQOR@Q QEB >FO@0>CQ (P FQ JBQ>I MI>PQF@
LO > @LIMLPFQB —LK JBQ>IIF@ >F0@0>CQ >0B JLOB PRP@BMQF?IB QL >
S>0FBQV LC @LRKQBO QB@EKLILDFBP FK@IRAFKD Q>@QF@>1 I>PBOP %L0O QEB
J>FK ?LAV >KA CIFDEQ PROC>@BP TE>Q TFII FQ Q>HB QL ?0B>@E QEB ?LAV
LO AFP>?1B QEB CIFDEQ PROC>@B  #LBP QEB SBEF@IB E>SB BUMLPBA OLQLOP
LO MOLMBIIBO QE>Q @>K ?B >Q0>@HBA 1LQLOP >KA MOLMBIIBOP @>K ?B
ABPQOLVBA ?V I>PBOP ?0LHBK ?V FIM>@) LO PK>DDBA ?V > KBQ #LBP
QEB SBEF@IB E>P BUMLPBA BIB@QOLKF@P LO BIB@QOLKF@P QE>Q @>K ?B B>PFHIV
(>JJIBA FKQBOCBOBA TFQE LO ABPQOLVBA RPFKD [>PBOP 6>JJBOP 0>AFL
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T>SBP LO ?V LSBOMLTBOFKD > COBNRBK@Y **>K QEB T>0EB>A F
BNRFMMBA ?B ABQLK>QBA FK CIFDEQ

"H>I (C: GDC: DG &JAI>EA:  GDC:H

0B QEBOB @ROOBK( FKQBIIFDBK@B OBMLOQP QE>Q FKAF@>(QB QEB (Q>@QFGP
0E>( >0B LO >0B BUMB@QBA QL ?B BJIMILVBA ?V QEB BKBJV 0B QEBV
RPFKD LKB QVMB LC AOLKB LO JRIQFMIB QVMBP 0B QEBPB AOLKBP
LMBO>(FKD FKABMBKABKQIV QLDBQEBO LO RPFKD PT>0J Q>@QF@P P QEB
KRJ?BOP LC AOLKBP FK@OB>PB PL ALBP QEB @LJMIBURQV LC QEB
OBPMLKPB #O0LKB (>@QF@P (QB@EKFNRBP >KA MOL@BAROBP >0B I>0DBIV
RKTORQQBK >P QEB QB@EKLILDV FP >ALMQBA >KA >A>MQBA FKQL QEB @FSFIF>K
SKA JFIFQ>0V >0BK> >0 > 0>QB LC PMBBA QE>Q E>P KLQ >IILTBA CLO FK
ABMQE FKQBIIFDBKQ D>QEBOFKD A>Q>?>PFKD L0 >K>IVPFP QL L@@RO

-C9:GHIBCO>C< I=: "6K><61>DC

3E0B>) @LKQOLI >KA K>SFD>(FLK JBQELALILDV @>K ?B (RKA>JBKO>I
0L QEB MLOBKQF>I PLIRGFLK  &E>Q COBNRBK@FBP FP QEB AOLKB RPFKD CLO
@LKQOLI FKCLOJ>QFLK D>QEBOFKD >KA AFPQUFPRQFLK  GSE>Q K>SFD>(FLK
MI>QCLOJ ALBP QEB AOLKB RPB  DOB>( S>0FBQV LC AOLKBP RPB BFQEBO
&/2 &IL?>| /LPRFLKFKD 2VPQBJ LO &+.-— 22 &IL?> 2>QBIIFQB
—>SFD>QFLK 2VPQBJ LO ?LQE 2L.JB AOLKBP >0B BUQOBIBIV ABMBKABKQ
LK QEBPB K>SFD>QFLK>I PFDK>IP . QEBO AOLKBP E>SB >K (, 4 FKBOQE>I
JB>PROBJIBK) RKF) (QE>Q MOLSFABP ?LQE >IQFQRAB >KA IL@>QFLK
0BCBOBK@BP 3EB PJ>IIBO (EB (., 4 (EB EFDEBO QEB AOFCQ 0>QB RPR>IIV
P >KA QERP (EB ABMBKABK@B LK &/2 QVMB PFDK>IP CLO COBNRBK(
OLOOBEQFLKP 4— . .2

,DAJI>DC %>B>161>DCH

1BCLOB PQ>0QFKD LK > MOLMLPBA 0BPMLKPB PLIRQFLK IFIFQ>QFLKP JRPQ
?B FABKQFCFBA  , >KV IFJFQ>QFLKP >0B DLSBOKJBKQ>I FK LOFDFK TEFIB

{ ""E>MQBO  #BSBILMFKD > ** 4 2 2Q0>QBDV &L>IP _ MQFLKP 3>0DBQ
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LOEBOP >0B TB>QEBO L0 QBOOSFK OBI>QBA ?>PBA LK QEB IL@>(FLK CLO QEB
ABMILVIBK( LC QEB @LRKQBO AOLKB PLIRQFLK

G:FJ:C8N %B>161>DCH

. >KV TLOIA DLSBOKJBKQP @LKQOLI QEB COBNRBK@V PMB@QORJ (LO
QEBFO @LRKQOV (K QEB 42 (E>Q @LKQOLI @LIBP RKABO QEB %BABO>I
LI IRKFOSQFLKP *"LIIJFPPILK %" **LIJIFPPFLK +F@BKPFKD

4 5 LMBO>QLOP @>K M>PPFSBIV IFPQBK QL QEB COBNRBK@V PMB@QORJ ?RQ
>P PLLK >P QEB PLIRQFLK FKSLISBP Q0>KPJIRQFKD LK > M>0QF@RI>0
COBNRBK@V LO COBNRBK@FBP QEBK MBOJFPPFLK >KA >MMOLS>! JRPQ 2B
PLRDEQ COLJ QEB %"*** LO PFIFI>0 >DBK@V CLO QE>Q Q0>KPIFPPFLK 3EFP
FP BPMB@F>IIV QORB TEBK FQ @LJBP QL RPFKD 6>JJBOP >P M>0Q LC QEB
PLIRQFLK >P m%BABO>I I>T MOLEF?FQP QEB LMBO>QFLK J>0HBQFKD LO P>IB
LC >KV QUMB LC 6>JJFKD BNRFMJIBK( FK@IRAFKD ABSF@BP QE>( FKQBOCBOB
TRE @BIIRI>0 >KA /BOPLK>l ""LIJRKF@>QFLK 2BOSF@BP /**2 MLIF@B
0>A>0 &IL?>| /LPFFLKFKD 2VPQBIP &/2 >KA TFOBIBPP KBQTLOHFKD

PBOSF@BP &F %Fn %**** )>JJIBO $KCLOE@BIBKQ GEBK FQ @LJBP
QL BUBJIMQFLKP m- KIV CBABO>I >DBK@FBP >0B BIFDF?IB QL >MMIV CLO >KA
OB@BFSB  >RQELOFW>QFLKn  ""LIJFPPFLK +F@BKPFKD 23>1IB0

AOLKBP LCQBK C>II FKQL QEB 6F %F PBQ LC COBNRBK@FBP TEFIB I>0DBO
AOLKBP LCQBK RPB > S>0FBQV LC 0>AFL LO P>QBIIFQB COBNRBK@FBP 3EBOB
>0B LQEBO @LRKQOFBP FK QEB TLOIA TEBOB QEFP IFJFQ>QFLK FP KLQ >P
OBPQOF@QFSB  **LJ?>Q LMBO>QFLKP >IPL LMBK RM QEB PLIRQFLK QL >
S>0FBQV LC (>JJBOP  #ROFKD @LJ?>Q LMBOSQFLKP FQ FP B>PFBO QL
GLLOAFK>QB QEB 6>JJFKD LC A>Q> IFKHBA COBNRBK@FBP QE>K FQ FP QL
OLLOAFK>(B &/2 6>JJFKD ARB QL QEB ABMBKABK@B QE>Q 4 2 JFIFQ>0V
CLO@BP E>SB LK &/2 P JLOB &/2 (>J 0BPFPQ>K( BNRFMJIBK(Q J>HBP F
FKOL. JFIFQ>0V PBOSF@BP QEFP IFIFQ>QFLK LC &72 6> JFKD TFII AB@OB>PB

AD76A DK:GC6C8:

(K >AAFQFLK QL M>0QF@RI>0 COBNRBK@FBP >FOPM>@B FP >IPL @LKQOLIIBA
FK J>KV @LRKQOFBP (K QEB 4 2 QE>Q >FOPM>@B @LKQOLI FP DLSBOKBA 2V
0EB %BABO>I SF>QFLK  AJFKFPQOSQFLK % #0LKBP FK QEB 42 >0B
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@ROOBKQIV IFJFQBAQL () &+ >?LSB DOLRKA IBSBI RKIBPP LQEBOTFPB
SMMOLSBA 2V QEB %  3EBOB >0B >0 IB>PQ QTL AOLKB LK AOLKB
@LRK(QBO JBQELALILDFBP QE>Q TLRIA >IPL C>Il RKABO QEFP IFJIFQ>QFLK
- QEBO @LRKQOFBP E>SB AFCCBOBKQ IFJIFQ>QFLKP >KA PLJIB @LRKQOFBP E>SB
IFQQIB LO KL IFJFO>QFLKP ABCFKBA >Q QEFP (FJB KV AOLKB ABCBKPB
PVPQBJ TFII KBBA QL ?B @LLOAFK>QBA TFQE QEB ELPQ @LRKQOV LO QEB
OLI?>Q>KQ @LII>KA TFEFK > T>0 WLKB , RQR>I @LLOAFK>QFLK FP
BPMB@F>IIV QORB CLO >KV MOLSB@QFIB LO Q>@QF@ QE>Q ABPQOLVP QEB 4 2
@LIILKIV OBCBOOBA QL >P > HFKBQF@ HFIl JBEE>KFPJ

( QEB >0B> (L ?B ABCBKABA FP R0O?>K LO PR?R0?>K SBOPRP OR0>I
0EB HFIl JBEE>KFPI J>V ?B CROQEBO IFIFQBA BPMB@F>IIV HFKBQR@ HFII
JBEE>KFPIP  TRIIBQP LO JFPPFIBP QE>Q >0B ABMILVBA >KA AL KLQ EF
0EB FKQBKABA Q>0DBQ >KA @>K MLQBKQF>IIV FKGROB LO HFll PLIBLKB >KA
FC QEB AOLKB FP 1>0DB BKLRDE QEB AOLKB FQPBIC J>V @0>PE FKQL MBLMIB
L0 MOLMBOQV 3EBOB >0B QTL @>SB>(P QL @LKPFABO TEBK ABQBOJIFKFKD
0EB OFPHP LC HFKBQF@ " 4 2 >D>FKPQ > IBQE>I AOLKB KB (EB AOLKB
J>V @>RPB JREE JLOB A>J>DB FC FQ FP KLQ ABPQOLVBA >KA QTL BSBK
QELRDE >K R0?>K BKSFOLKJBK( E>P > EFDE MLMRISQFLK ABKPRQV QEB
LAAP LC > AOLKB @0>PEFKD LK >K FKAFSFAR>I FP PROMOFPFKD ILT 3EFP
FP ?B@>RPB MBLMIB >0B MEVPF@>IIV > PI>II MLOGFLK LC QEB >0B> FK >K
RO?>K BKSFOLK.JBKQ >KA LCQBK MOLQB@QBA COLJ QEFP QVMB LC FIM>@Q 2V
?RFIAFKDP >KA LQEBO PQROAV PQOR@QROBP 3EFP FP BPMB@F>IIV QORB LC >II
?R( QEB 1>0DBPQ LC AOLKBP BSBK QEBV E>SB IFJFQBA J>PP MBO PNR>0B
CLLQ LCFIM>@Q >0B> ** =LOLTFQW

%:<6A +6B>;>861>DCH

""LRKQOV 20>QB >KA IL@>l I>TP 0BD>0AFKD AOLKBP >KA @LRKQBO
AOLKB LMBO>QFLKP >0B MOLIFCBO>QFKD >( > DOB>( 0>(B >0LRKA QEB TLOIA
TFE KL @LKPFPQBKQ QEBJB 2LJB @LRK(BO AOLKB QB@EKLILDFBP E>SB
?BBK ABPFDK>QBA >P FIIBD>l FK PLJB @LRKQOFBP TEFIB KLQ ?BFKD
OB@LDKFWBA FK LQEBO @LRKQOFBP  AAFQFLK>IIV QEBOB >0B >KQF E>@HFKD
>KA (QB@EKLILDV I>TP QE>Q >CCB@Q >FO@0>CQ FK DBKBO>I QE>Q @>K FIM>@Q
QEB RPB LC @BOQ>FK @LRKQBO AOLKB QB@EKLILDFBP =>@HFKD > AOLKB QL
0BKABO FQ P>CB PBBJP IFHB > QB@EKF@>1IV DLLA FAB> ELTBSBO QEB IBD>I

} ""ESMQBO  #BSBILMFKD > ** 4 2 200>(BDV &L>IP _ MQFLKP 3>0DB(
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0>JFCF@>QFLKP @>K ?B PFDKFCF@>KQ FK@IRAFKD ?BFKD @E>0DBA TFE DO>KA

[>0@BKYV CLO AOLKBP 0>KDFKD FK MOF@B COLJ QL @@LOAFKD
oL 42" 1] FQ FP > CBILKV QL TFICRIIV A>J>DB L0 ABPQOLV >F0@0>CQ
1 °F IQELRDE J>KV @LROQP E>SB @ELPBK QL PFABPQBM QEBPB

@>PBP > @LRK(QBO AOLKB BKD>DBJBK( @LRIA PR?(B@) QEB LMBO>QLO QL
OFSFI @OFIFK>1 >KA QLOQ IF>2FIFQFBP (K QEB 42 @OFJFK>1 >KA IF>2FIFQV
IF JFQP >0B AFP@ILPBA ?RQQEBPB MBK>IQFBP J>KV PBSBOB >0B KLQ >IT>VP
AFP@ILPBA FK LQEBO @LRKQOFBP (Q FP @OFQF@>I CLO QEB PLIRQFLK QL >AEBOB
0L QEB K>QFLK>I >KA IL@>I I>TP FK@IRAFKD DBQQFKD MOLMBO MBOJFPPFLKP
LO BUBJIMQFLKP ?BCLOB >KV AOLKB BKD>DBJBKQ  J>L0 BUBJIMOFLK
C>lP RKABO 42" ]  F/O0LQBAFLK LC @BOQ>FK C>@FIFQFBP >KA >PPBQP
(0LJ RKJ>KKBA >f080>CQ ] F 2FJFI>0 I>TP DFSB QEB *"L>PQ
&R>0A >KA 2B@0B(>0V LC $KBODV *"LRK(B0O 4 5 >RQELOM>QFLK - QEBO
@LRKQOFBP >0B ABSBILMFKD QEBFO LTK I>TP ORIBP CLO C>@FIFQV >KA >PPBQ
MOLQB@QFLK

IBDHE=:6>8 %>B>161>DCH

GB>QEBO FP >KLQEBO IFIFQ>QFLK LC > ** 4 2 PLIRFLK  QJLPMEBOR@
OLKPFABOSQFLKP >0B > HBV BIBJIBK( FK PRMMLOQ LC 4 2 CIFDEQ QBPQFKD
3EB IL@>I >QILPMEBOF@ BKSFOLKJIBKQ TFKA PMBBA >KA AFOBEQFLK TFKA
PEB>0 (BJIMBO>QROB MOB@FMFQ>QFLK >KA QRO?RIBK@B JRPQ 2B
OE>0>@QBOFWBA >KA RKABOPQLLA $AT>0A 3BBQP (K OBDFLKP
TEBOB @ILRA @LSBO >KA L0 CLD >0B MOBS>IBK( CLO > PFDKFCF@>K( MLOQFLK
LC QEB VB>0 JLPQ PBKPLOP RPBA CLO QEB FABKOQFF@>(FLK LC 4 2 >0B
PFDKFCF@>KQIV ABDO>ABA

:K:ADE>C< 6 DJCI:G 9GDC: +:HEDCH:

+6C<:

3EB 0>KDB OBNRFOBA (L0 ABQB@QFLK >KA FKQBOAF@QFLK LC QEB AOLKB
L0 AOLKBP JRPQ ?B ABQBOJFKBA (C QEB AOLKB @>K OBIB>PB TB>MLKP
0E>( >AAP (L QEB 0>KDB 0BNRFOBA CLO ABQB@QFLK >KA FKQBOAFGQFLK 3EB
C>PQBO QEB FK@LJFKD QEOB>Q QEB ILTBO QEB >MMOL>@E (EB 1>0DBO QEB
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>0B> KBBABA (L ABCBKA (EB JLOB IBQE>l QEB TB>MLK MLOYLK QEB
CROQEBO LRQ QEB AOLKB KBBAP (L ?B ABQB@(BA >KA FKQBOAFGQBA

3EBOB FP >IPL QEB KBBA (L FABKQFCV QEB KRJ?B0 LC OBPMLKPB I>VBOP
CLO QEB >MMOLMOF>QB 0>KDB &Fll QEBOB ?B QTL LO JLOB OBPMLKPB
I>VBOP LO GRPQ > LKB MLFKQ ABCBKPB I>VBO  &FIl QEBOB ?B > PELLQ ILLH
PELLQ OBNRFOBJIBKQ QL MOLAR@B QEB ABPFOBA MOL?>?FIFQV LC HFIl LK QEB
AOLKB  (C QEBOB FP > T>SB LC >QQ>@HFKD AOLKBP JLOB QE>K LKB I>VBO
LC ABCBKPB FP 0B@LJJBKABA

:1:8pDC

3EBOB >0B PBSBO>I M>PPFSB >KA >@(FSB ABQB@(FLK (QB@EKLILDFBP
>S>I>?IB QL FK@IRAB >P M>0Q LC QEB PLIRQFLK  $IB@QOLKF@ 2FDK>I
. LKFQLOFKD $2, FP > SBOV ABPFO>?IB M>PPFSB ABQBAQFLK PVPQBI  $2 .,
PVPQBJIP ABQB@Q QEB @L.JJIRKF@>QFLK COBNRBK@FBP LC QEB AOLKB >KA FQP
>PPL@F>QBA DOLRKA PQ>QFLK #BMBKAFKD RMLK QEB >KQBKK> PBKPFQFSFOV
>KA QEB LRQMRQ MLTBO LC QEB AOLKB QEBPB PFDK>IP @>K ?B AFP@LSBOBA
>) PFDKFCF@>K( 0>KDBP 3EB HBV >AS>KQ>DBP LC QEBPB PVPQBJIP >0B FP
0E>( QEB DOLRKA PQ>QFLK @LKQOLIIFKD QEB AOLKB J>V 2B IL@>QBA >KA
BKD>DBA >KA QE>( QEB PVPQBJIP >0B KRIBOLRP

GEBK PBIB@QFKD > PFDK>I ABQB@QFLK PVPQBJ >II LC QEB MLQBKQF>I
COBNRBK@V 0>KDBP JRPQ ?B @LKPFABOBA QL @LRKQBO >II LC QEB MLQBKQF>!
QEOB>QP (C LKIV > P>JMIB LC COBNRBK@FBP FP HKLTK QEBK QEB PLIRQFLK
JIDEQ ?B I>@HFKD AROFKD BUB@RQFLK 3EB PVPQBJIP (E>Q OB@BFSB
OLIJIBO@F>I AOLKB C(OBNRBK@V ?>KAP >0B  MOLIFCBOSQFKD >KA
PFDKFCFO>KQIV FK@OB>PFKD FK @>M>?FIFQV  AAFGFLK>IIV QEBPB COBNRBK@V
ABQB@YFLK PVPQBIP @>K NRF@HIV FABKQFCV QEB PFDK>IP CLO QEB AOLKB
>KA DOLRKA PQ>QFLK  2L..JB COBNRBK@V ABQB@QFLK PVPQBJIP FK@IRAB QEB
>PFFQV QL MOLAR@B > AFDFQ>I CFKDBOMOFKQ QE>Q @>K ?B IBSBO>DBA >P
BSFABK@B CLO I>0BO MOLPB@RQFLK = LTBSBO QEBPB COBNRBK@V ABQB@QFLK
PVPQBJIP QE>Q >0B >S>FI>?IB LK QEB LMBK J>0HBQ I>@H QEB COBNRBK@V
?>KAP LC QEB JLOB PLMEFPQF@>(QBA @LJJIBO@F>I AOLKBP >P TBII >P (EB
JFIFQ>0V AOLKB COBNRBK@V ?>KAP
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3EBOB >0B >@LRPQF@ PBKPLOP QL ABQB@Q AOLKB PLRKA PFDK>QROBP ?RQ
?B@>RPB LC QEBFO PELOQ 0>KDB >KA IFIFQ>QFLKP FK KLFPV BKSFOLKJBKQP
0EBV @>K ?B M>0Q LC > PLIRQFLK ELTBSBO FQ FP 0>0B QE>Q > PFKDIB PBKPLO
0B@EKFNRB ?B > M>00 LC > @LIMIBQB FK QEB LSBO>II ** 4 2 PLIRQFLK

HBV M>0Q LC ABQB@QFLK FP FABKQFCFG>QFLK - QEBO M>PPFSB QVMBP LC
ABQB@(LOP PRGE >P ILKD 0>KDB @>JBO>P (1 FKCOSOBA PBKPLOP >KA
26(1 PELOQ T>SBFKCO>0BA @>K MOLSFAB QEB KB@BPP>0V FABKQFCFA>QFLK
1BA (# QE>Q QEB L?(B@Q FP > AOLKB >KA > QE0B>Q 3EBOB >0B PLCQT>0B
M>@H>DBP >S>FI>?IB QE>) @>K MOLSFAB > JR@E NRF@HBO >KA ILKDBO
0>KDB FABKQICF@>QFLK QE>K > ERJ>K LMBOSQLO  AAFFLK>IIV PLJB
AB(B@QLOP FKGIRAB MLTBOCRI FIIRIFK>QLOP TFQEFK > COBNRBK@V ?>KA
QE>Q MOLSFAB > PQOLKDBO 0BQROK >KA CBTBO C>IPB >I>0JP  (IIRIFK>QLOP
FK QEB FKCO>0BA ?>KAP >0B FKSFPF?IB (L QEB BVB

@QFSB ABQBA(FLK FP MOFJ>OFIV @BKQBOBA LK S>OFLRP 0>A>0 QVMBP
""LKSBKQFLK>I JFIFQ>0V 0>A>0P MF@H RM I>0DB >KA C>PQ JLSFKD Q>0DBQP
B>PFIV >KA 0BGB@Q PILT LO KLK JLSFKD Q>0DBQP QL OBAR@B C>IPB >I>0.JP
3EBOB >0B PLJB KBT (Q>@QF@>I 0>A>0P QE>Q >0B ABPFDKBA QL MF@H RM
0EB PJ>IIBO PILTBO PBQ LC AOLKBP FK >AAFQFLK QL QEB I>0DBO LKBP
- KB 0>A>0 S>0FBQV RPBP >K >@QFSB BIB@QOLKF@>IIV PA>KKBA 005V $2
>KA >KLQEBO S>0F>(FLK RPBP > @LKQFKRLRP T>SB 0>A>0 3EB 1>QQBO FP
@ROOBKQIV 0>KDB IFJFQBA ?R( QBAEKLILDV @>K ?B BUQBKABA W BQ >I

"C1:G9>81>DC

,B6M GDC:H

P PJ>Il AOLKBP E>SB MOLIFCBO>QBA PL QLL E>SB QEB PJ>Il AOLKB
@LRKQBO PVPQBIP K FKFQF>I C>SLOFQB FP QEB 1>AFL %OBNRBK@V 1%
6>JJB0 3EBPB >0B ABPFDKBA QL (>J QEB @LKQOLI RMIFKH CLO QEB AOLKB
(C > AOLKB COBNRBK@V FP PR@@BPPCRIIV >JJBA (QEBOB >0B JRIQFMIB
MLPPF?IB LRQ@LIBP - KB MLPPF?IB LRQ@LIB @LRIA ?B QEB AOLKB CIVFKD
?>@H QL ELJB ?>PB TEF@E TLRIA ?B RPBCRI FK @>MQROFKD QEB
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LMB0O>QLO ~LTBSBO FC QEB LMB0O>QLO ABPFDK>QBA QEB (Q>0DBQ >P QEB
ELJB ?>PB QEFP JBQELA TLRIA ?B FKBCCB@QFSB  PB@LKA LRQ@LJIB
JMEQ ?B QE>Q QEB AOLKB J>HBP > @LKQOLIIBA I>KAFKD 3EB IB>PQ
ABPF0>?IB LRQ@LJIB FP QE>Q QEB AOLKB BUEF?FQP RK@LKQOLIIBA ?BE>SFLO
>KA @0>PEBP

&/2 PMLLCBO @>K D>FK > QVMB LC @LKQOLI LSBO QEB AOLKB ?V
J>KFMRI>QFKD QEB &/2 IL@>QFLK 3EB AOLKB @>K ?B AFOB@QBA QL > P>CB
IL@>QFLK CLO @>MQROB >KA AB >0JFKD FC KB@BPP>0V

><JG6: 1 :: =E

gt aTrakie e

Radothp  Cptionsl ool ot

Wirooaniralies [FVTL

ot rda vl dreet e Perriaee sl

2LRO@B 11"

" >@HFKD > AOLKB P C>@FIFQ>QBA 2V E>SFKD JRIQIMIB J>KRC>@QROBOP
RPFKD PFIFIS0 >SFLKF@ ABPIDKP >KA PLIBTE>() MOBAFGQ>?IB AOLKB
?BE>SFLOP  OBI>QFSBIV FKBUMBKPFSB PBQ RM IFHB > QBIBJIBQOV JLARIB
2V ,0 1LAA>V RPIKD >K 71BB @EFM >@NRFOBP QEB RKFNRB HBV >KA
0>HBP @LJIJI>KA LC QEB AOLKB OBKABOFKD F) E>0JIBPP 3EFP >@QFLK
[P PFDKFCFO>KQIV JLOB AFCCF@RIQ FC QEB @EFM E>P ?BBK BK@OVMQBA 11°*

—BQP >0B >K BCCB@QFSB QLLI >D>FKPQ QEB QVMF@>I PI>I1 @LJJIBOGF>I
AOLKBP >P ILKD >P QEBV >0B KLQ QLL C>PQ 2BB %fDROB 3EBOB >0B
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PBSBO>I S>0FBQFBP LC BIMILVJIBKQ BD >KLQEBO PJ>Il AOLKB @>K @>00V
> PJ>Il KBQ @>KKLK >KA I>RK@E QEB KBQ >( >KLQEBO AOLKB
><JG: Y A |

2LR0@B - MBKTLOHPBKDFKBBOFKD

3EFP IBQELALILDV RPR>IIV @LIBP THE >K >0Q>@EBA IFKB QE>Q >IILTP
QEB PELLQBO QL DBKQIV ILTBO QEB LCCBKAFKD AOLKB QL QEB DOLRKA —BQP
@>K >IPL ?B I>RK@EBA (OLJ QEB DOLRKA RPFKD BNRFMJBK(Q QE>Q ILLHP
IFHB > ?>WLLH> +BPP OBIF>?IB RKIBPP RPBA ?V >K BUMBOQ >0B QEB KBQP
ABMILVBA ?V > PELQDRK PEBII

OBI>(FSBIV FKBUMBKPFSB ?RQ BCCB@QFSB PVPQBJ FP > H>JFH>WB QUMB

AOLKB 2BB %FDROB 3EFP @>K MOLQB@Q > C>FOIV 1>0DB >0B> >KA @>K
MPELLQ ALTKn > S>0FBQV LC PJ>II AOLKBP 3EB HBV @E>IIBKDB P QEBV
JRPQ EF) > SRIKBO>?IB M>0Q LC QEB Q>0DBQ AOLKB P LMMLPBA QL >
JFPPFIB QEBPB QVMBP LC PVPQBIP @>K 0B>QQ>@H FC QEBV JFPP

><JG: $6B>@60: GDC: M6BEA:
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2LR0@B #LOJBEI

3EFP @>M>?FIRQV FP > CRK@QFLK LC QEB Q>0DBQ AOLKB PMBBA  KLQEBO
MOLSBK JBQELA P QEB RPB LC > MOBASQLOV 2F0A QL >Q0>@H >KA
MLQBKQF>IIV @>MQROB QEB AOLKB 3ELRDE MOLSBK BCCB@QFSB  QEFP
JB(ELA OBNRFOBP > EFDE IBSBI LC J>FKQBK>K@B

&:9JB GDC:H

3EB JBAFRJ AOLKB @I>PPRCF@>QFLK FP JLPQIV J>AB RM LC JFIFQ>0V
AOLKBP ABPFDKBA CLO PROSBFII>K@B 3EB TLOIA J>0HBQ FP PBBFKD JLOB
SKA JLOB H>JFH>WB QVMB AOLKBP BK(BOFKD (QEB JBAFRJ PFWBA
@I>PPRCFASQFLK (05K E>P MI>@BA PFDKFCF@>KQ BIMESPFP FK QEFP >0B> >KA
E>P > S>0FBQV LC AFOB@Q >Q0>@H AOLKBP

2LJB LC QEB P>JB @LRKQBO QBAEKFNRBP RPBA CLO PJ>II AOLKBP >0B
>|PL BCCB@QFSB LK JBAFRJ AOLKBP 1% 6>JJFKD CLO BU>JMIB @>K ?B
BCCB@QFSB  >1?BFQ TFQE PLJB IFJFQ>QFLKP  , BAFRJ AOLKBP DBKBO>IIV

{ ""E>SMQBO  #BSBILMFKD > ** 4 2 2Q0>QBDV &L>IP _ MQFLKP 3>0DBQ
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OBNRFOB JLOB 1% (>3 JFKD MLTBO >KA >@0LPP > S>0FBQV LC COBNRBK@V
?>KAP =LTBSBO LK@B FK QEB Q>0DBQ >0B> QEBV J>V KL ILKDBO KBBA
BUQBOK>I @LKQOLI COLJ > DOLRKA PQ>QFLK 3EBPB AOLKBP @>K MOL@BBA
0L QEB Q>0DBQ @LLOAFK>QBP LK QEBFO LTK (C QEB >QQ>@H AOLKB OBNRFOBP
&/2 &+_.— 22 (EFP @>K 7B 6>JJIBA (L IFJIFQ MOB@FPILK ?RQ QEB AOLKB
TFIl I>KA PLIBTEBOB

JLOB AFOB@Q @LRKQBO>@QFLK FP OBNRFOBA QL ?B BCCB@AQFSB >D>FKPQ
QEFP @I>PP LC AOLKBP QL FK@IRAB QEB RPB LC JFPPFIBP ?RIIBQP >KA [>PBOP
3EB QVMB LC JFPPFIB QL ?B RPBA FP ABMBKABK( LK (QEB PFWB LC QEB
LCCBKAFKD AOLKB >KA FQP PFDK>QROB  &BKBO>IIV JBAFRJ PAWBA AOLKBP
E>SB > SBOV PJ>Il FKCO>0BA PFDK>QROB TEF@E J>HBP F) AFCCFARIQ QL
ABMILV (1 JFPPFIBP >P > @LRKQBOJIB>PROB 3EFP @>QBDLOV LC AOLKBP
>IPL E>P > IFIFQBA 0>A>0 PIDK>QROB 1>A>0 DRFABA JFPPFIBP >0B JLPQ
BCCBAQFSB TEBK (EBV E>SB (QEBFO LTK QBOJFK>I 0>A>0 >KA @>K ?B
DRFABA ?V > JLOB MLTBOCRI DOLRKA 0>A>0 A>Q> RMIFKH 2R0C>@B
I>RK@EBA ,1 ., 2+ ,1 . FP >K BU>JMIB LC QEFP QVMB LC
TB>MLK 3EB 2+ ,1 , FP KL ILKDBO RPBA ?V QEB 42 JFIFQ>0V
ARB (L MOFLOFQV @E>KDBP ELTBSBO QEBOB >0B FKAF@>QFLKP QE>Q LQEBO
@LRKQOFBP TFII BJMILV QEBPB TB>MLKP FK > ** 4 2 P@BK>OFL K
BCCBAQFSB TB>MLK FP > [>PBO DRFABA JFPPFIB QE>Q ALBP KLQ E>SB QEB
PFDK>QROB IFJFQ>QFLK QE>Q QEB LQEBO JFPPFIBP AL >KA FQ E>P > SBOV
IF JFQBA @LRKQBOJIB>PROB PBQ QL TLOH >D>FKPQ

YRIIBQP QBKA QL ?B > I>PQ IFKB LC ABCBKPB ARB QL QEBFO IFJFQBA 0>KDB
3EBOB >0B (TL QBAEKFNRBP QE>Q @>K ?B BCBAQFSB %FOPQ FP QEB E>FI LC
2RIIBQP QVMF@>IIV COLJ > &>QIFKD DRK QVMB PVPQBJ 3EB PBALKA FP
(0LJ > 0>MFA CFOB @>KKLK QE>Q E>P 2RIIBQP QE>( C0>DJIBKQ (RPQ ?BCLOB
EFQOFKD QEB AOLKB 3EBOB >0B  J.J ?RIIBQP QE>( CF) FKQL QEFP ABPFOBA
@>M>?HFQV P > MLFKQ LC @LKPFABOSQFLK >P QEB >0B> (L ?B ABCBKABA
FK@OB>PBP PL ALBP QEB OBNRFOBA KR.J?B0 LC DRK PFQBP >KA >J JRKFFLK
KBBAP

"IDE /LTBOBA ,F@OLT>SB =/, PVPOBJIP AFOB@QIV >QQ>@H (EB
BIBAQOLKF@P LK?L>0A QEB AOLKB #BMBKAFKD LK QEB MLTBO >KA 0>KDB
0EB PVPQBJ AFPORMQP QEB A>(Q> IFKHP >KA BSBKQR>IIV QEB >@QR>I
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@FO@RFQOV >P QEB MLTBO FK@0B>PBP >KA QEB 0>KDB AB@OB>PBP 3EBPB
PVPQBJP @>K ?B FKAFP@OFJFK>QB PL > CL@RPBA PVPQBJ >KA > @IB>0
?>@HDOLRKA >0B FIMLOQ>KQ 2BB %FDROB

+>PBOP ?B@>RPB LC QEBFO MOF@B 0>D >0B KLOJ>IIV IFIFQBA QL JFIFg>0V
SMMIF@>QFLKP  3EBPB PVPQBJP >0B DBQYFKD JLOB >KA JLOB MLTBOCRI
>KA (EBOBCLOB JLOB BCCB@QFSB >KA @>M>?IB LC BKD>DFKD >Q ILKDBO
0>KDBP 3EBPB PVPQBJP (Q>0DBQ > SRIKBO>?IB CIFDEQ @LKQOLI LK QEB
AOLKB 2BB %FDROB

%6G<: GDC:H

3EFP @I>PPFCFE>QFLK FK@IRABP ?LQE @LJJIBO@F>I >KA JFIFQ>0V AOLKBP
ELTBSBO FQ FP QEB JFIFQ>0V AOLKBP QE>) 0BMOBPBKQ QEB QEOB>(
%FDROBP >KA  ; 3EBPB JFIFQ>0V AOLKBP 0>KDB (OLJ PILTBO
EFDEBO >IQFQRAB PROSBFII>K@B AOLKBP PLJB TFHE TB>MLK @>M>?FIFQFBP
0L PQB>IQEV CFDEQBO QVMB AOLKBP 3EB [>QQBO LC QEBPB QTL FP JLOB
A>KDBOLRP >KA JLOB AFCCFARIQ QL BIFIFK>QB

><JG: 1><=)DL:6:9 &>8GDL6K: ,NHI:B
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2LR0@B 30BSFQEF@H

><JG: %6H:G , :CHDG 6AA
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2LRO@B PM>WFL KBTPFQ

3EB CIFDEQ @LKQOLI FP A>J>DBA TEF@E QEBK PBKAP QEB AOLKB LRQ LC
@LKQOLI >KA QL >K BSBKQR>I @0>PE 3EBOB >0B KLT PBSB0>I SBOPFLKP LC
1>PBO TB>MLKP >S>FI>?1B

- >KKBA >Q0>@H >F0@0>CQ >0B >IPL FK@IRABA FK QEFP OBPMLKPB
@>QBDLOV BPMB@F>1IV CLO @ORFPB JFPPFIB QVMB PVPQBJP %LO >QQ>@H
AOLKBP QE>Q CIV RKABO HKLQP > MOLMBIIBO AOFSBK IFDEQ >QQ>@H
>F0@0>CQ TFQE >K LK?L>0A DRK PVPQBJ FP PRCCF@FBKQ - K@B QEB PMBBA
OFPBP >?LRQ HKLQP > (BQ MLTBOBA CFDEQBO QVMB >FO@0>CQ FP
OBNRFOBA GEFIB JFPPFIBP >KA DRKP >0B >S>fI>?IB DBKBO>IIV QEB JLPQ
BCCB@QFSB @ELF@B FP QEB DRK CLO PFKDIB AOLKB BKD>DBJBKQP (K >
PFQR>QFLK TEBOB QEBOB >0B PBSB0>| >Q0>@HFKD EFDE PMBBA AOLKBP QEB
CFDEQBO >FO@0>CQ TFII 7B OBNRFOBA QL RPB FQP JFPPFIBP >KA CLIILT RM TFE
DRKP LO JFPPFIBP LK QEB LKBP QE>Q PROSFSB QEB FKFQF>1 0BPMLKPB

2L JB LC QEB ABCBKPBP (L0 JBAFRJ PFWBA AOLKBP @>00V LSBO FKQL
QEB I1>0DB AOLKBP #BCBKPFSB PVPQB.JP ABPFDKBA (L0 >Q0>@HFKD J>KKBA
>F0@0>CQ ?B@LJIB MOLIJIFKBKQ FK QEFP 1>0DB AOLKB @>QBDLOV

><JG: "G6C>6C GDC:
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2LR0@B 2FKDE

><JG: =>C:H: GDC:HDC )6669:

2LR0O@B &BLODB

)>J JFKD PVPQBIP QELRDE PLJIBTE>Q BCCB@QFSB LK PLJB AOLKBP FK
QEFP @>QBDLOV DBKBO>IIV C>11 LCC >P > MOFJ>0V ABCBKPB PVPQBJ ?B@>RPB
QEB P>QBIIFQB RMIFKH @>K ?B (>JJBA )>JJFKD QEB RMIFKH FP > QVMF@>I
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MLFKQ ABCBKPB PLIRQFLK RKIBPP FQ FP PM>@B ?>PBA L0 E>P >K FK@IRABA
>F0?LOKB OBI>V IRIIBQP @>K KL ILKDBO ?B RPBA >P > MOFJ>0V MLFK(Q
ABCBKPB PVPQBJ ARB (L QEBFO PELOQ 0>KDB >KA IFJFQBA >IQFQRAB
@LSBO>DB

*FDE BKA JFPPFIB PVPQBIP PR@E >P QEB 42 />Q0FLQ PVPQBJ @>K ?B
20LRDE(Q QL ?B>0 CLO QEBPB QVMB QEOB>QP 3VMF@>IIV JFPPFIB PVPQBJIP
>0B >K B>0IV @ELF@B ?B@>RPB (EBV >0B >I0B>AV FK QEB JFIFQ>0V
FKSBKQLOV %L0 TB>IQEV @LRKQOFBP QEB MLLO @LPQ BURE>KDB LC RPFKD
BUMBKPFSB JFPPFIBP >D>FKPQ LCQBK IBPP BUMBKPFSB 4 2 FP KLQ JR@E LC
> (>@QL0 3EB MLQBKOF>I @LPQ LC A>J>DB (0LJ >K BKBJV 4 2 LCOBK
LRQTBFDEP QEB @LPQ LC QEB JFPPFIB  (KQBOAFGQFLK PR@@BPP FP QEB
MOFJ>0V JBQOF@ 20B>IQEV AOLKBP >0B QEB JLPQ @E>IIBKDFKD ?R(
>ONRFPFFLK 0>KDBP QELRDE PELOQBO >0B QVMF@>IIV PRCCFGFBKQ CLO >
PR@@BPPCRI BKD>DBJBKQ 3EB JLPQ PPDKFCF@>K( IFIFQ>QFLK LC QEFP
AOLKB OBPMLKPB FP QEB >JLRK(Q LC >0B> QE>Q FP ?BFKD MOLQB@QBA FP
OBI>(FSBIV PI>II

#0B@QBA BKBODV TB>MLKP QELRDE LC IFJFQBA RPB >D>FKPQ J>KKBA
>f000>00 >0B ?BALJIFKD > TB>MLK LC @ELF@B CLO I>0DBO AOLKBP
#F0B@QBA BKBODV TB>MLKP FK@IRAB EFDE MLTBOBA JF@OLT>SBP >KA
I>PBOP TEFGE >0B @LKPFABOBA MLFK( ABCBKPB PVPQBJIP (C QEB >(Q>@H
@LOOFALOP >0B HKLTK >KA IFJFQBA QEBK QEBPB QVMBP LC PVPQBIP @>K ?B
PBQ RM IFHB > MF@HBQ CBK@B CLOJ>(QFLK QL MOLQB@Q > JR@E 1>0DB0 >0B>
>KA BKD>DB QEOB>QP JR@E B>0IFB0 _C QEB QTL (EB EFDE MLTBOBA
JF@OLT>SB PVPQBJIP QBKA QL ?B JLOB BCCB@QFSB ARB QL QEB PELOQ
BKD>DBJBK( (F.JB OBNRFOBA +>PBOP LCQBK JRPQ ATBII LK QEB Q>0DB(Q
CLO PBSBO>I PBOLKAP QL ?B BCCB@QFSB  D>FKPQ QEB PILTBO BKA LC QEB
I>0DB AOLKB @>QBDLOV I>PBOP @>K ?B BUQUBJBIV BCCB@QFSB  %>PQBO
>f0@0>0Q >0B JLOB MOL?IBJI>QF@ CLO @ROOBK( I>PBOP ?RQ >P QEB I>PBOP
?B@LJB JLOB MLTBOCRI QEB ATBII (F.JB OBNRFOBA TFII DL ALTK >KA
QEFP QVMB LC TB>MLK PVPQB.J TFII 2B BCCBAQFSB >D>FKPQ QEB C>PQ JLSFKD
4 2 K QEFP @>QBDLOV

. >KKBA >f0@0>0Q ?BALJB > MOFI>0V M>0Q LC QEB ABCBKPB QL MOLQB@Q
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I>0DBO >0B>P >KA BKD>DB QEB QEOB>) JR@E B>0IFB0 +>0DB AOLKBP
FK@IRAFKD QEB PQB>IQEV LKBP @>K ?B B>PFIV QBOJFK>QBA ?V > (FDEQBO
tB) >P QEBPB AOLKBP E>SB KL PBIC >T>0BKBPP >KA E>SB IFJFQBA
J>KBRSBO>?FIFQV  2FK@B QEBPB AOLKBP RPR>IIV E>SB KL TB>MLKP (L
CFDEQ ?>@H QEBV @>K ?B >QQ>@HBA >KA 0B >QQ>@HBA THE FIMRKFQV
%FDEQBO MFILQP NRF@HIV ?B@LJB AOLKB >@BP 3EB JLPQ @E>IIBKDFKD
PABK>OFL FP > PT>0J LC POB>IQEV >Q0>@H AOLKBP %FDEQBO PNR>AOLKP
JRP) ABQBOJFKB FC QEBOB >0B BKLRDE JFPPFIBP >KA DRK OLRKAP QL
0>HB LRQ >II LC QEB >QQ>@HFKD AOLKBP ?BCLOB QEB AOLKBP 0B>@E QEBFO
FKQBKABA Q>0DBQP 42  FO %LO@B , L0 )>V 2KVABO

6H: ,1J9N

3EB @>PB PQRAV ?BILT OBSFBTP QEB PT>0J AOLKB >Q0>@H FK 2>RAF

0>?F> LK QEB JLOKFKD LC 2BMQBJ?B0 IQELRDE QEB BSBK(
FP 0B>I KA TBII ALORIBKQBA QEB >K>IVPFP IFIFQSQFLKP >KA PLIRQFLKP
>0B CF@QFLK>l >KA ABPFDKBA QL ABJLKPQO>QB QEB " 4 2 >K>IVPFP
(0>JBTLOH

68@<GDJC9

-K QEB JLOKFKD LC 2BMQBJ?BO 0TL PQ>QB LTKBA 2>RAF
0>?F>K LFI MOLARGQFLK PFQBP TBOB >QQ>@HBA 3EB  ?N>EN >KA *ERO>FA
LFI CFBIAP >0B QEB 1>0DBPQ LFI MOLARGQFLK C>@FIFQFBP FK QEB TLOIA 3EBPB
0TL MI>KQP >@LRKQ CLO >IJLPQ  LC QEB TLOIAP LFI PRMMIV ?2@
3EB >00>@HP TBOB @LKAR@(BA RPFKD AOLKBP >KA @ORFPB JFPPFIBP
(0LJ >K RKHKLTK LOFDFK m @@LOAFKD QL QEB 2>RAF #BCBKPB , FKFPQOV
BFDEQBBK AOLKBP >KA PBSBK @ORFPB JFPPFIBP TBOB CFOBA >Q (EB
HFKDALJn  %0>KQWI>K #B(BKPB —BTP PQ>QBA m(C BSBO (EB
TLOIA KBBABA > 0B>IFQV @EB@H CLO QEB QEOB>Q MLPBA ?V AOLKB PT>0JP
SKA ILT >IQFQRAB @ORFPB JFPPFIBP QEFP T>P FQn %0>KQWI>K

3EB KBTP 0BMLOQP AFCCBO >P QL QEB PMB@FCF@ KRJ?B0 >KA QVMBP LC
AOLKBP >KA JFPPFIBP RPBA FK QEB >Q0>@H %LRO JFPPFIBP AFA EFQ QEBFO
FKQBKABA LFI CFBIA Q>0DBQP ELTBSBO F FP RK@IB>0 ELT J>KV AFA KLQ

""E>MQBO  #BSBILMFKD > ** 4 2 2Q0>0BDV &L>IP _MQFLKP 3>0DBQ K>IVPBP
/0L@BPP 2BIB@QFLK - MBO>QFLK>I , BQOF@P MMOL>@EBP QL "*LRKQBOFKD 4 2



OLIMIBQB QEB JFPPFLK  %0>KQWI>K 3EFP T>P > J>0L0
BP@>I>QFLK FK 4 2 >00>@HP DFSBK QEB QVMB >KA KRJ?BO LC RQFIFWBA
AOLKBP 3EBOB >IPL @LKQFKRBP QL ?B PMB@RISQFLK >P QL (EB
DBLDO>MEF@>! LOFDFKP LC QEB >QQ>@H /O0BSFLRP AOLKB >00>@HP E>A GLJB
(0LJ 8BJIBK >KA TBOB IFJFQBA FK PAWB PGLMB >KA 0>KDB (Q FP TFABIV
?BIFBSBA ?V 2>RAF  0>?F> >KA (QEB 4KFBA 20>0BP QE>Q (0>K T>P (EB
PLRO@B ELTBSBO (0>K E>P KLQ @I>FIBA @0BAF) CLO QEFP >QQ>@H

GE> P 0BJ>0H>?IB FP QE>) ABPMFQB QEB EB>SV ABCBKPBP LC QEB
?N>FN LFI CFBIA KLKB LC QEB PVPQBJIP LO QB@EKLILDFBP QET>00BA (EB
>00>@H 3EB C>@FIFQV FP ?BIFBSBA QL E>SB >F0 ABCBKPBP QE>( FK@IRAB
>K  JBOF@>K />Q0FLQ PVPQBI > 2TFPP J>AB  JJ >K(F >F0G0>(Q
_BOIFHLK @>KKLK FK @LKSRK@QLK TFE > 2HVDR>0A 0>A>0 >KA >
%0BK@E ABPFDKBA 2E>EFKB TEFGE FP > PROC>@B QL >F0 JFPPFIB PVPOBJ
%O>KQWI>K 3EB />Q0FLQ JFPPFIB ABCBKPB PVPQB.J FP QEB LKIV
OLIMLKBK(Q PMB@FCF@>I1V ABPFDKBA QL ABCBKA >D>FKPQ 4 5P (Q FP EFDEIV
MLPPF?IB QE>Q QEB AOLKBP TBOB DRFABA RPFKD LK ?L>0A PBKPLOP >KA
KLQ &/2 MOLDO>JJBA TEFGE DFSBK QEB FKCO>PQOR@QROB LC >K LFI
MOL@BPPFKD C>@FIFOV T>P NRFOB >AS>K(>DBLRP

(C 42 PRMMIFBA >F0 ABCBKPBP TBOB KLQ LOFBKQBA QL ABCBKA >D>FKPQ
>K >00>@H COLJ (0>K QE>QIP FK@LIMOBEBKPF?IB (C QEBV TBOB ?R(Q QEBV
TBOB KLQ BKD>DBA QE>QP FK@LJIMBOBKQ (C QEBV PFIMIV TBOBKIQ RM QL
QEB Q>PH LC MOBSBKQFKD PRE MOB@FPFLK >QQ>@HP QE>QIP @LK@BOKFKD P>FA
#>KFBI 2E>MFOL > (LOJB0 42 J?>PP>ALO (L (POSBI #

10;D &BK /FKF 8RKDJ>K ?BIFBSBP QE>Q QEB mMOFJ>0V @E>IIBKDB FK
POLMMFKD >K >Q0>@H IFHB QE>Q FK 2>RAF 052> FP KLQ QEB >?FIFQV QL PELL(Q
ALTK QEB QEOB>QP ?RQ 0>QEBO QL ABQB@Q QEFKDP QE>( @>K PKB>H FK KB>0
(EB DOLRKAn # .,

G:61>C< 6 ,DAJI>DC

CBANO>C< I1=: —=G:6l
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(K QEFP @>PB PQRAV QEB QEOB>(Q ABQBOJFK>QFLK FP JLOB PMB@RI>(FSB
0E>K ABCFKBA (0>K ABKFBA I>RK@EFKD QEB >Q0>@H ?RQ QEB TB>MLK
PVPQBIP TBOB JLPQ ABCFKFBIV (0>KF>K FK ABPFDK >KA MLPPF?IV FK
J>KRC>@QROFKD 3EB LOFDFK LC QEB AOLKBP T>P ABQBOJFKBA ?V (EBPB
P>JB AOLKBP ?BFKD MOBSFLRPIV RPBA >D>FKPQ 2>RAF 0>?F> >KA (EB
0B@LSBOBA TOB@H>DB 3EBOB FP PLJIB PMB@RI>(FLK QE>Q LKB QVMB LC
AOLKB T>P RPBA >D>FKPQ QEB />Q0FLQ ABCBKPB PVPQBJ TEFIB (EB
PBALKA QVMB LC 4 2 T>P RPBA >D>FKPQ QEB LFI C>@FIFQV ?>PBA LK QEB
TOB@H>DB C0LJ KRIBOLRP PFQBP 3EB 0B@LSBOBA ABIQ> TFKDBA AOLKB
T>P ABQBOJFKBA QL 2B JLPQ IFHBIV (OLJ > 3LLC>K (0>KF>K AOLKB LO >
PFIFI>0 ABPFDK @I>PP TFQE > DOB>(QB0 0>KDB

-DD;6C GDC:

3EB 3LLC>K AOLKBP >0B > PBOFBP LC AOLKBP ABSBILMBA >KA RPBA
?V (0>K PMB@FCF@>IIV CLO PRF@FAB JFPPFLKP (0>K ALBP KLQ MR?IFPE
FKCLOJ>QFLK >?LRQ QEB AOLKBP FQ ?RFIAP >KA ABPFDKP 3EB 3LLC>K
AOLKB FP @LKPFABOBA PJ>Il >KA FP HKLTK QL ?B SBOV C>PQ 1 RM QL
HJ EO _KB LC QEB >AS>KQ>DBP FP FQPI RKABQB@(>?IB I>RK@E Il LC
QEBPB (B>QROBP J>HB FQ AFCCF@RIQ CLO >K BCCB@QFSB ** 4 2 0BPMLKPB 2BB

%FDROB

><JG6: -DD;6C GDC:
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2LRO@B m(0>K 2RFOFAB #OLKBPn

(KARPQOV >K>IVPQP TEL E>SB PBBK QEB 3LLC>K ABP@OF?B F) E>SFKD
> PJ>Il 0>A>0 @OLPP PBAGFLK >KA >MMB>OFKD QL ?B J>AB THE
IFDEQTBFDEQ 0>A>0 >?PLO?FKD J>(BOF>IP KA DRFABA ?V @RQUFKD BADB
SSFLKF@P (Q @>K CIV CLO LSBO LKB ELRO 3EBOB FP >IPL > COLKQ C>@FKD
@>JB0> FK (EB KLPBALKB TEFGE Q0>KPJIFP IFSB FI>DBP RK(FI QEB
JLJIBKQ LC FIM>@Q Il LC QEBPB @E>0>@QBOFPQF@P J>HB (EB 3LLC>K >
SBOV BCCBAQFSB PRFGFAB AOLKB JBJOF

IQELRDE QEB 3LLC>K E>P > PJ>Il 0>A>0 PFDK>QROB QEB BPQFJ>(QBA
PMBBA LC >MMOLUFJI>QBIV ~ HKLQP MI>@BP F FK QEB ABQB@Q>?IB 0>KDB
3EB LQEBO MLPPF?IB AOLKB RPBA FK QEB >Q0>@H T>P JLPQ IFHBIV >
8BJBKF ™ LRQEF JFIFQF> ORAP  @ORFPB JFPPFIB JBJOF

JIDHH>7A: GI>H: &>HHAZH

""ORFPB JFPPFIBP >0B PILTBO QE>K QO>AFQFLK>I JFPPFIBP CIV >Q ILTBO

>IQFQRABP >KA >0B PJ>Il i >Il 0>A>0 BS>AFKD >AS>KQ>DBP  KLQEBO
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>AS>KQ>DB FP QE>Q @ORFPB JFPPFIBP >0B QVMF@>IIV ILTBO FK MOF@B QE>K
LQEBO QVMBP LC JFPPFIBP >0JP@LKQOLI@BKQBO ""ORFPB JFPPFIBP
@>K ?B I>RK@EBA COLJ >IJLPQ >KV IL@>QFLK ?V I>KA COLJ QEB >F0 LO
>K L@B>K SBPPBI >0JP@LKQOLI@BKQBO 3EBPB QVMBP LC JFPPFIBP
@>K E>SB JRIQMIB DRFA>K@B PVPQBIP ABMBKAFKD RMLK QEB ABPFDK
3EB JFPPFIBP @>K ?B @LIMIBQBIV MOB MOLDO>JJBA (L0 &/2 CIFDEQ LO
@>K ?B DRFABA ?V >K LMB0>QLO RPFKD > CLOT>0A MLPFFLKBA @>JB0>

*JOH &>HHA:

(KFQF>1IV QELRDEQ QL ?B ABPFDKBA FK 8BJBK ?V QEB "LRQEF QEB
ORAP  (@ORFPB JFPPFIB FP MLTBOBA ?V > ""WB@E ?RFIQ QRO?L(BQ BKDFKB
2BB %FDROB "LTBSBO ?>PBA LK >K (0>KF>K FKARPQOV >K>IVPQ QEB
ORA  JFDEQ E>SB ?BBK ABSBILMBA >KA ABPFDKBA FK (0>N
>0JP@LKQOLI@BKQBO 3EB (0>Kr>KP E>SB ?BBK ABSBILMFKD
PBSBO>I AFCCBOBKQ QVMBP LC JFPPFIBP CLO QEB M>PQ (BT AB@>ABP 3EB
ORAP  FP PJ>IIBO QE>K QEB 2LRJ>0 >KA ~LSBVWBE JFPPFIBP >KA E>P
IBPP QEORPQ QE>K (QEB 8> IF JFPPFIB >0JP@LKQOLI@BKQBO 3EB
ORAP  >MMB>0P QL ?B MOFJ>0FIV J>AB LRQ LC JBQ>I ?>PBA LK QEB
TOB@H>DB 3EB PFDK>QROB FP IFHBIV PJ>Il ?RQ FK IFKB TFQE LQEBO @ORFPB
JFPPFIB PFDK>QROBP = FKW

><JG: *JOH GI>H: &>HH>A:
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i
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2LR0O@B  “FKW
JIDI:CP6A " " & HHA: _H6<:

2FK@B IFQQIB FP HKLTK >?LRQ QEB ORAP  @ORFPB JFPPFIB ?BPFABP QEB
PRPMB@QBA 0>KDB LC  JFIBP QEB #( — (>0DBQ @ORFPB JFPPFIB @>K
2B RPBA >P > PROOLD>(B CLO >K>IVPFP PFK@B FQ E>P QEB P>JB BKDFKB >KA
FP >MMOLUFJI>QBIV QEB P>JB PAWB = FKW 3EFP DFSBP QEB ORAP
> PRPMB@QBA PMBBA LC HKLQP , >KRC>@QROBA 2V $NRFM>BO
(KARPQOF> BOLK>RQF@> QEB #( — E>P > CIFDEQ >IQFQRAB S>0F>K@B LC

J i J >KA P ABPDKBA (LO EFDE PMBBA EFDE
J>KBRSBO>?FIFQV (Q FP >ASBOQFPBA QL E>SB > J>UFJRJ PMBBA LC
JME BNRFM>BO

—-681>86A C6ANH>H

3EB LFI (>@FIFOV >00>@H ABILKPQO>0BA > MOB@FPB >KA PLMEFPQF@>QBA
>00>@H RQFIWVFKD JRIQIMIB AOLKBP TFE AFCBOBK( >QQ>@H MOLCFIBP QL
JRIGMIB IL@>QFLKP TREFK > PJ>II >JLRK( LC (FIB  (Q FP PRPMB@QBA
0E>) JRIQIMIB 3LLC>K AOLKBP CFOPQ >Q0>@HBA QEB />QO0FLQ 0>A>0
CLILTBA ?V >AARFLK> 3LLC>K AOLKBP >KA ORAP  @ORFPB JFPPFIBP
>QQ>@HFKD QEB LFI C>@FIFFBP  3EB 3LLC>KIP LMQF@>I CFK>I DRFASK@B @LRIA
E>SB ?BBK BJMILVBA 3E>Q TLRIA JB>K QEB ERJ>K @LKQOLIIBO P
TLRIA E>SB (L 2B M>0Q LC QEB >Q0>@H 3EB ORAP JLPQ IFHBIV RPBP >K
(.4 >KA &/2 CLO DRFA>K@B ™ FKW 3EFP FP @LKPFPQBKQ TFE TE>Q
FP HKLTK >?LRQ QEBFO >KOF PEFM @ORFPB JFPPFIBP 3EB >Q0>@HBOP RPBA
ILT @LPQ >Q0>@H SBEF@IBP PMBEFCF@>IIV ABPFDKBA QL BS>AB 0>A>0 3EB
>Q0>@HBOP HKBT QEB PMB@FCF@ IL@>QFLKP CLO QEB 0>A>0 ABCBKPBP >KA (EB
LSBO>II ABCBKPBP LC ?LQE C>@FIFQFBP  AAFFLK>IIV QEB >QQ>@HBOP RPBA
> OLIPFK>QFLK LC I>KKBA >KA RKJI>KKBA PVPQBJIP i ?RQ KL ERJI>K
PRMMLOQ T>P MEVPF@>IIV IL@>QBA >( BFQEBO LFI CFBIA

,DAJI>DC %>B>161>DCH

(K QEFP P@BK>OFL QEB RPB LC QEB />Q0FLQ 0>A>0 >KA M>QOFLQ JFPPFIB
OBPMLKPB @LRMIBA TFE IFQQIB FKQBIIFDBK@B >D>FKPQ >K RKHKLTK

| ""ESMQBO  #BSBILMFKD > ** 4 2 200>BDV &L>IP _ MQFLKP 3>0DB(
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KRJ?BO LC Q>0DBQP IFJIFQBA QEB BCCB@QFSBKBPP LC QEB PVPQBJ (Q E>P
2BBK OBMLOQBA QE>Q QEB DR>0AP > QEB C>@FIFQV >Q0BIMOBA QL RPB QEBFO
OFCIBP >KA E>KADRKP (L ABCBKA QEB FKPQ>IISQFLK #

)G:H:GK6I>DC D; M>HI>C< "C;G6HIGI8IIG:

25RAF  0>7F>P LFI (FBIAP E>SB EFDE S>IRB >KA >0B FK > MOLQB@QBA
>0B> TEFQE FP OBI>QFSBIV 0BJIL(B QEBOB >0B (BTBO IFIFQ>QFLKP LK QEB
MLQBKQF>I PLIRQFLK P QEFP FP >K FKARPQOF>I PFOB QEB PLIRQFLK KBBAP
0L @LKPFABO JFKFI>I A>J>DB QL QEB MEVPF@>I C>@FIFQFBP >P TBII >P QEB
BIBBQOLKF@ >KA @LI IRKF@>QFLK PVPQBIP LC QEB C>@FIFQV FKCO>PQOR@QROB
1BQROKFKD QL QEB @LK@BMQ LC KLQ FK@ROOFKD A>J>DB (L QEB MEVPF@>I
C>@FIFQFBP  JFQFD>QFLK MI>KP KBBA (L ?B ABSBILMBA FC COFBKAIV LO
OEOB>QBKFKD AOLKBP >0B ABPQOLVBA LSBO QEB LFI CFBIAP 3EBOB PELRIA
2B PMB@F>I @>0B Q>HBK QL @LKPFABO >KV @LJ?RP(F?IB J>QBOF>IP

DK:GC6C8:

AARFLK>IIV - JFIFQ>0V >KA @LIJBO@F>1 >F0 (0>CCF@ KBBA (L 2B
>@@LRK(BA (LOFK QEBMI>K (C&/2 &+.— 226>JJIFKDFP QL 2B M>0Q LC
QEB PLIRQFLK FQ KBBAP QL ?B @LLOAFK>QBA >KA >MMOLSBA ?V QEB 2>RAF
DLSBOKJBK( 3EB LFI (FBIAP >0B LTKBA ?V QEB 2>RAF DLSBOKJBK(
QEFP C>@Q PELRIA >PPFPQ FK >KV DLSBOK>K@B ?BFKD TOFQQBK >IQBOBA LO
T>FSBOBA QL MOLQB@Q QEFP @OFQF@> FKCO>PQOR@QROB

IBDHE=:6>8 %>B>161>DCH

2BSBO>| >QILPMEBOF@ IFIFQ>QFLKP BUFPQ FK QEB ., FAAIB $>PQ 1BDFLK
3EB TB>QEBO FK 2>RAF  0>?F> FP KLOJ>IIV PRKKV TRE JFUBA LO KL
@ILRA @LSBO >KA QEB TBBH LC 2BMQBJ?B0 i 0EB TB>QEBO

FK QEFP OBDFLK >SB0>DBP COLJ i ABDOBBP %>EOBKEBFQ 3EB A>VP
>0B @LLIBPQ 6RPQ ?BCLOB JFAKFDEQ RKQFI >MMOLUFJ>QBIV >3 #ROFKD

2BM(BJI?B0 QEB ABT MLFKQ >SB0>DB fP ?N>FN PHFBP BUMBOFBK@B
@ILRA @LSBO ?BQTBBK LC QEB (FIB CLO QEFP JLK(E
TB>QEBOPM>0H @LJ (K QEFP OBDFLK QEBOB >0B P>KA PQLOJP
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EB>QT>SBP >KA BSBK (LD FK QEB >0 KB>0 QEB DOLRKA 3EBPB
OLKAFQFLKP ALKIQ MOB@IRAB I>PBO PLIRQFLKP ?RQ FQ ALBP E>SB >K FIM>@Q
LK QEBJ *"LKPFABO>QFLK PELRIA ?B J>AB (L BIBS>QFKD QEB I>PBO >?LSB
0EB DOLRKA FC FQ FP M>0Q LC QEB PVPQBJ MLPPF?IV FK > DR>0A QLTBO
LO FK >K >F0?LOKB MI>QCL0J  3EB QLMLDO>MEV FP @LKPFABOBA QL E>SB
JLABPQ S>0F>QFLKP TFQE > 00 SSOF>QFLK CLO > JFIB 0>AFRP

&JA> %6N:6:9 DJICI:G GDC: +:HEDCH: )A6C

3EB JRIQIMIB AOLKBP RPBA FK (QEB 2>RAF LFI CFBIA >QQ>@HP >0B
@LKPFABOBA JBAFRJ AOLKBP QEBOBCLOB QEB PLIRQFLK PELRIA @LKPFABO
>Il >MMOLMOF>QBIV PFWBA >KA NR>KQFQV @LRK(QBOJIB>PROBP 3EB
@LRK(BOJB>PROB OBPMLKPB PELRIA >@@LRK( CLO JRIQFAMIB AOLKBP
>Q>@HFKD > LK@B JLOB QE>K LKB QVMB LC AOLKB TRE LKB AOLKB
?BFKD OBI>(FSBIV EFDE PMBBA >KA > PMO>TIFKD PLCQ FKCO>PQOR@QROB QL 7B
MOLQB@QBA >II IB>A QL JLOB QE>K LKB I>VB0 LC ABCBKPB >KA QE>Q QEB
CFOPQ BKD>DB.JIBK( PELRIA ¢>0 BKLRDE >T>V QL >IILT CLO >K >PPBPP.IBKQ
>KA BKD>DB.JIBK( LC IB>HBOP ?BCLOB QEBV @>K 0B>@E QEB C>@FIFQV P QEB
CFOPQ 1>VBO LC ABCBKPB FP BUQBKABA LRQ QEB 1>0DBO QEB BKD>DB.JIBK( >0@
AFPQ>K@B DOLTP

%L0 QEFP @>PB PQRAV QEB CFOPQ I>VBO PELRIA ?B >?LRQ  JFIBP LRQ
(OLJ QEB MOLQB@BA >0B> 3EFP MBOFJB(BO >IILTP CLO >AS>K@FKD
0>0DBQP >KA 0B@BAFKD Q>0DB(QP >P TBII >P BKLRDE QF.JB QL @LLOAFK>QB
QEB PBALKA I>VBO OBPMLKPB 3EB MOLUFJIFQV LC QEB @L>PQIFKB P > (>@QLO
FK QEB PVPQBJ MI>@BJIBK(Q 3EB BUM>KPB LC QEB MBOFJBQBO MOB@IRABP
0EB RPB LC PELOQBO 0>KDB PVPQBJIP ?B@>RPB LC QEB KRJ?BO LC PFQBP
OBNRFOBA 'RIIBQP [>PBOP >KA EFDE MLTBOBA JF@OLT>SBP GLK@BAB QL
JFPPHIB ?>PBA PLIRQFLKP >Q QEFP 0>KDB &OLRKA ?>PBA JFPPFIB PVPQBIP
>0B > JLOB MO>@QF@>l @ELF@B CLO MOLQBAYFLK QE>K >F0G0>CQ ?>PBA
JFPPFIB PVPQBIP 3EB @LPQ LC QEB >F0G0>0Q >KA MFILQ M>QOLIIFKD QEB
>FOPM>@B ?BALJIBP >PQOLKLJIF@>I CLO >K FOOBDRI>0 QEOB>)

3EB 0>KDB (L0 QEB MLFKQ ABCBKPB PBALKA I>VBO KBBAP QL ?B (>0
BKLRDE LRQ (L FKQBOAF@Q QEB AOLKB >KA KLQ E>SB F) @LJB ALTK TFHEFK
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QEB (>@FIFQV ?LRKA>0FBP TEFIB >0 QEB P>JB (FJB KLQ @0B>QFKD >K >0@
AFPQ>K@B QE>Q FP QLL 2FD KLQ QL ?B @LPQ BCCB@QFSB (K QEFP @>PB QE>Q
0>KDB TLRIA ?B >MMOLUFJ>QBIV ~ JFIBP QL >@@LRK(Q CLO QEB @ORFPB
JFPPFIB QVMB >Q0>@H AOLKB GFE (EB PEL0QBO @LSBO>DB WLKB (EB
S>0FBQV LC PELOQBO 0>KDB PVPQBIP @>K ?B @LKPFABOBA

:1:8pDC

#B(BACFLK FP LKB LC QEB JLOB @E>IIBKDFKD MLOGFLKP LC QEB PLIRQFLK

0 IB>PQ LKB LC QEB QEOB>Q AOLKBP FP > ILT >IQFQRAB FKDOBPP QVMB
AOLKB >KA QEBOBCLOB QEB ABQB@QFLK PVPQBJ KBBAP (L ?B BIBS>(BA
3EB ORAP FP RKIFHBIV QL ?B QU>KPJFQQFKD >KV PFDK>I (L0 >K $2
OVMB PVPQBJ 3EB 3LLC>K J>V L0 J>V KLQ ?B Q0>KPIRUKD 3EB
FKOBOAF@QFLK PVPOBJ PBIB@QBA KBBAP > MOB@FPB IL@>(FLK CLO TB>MLK
DRFA>K@B >KA PFK@B PBKPLOP FK QEB IFDEQ PMB@QORJ E>SB QLL PELOQ LC >
0>KDB (L0 QEFP MOLQB@QFLK OFKD QEB ?BPQ @ELF@B FP > 0>A>0 QVMB PVPQBJ

3EB KBUQ AB@FPFLK FP QEB QVMB LC BIBS>QFLK JBQELA (P QEB 0>A>0
PVPQBJ LK > QBQEBOBA ?>IILLK LO >K BUQBKA>?IB >0.3 L0 > CFUBA QL TBO
#RB (L QEB OFPH LC P>KA PQLOJP > QBQEBOBA ?>IILLK FP KLQ QEB ?BPQ
PLIRQFLK  %L0 J>FKQBK>K@B 0B>PLKP >KA P>KA PQLOJ @LKPFABO>QFLKP
0EB BUQBKA>?IB >0J FP MOBCBO>?IB LSBO QEB CFUBA QLTBO  IQELRDE
PQ>QFLKBA LK QEB LRQBO MBOF.JBQBO QEB 0>A>0 KBBAP QL ?B B(CB@QFSB
>@0LPP QEB BKQFOB C>@FIFQV

"C1:G9>81>DC

(KQBOAF@QFLK FP ?BPQ ALKB TEBK [>VBOFKD ABCBKPB QB@EKLILDFBP
JBQELALILDFBP >KA PVPQBJIP —RJBOLRP P@BK>OFLP KBBA QL ?B
@LKPFABOBA TEBK ABPFDKFKD >K BCCB@QFSB @LRKQBO AOLKB ABCBKPB
PLIRQFLK ~ ""LI?FK>QFLK PVPQBJP @>K ?B JLOB BCCB@QFSB BPMB@F>IIV
TEBK ABCBKAFKD >D>FKPQ AFCCBOBKQ QVMBP LC AOLKBP P >K BU>JMIB
QEB 3LLC>K QVMB AOLKB FP JLOB PRP@BMQF?IB QL > AFOB@JBA BKBODV
TB>MLK TEBOB>P QEB ORAP  @0RFPB JFPPFIB FP JLOB PRP@BMQF?IB QL >
E>0A HFIl $>@E I>VBO PELRIA E>SB LSBOI>MMFKD FKQBOAF@QFLK PVPQBJIP
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0L MOB@IRAB JRIQIMIB >QQ>@H AOLKBP >QQBIMQFKD (L LSBOTEBIJ >
PFKDIB PB@QLO  AAFQFLK>IIV FC DOLRKA JFPPFIBP >0B M>0Q LC QEB LSBO>I
PLIRQFLK QEBK QEB KRJ?BO LC DOLRKA PQ>QFLKP JFPPFIBP >KA PRMMLOQ
MBOPLKKBI KBBA QL ?B @LKPFABOBA >P M>0Q LC @LPQ >KA J>FKQBK>K@B

&O>MEF@>1 0BMOBPBKQ>QFLK LC QEB >KQF@FM>QBA BKD>DBJIBK( BKSBILMB
@>K 2B M>0QF@RI>0IV RPBCRI TEBK ABQBOJFKFKD MLFKQ MLPFQFLKFKD , LPQ
BKD>DBJBK( BKSBILMBP >0B KLQ > @F0@IB BCCB@QFSB BKD>DB.JIBKQ WLKBP
ILLH JR@E JLOB BDD PE>MBA 3EB K>00LT BKA FP AO>TK CLO QEB
O0B@BAFKD (>0DB(P >KA QEB TFAB BKA CLO QEB >AS>K@FKD (>0DBQP 3EB
(>PQBO QEB FK@LJFKD Q>0DBQ QEB JLOB QEB BDD PEFCQP PRE QE>Q QEB
OB@BAFKD (>0DBQ WLKB DBQP PJ>IIBO 3EB (>PQBO QEB FKQBO@BMQFKD
JFPPFIB QEB 1>0DB0 QEB BDD DBQP >KA QEB DOB>(BO QEB OB@BAFKD (>0DB(
@>M>?FIFQV 2KVABO

"Cl:<G61>DC

GEBK AB>IFKD TRE > S>0FBQV LC FKQBOAFAQFLK JBQELAP QEB PVP(BJ
KBBAP (L ?B BS>IR>QBA PL QE>Q KL LKB M>0Q LC QEB PVPQBJ @LKCIF@QP
TRQE >KV LQEBO M>0Q LC QEB PVPQBJ  (Q TLRIA ?B @LRKQBOMOLARGQFSB
0L E>SB > @LJJRKF@>QFLKP PVPQB.J QE>Q FP PRP@BMOF?IB QL QEB 6>J JFKD
PLIRQFLK (C >K =/, FP ?BFKD FKQBDO>QBA FQ PELRIA ?B >K>IVWBA QL
J>HB PROB R TFI KLQ A>J>DB LQEBO PVPQBJ @ALJIMLKBKQP

AAFFLK>IIV PELQP CFOBA > OB@BAFKD (Q>0DBQP PELRIA KL(Q @>RPB
LII>QB0>I A>J>DB QL QEB MOLMBOQV ?BFKD MOLQB@QBA Il @LIMLKBKQP
PELRIA ?B (BPQBA TFQE BSBOV LQEBO @LJIMLKBKQ QL S>IFA>QB QE>Q >II
OLIMLKBKQP TLOH E>0JLKFLRPIV QLDBQEBO >KA AL KLQ E>0J (EB
ELJBC>@FIFQV 42 O %LO@B , >6L0 )>V 2KVABO

=: =DH:C ,DAJI>DC

%FDROB PELTP>2 1 &0>((B , ! 1>A>0 3EB &M O>UBFP> #
ABQB@QFLK PVPQBJ QE>Q @>K ABQB@Q PI>II ILT >KA PILT Q>0DBQP >P TBII

} ""ESMQBO  #BSBILMFKD > ** 4 2 200>(BDV &L>IP _MQFLKP 3>0DB(
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>P >F0@0>CQ @ORFPB JFPPFIBP OL@HBQP >O0QFIIBOV BQ@ 3EB 0>A>0 FP LK >K
BUQBKA>?IB >0J QL FK@0B>PB QEB ABQB@QFLK 0>KDB LC ILT 1BSBI Q>0DBQP
(J1:G%6N:G
><JG: , >G6;;: & +6966

2LR0@B 2>>?DOLRM

3EB 0>A>0 PVPQBJ LMBO>QBP LRQ QL >MMOLUFI>QBIV ~ K>RQF@>I
JFBP 3EB PJ>Il PIDK>QROB LC QEB 3LL(>K AOLKB OBAR@BP (EB
J>UFJRJ ABQBOYFLK >KA Q0>@HFKD 0>KDB LC QEB PVPQBJ 2 1
ABJLKPQO>QBA AB(BAOFLK >KA Q0>@HFKD LC > PJ>Il AOLKB TRE >
PFDK>QROB LC  PNR>0B JBQBOP >0 > 0>KDBLC HJ 2 !

$UQOSMLI>QFKD QEFP FKCLOJ>QFLK QL QEB 3LLC>K RPFKD QEB ™ >0MV
AOLKB >P > PROOLD>QB ABIFSBOP >K >MMOLUFJ>(B ABQBEQFLK >KA
Q0>@HFKD 0>KDB LC  HJ 1V MI>@FKD QEB 0>A>0P >MMOLUFI>(BIV ~ HJ
SM>0Q QEBOB FP DLLA ABQB@(QFLK 0>KDB QEOLRDELRQ QEB >0@ TFQE PJI>II
KLQ@EBP 2BB %DROB 42 03V
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><JG: -DD;6C :1:8I>DC ,NHI:B

.T

2LR0@B 42 03V

(KQBOAFGQFLK FP MOLSFABA ?V > DOLRKA I>RK@EBA SBOPFLK LC QEB
.1 . $1 JPPAB (0 GLIBP FK > PFU ?LU GLKCFDROSQFLK QE>Q @>K
?B DOLRKA LO SBEF@IB JLRKQBA 3EFP IP @>IIBA — 2 2 (( —>QFLK>I
AS>K@BA 2R0C>@B QL FO ,fPPFIB 2VPQBJ 3EB ,1 ., $1 FP >
.>0E  JFPPFIB THQE >K >MMOLUFJ>QB 0>KDB LC  K>RQF@>I JFIBP
HJ  DIL?>IPBARORQV LOD 3EB JFPPFIB I>RK@E PVPQBIP TFII >IPL
2B JABP  HJ >M>0Q QL MOLSFAB AR>I @LSBO>DB (L QEB >0@
3TBISB JFPPFIBP MBO PFOB ABIFSBO QEB @>M>2FIFQV QL PELLQ ALTK RM QL
AOLKBP FK >KV DFSBK PB@QLO ?BCLOB OBNRFOFKD > 0BIL>A 42 03V
1>PBA LK QEB MLQBKQF>I QEOB>Q >MMOL>@E AFOBRQFLKP >K FKFOF>I >0@ LC
ABDOBBP TFII ?B RPBA (L0 QEB LRQBO I>VBO 3EB >0@ @>K ?B 0BAR@BA
L0 FK@OB>PBA ABMBKAFKD LK BKBJV Q>@QF@P

3EB 20>02Q0B>H ((FP > ,>@E @I>PP JFPPFIB PVPQBJ FP ABPFDKBA CLO
> HFKBQF@ HFIl TFQE > 0>KDB LC >MMOLUFI>QBIV CLRO K>RQF@>1 JFIBP (Q
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BJIMILVP QEOBB QRKDPQBK A>0QP QE>Q >0B I>PBO DRFABA >KA FJJRKB QL

>[I HKLTK @LRKQBOJB>PROBP 2M>0HP 2BB %FDROB
"CC:G %6N:G
><JG: ,16G@ ,16:6@ " &HHA: ,NHI:B

2LR0O@B 2M>0HP

3EfP MBOJFQP QEB BKD>DBJBKQ LC Q>0DBQP TFE BUQOBJIBIV PJI>I
PFDK>QROBP , FKFPQBO 3L @LJIMIBIBK(Q QEFP PVPQBJ CLO (EB
FKKBO I>VBO FP > "FDE /LTBOBA ,F@OLT>SB =/, PVPQBJ ABPFDKBA (L
COV QEB FKQBOK>! BIB@QOLKF@P LC QEB >QQ>@HFKD AOLKB

3EB PVPQBJ TFIl 7B ABMILVBA LK > CFUBA QROOB) TFE >K  JFPPFIB
OLKCFDRO>(FLK ~ 3EB QROOBQP TFII ?B OBJLQB @LKQOLIIBA COLJ QEB
"LJIJ>KA "'BKQBO 3EBV TFIl ?B ABMILVBA >Q PFU K>RQF@>I JFIB
FK@OBJIBKQP >0LRKA QEB FKKBO ~ JFIB OFKD 3EFP MOLSFABP @LKQFKRLRP
>KA LSBOI>MMFKD @LSBO>DB  3EB QVMF@>I @LK@BMQ LC LMBO>QFLKP TLRIA
RPB > PELLQ ILLH PELLQ JBQELALILDV 3EB @LK@BMQ LC LMBO>QFLKP
FP C>@FIFQ>QBA ?V QEB PMBBA LC QEB JFPPFIB  3EB 20>02(0B>H (( FP >
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SBOV SBOP>QFIB TB>MLK PVPQBJ >KA FP @>M>?IB LC E>KAIFKD FKKBO I>VB0
ABCBKPB >D>FKPQ > I>0DB S>0FBQV LC JBAFRJ >KA [>0DB AOLKBP

3L @LIMIBIBKQ QEB 20>0200B>H PVPQBJ CLO QEB FKKBO I>VBO P >
"IDE /LTBOBA ,F@OLT>SB =/, PVPQBJ ABPFDKBA QL ABPQOLV QEB
FKQBOK>! BIB@QOLKF@P LC QEB >QQ>@HFKD AOLKB 3EBOB >0B (TL SF>?IB
PVPQB.IP CLO QEFP M>0QF@RI>O0 PLIRQFLK ¥ LBFKDIP 3ELO >KA I $ 2VPQBIPI
/. 2BBY%DROB

><JG: MEBEA: D; 6 1><= )DL :6:9 &>8GDL6K: ,NHI:B
. . ——

N\

2LR0@B 5>S>PPBRO

2FK@B QEFP TFII ?B > @LIMLKBKQ LC QEB FKKBO [>VB0 LC ABCBKPB QEB
1 $2VPQBIPI =/ , FP > ILDF@>I

@ELF@B 3EB !LBFKD PVPQBJ FP LSBOHFII CLO QEB FKKBO I>VBO ARB QL FQP
PFWB >KA MLTBO LRQMRQ 5>S>PPBRO

' $2VPQBIP =/, P 12@>I>?IB >KA ABPFDKBA CLO RPB LK >II PRWBP LC
PROC>@B @LI?>Q>KQP: ; =/ , FKPQ>KQ>KBLRPIV ABCB>QP > TFAB 0>KDB LC
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>F0 >KA PROC>@B QEOB>QP >Q 0>@QF@>1IV PFDKFCF@>KQ 0>KDBP PROE >P 4 5

F0B0>CQ "BIFBLMQBOP 425 %>PQ (Q0>@H **0>(Qp n 2VPQBJIP
*IDE /LTBOBA ,F@OLT>SB 2VP(BJ T>P @ELPBK QL MOBSBK( QEB LSBO>II
PVPQB.J >KA BPMB@F>IIV QEB FKKBO >VB0 (0LJ ?BFKD LSBOTEBIJBA TRE
0EB KRJ?B0 LC PFIRIQ>KBLRP >Q0>@HFKD AOLKBP 3EB =/, QVMB LC
ABCBKPB PVPQBJ >IPL MBOJFQP QEB LSBO>II PVPQBJ QL ABCBKA >D>FKPQ
PT>0JFKD PJ>Il AOLKBP FC LO TEBK QELPB >IPL ?B@LJB M>0Q LC QEB
0EOB>Q J>Q0FU 3EB "/, PVPQBJ TFII ?B ABMILVBA LK > PFU JFIB
>0@ E>ICT>V ?BQTBBK QEB 20>0200B>H PVPQBJP 3EFP PIFDEQIV JLOB
CLOT>0A ABMILVJIBKQ FP QL MOBSBKQ MLPPF?IB FKQBOCBOBK@B TFQE (EB
20>0200B>H PVPQBJIP 5>S>PPBRO

DBB6C9 6C9 DCIGDA

3EB JLOB @LIMIBU QEB PVPQBJ >KA QEB JLOB I>VBOP FKSLISBA (QEB
JLOB FKOBDO>QBA QEB @LJIJ>KA >KA @LKQOLI PVPQBI JRP(Q 7B
2BKPLOP TB>MLKP >KA @LJJIRKF@>QFLKP KBBA QL ?B FKQBDO>(BA >KA
OL?RPQ 3E0B>( LO KL QEOB>( ABQBOJFK>QFLKP KBBA QL ?B J>AB K >
NRF@H >KA BCCFFBKQ J>KKBO QL FK@IRAB >K >MMOLMOF>QB JBQELA LC
BKD>DBJBK( 3EB KRJ?BO LC MBOPLKKBI QL >@@LIMIFPE QEFP @>K ?B
OBAR@BA ?V >K BUMBOQ LO >K ( PVPQBJI 42 FO %LO@B , L0 )>V
2KVABO

%L0 QEFP @>PB PQRAV PLIRQFLK >II LC QEB ABQBGOFLK >KA FKQBOAF@QFLK
OLIMLKBKQP TFII 2B @LIJIBOGF>I LCC QEB PEBIC @LJIMLKBKQP QL @0B>(B
QEB CFK>l @LJIMOBEBKPFSB FKQBDO>QBA @LJJ>KA >KA @LKQOLI @BKQBO

IQELRDE J>KV LC QEBPB @LJIMLKBKQP E>SB ?BBK FKQBDO>(BA FK QEB
M>PQ QEBV E>SB KLQ ?BBK FKQBDO>QBA TFQE QEB FKKBO I>VBO PVPQBIP
3L JFKFIAB 1>?L0 ELROP OBNRFOBA >KA QL J>UFJFWB BCCB@QFSBKBPP

OQFCF@F>1 (KQBIIFDBK@B  ( TFII ?B IBSBO>DBA >P JRGE >P MLPPF?IB FKQL
0EB PLIRQFLK GEBK FKQBDOSQFKD > PVPQBJ LC PVPQBIP FQ FP >IT>VP
?BPQ QL FKSLISB > J>(L0 PVPQBJ SBKALO FK QE>Q FKQBDOSQFLK 3EBOB
>0B PBSBO>I ABCBKPB @LKQ0>@QLOP TEL BU@BI > @LIMIBU FKQBDO>QFLK
0BPQFKD >KA OB@BFSFKD DLSBOKJBKQ >RQELOFWSQFLK CLO QEB CFK>I
PLIRQFLK  "*0B>QFKD > KBT @LJJ>KA >KA @LKQOLI PVPQBI TFII JLPQ
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IFHBIV FKSLISB JRIQIMIB SBKALOP FK@IRAFKD LKB IFHB (QEB  1$2
""LOMLO>QFLK QL TLOH TFE QEB IB>A FKQBDO>QLO 2KVABO 3EB

1$2 JI>KQ0> FP n/0LQBAQFKD QEB TLOIAP JLPQ @OFQF@>1 >PPBQPn ~ 1$2
2BAROFQV

1$2 5$13 " MOLAR@) >P PBBK FK %FDROB @0B>QBP > PFKDRI>0
P@>I>?IB FKQBOC>@B QE>Q FKQBDO>(BP M>0QKBOPI @LJJ>KA >KA @LKQOLI
MLOQ>l 3EB @LJIM>KV QLRQP QEB @LKCFDRO>?FIFQV LC QEB PVPQBJ QL
SASM) QL JRIQFMIB PFOR>QFLK>I >T>0BKBPP >KA FK@FABKQ OBPMLKPB
KBBAP RQFIWFKD OLIB ?>PBA PBEROFQV 3EB MOLMOFBQ>0V PVPQBJ @>K
IFKH RKFNRB KBQTLOH PVPQBIP PBKPLOP TRE RKFNRB @RPOLJIFW>?IB
@IFBKQ OBNRFOBJIBKQP @LII>?LO>(FSB OBPMLKPB ~ 1$2 2B@ROFV
2BB %FDROB
5<J6G: ,6BEA: "B6<:D;6C / +- ,NHI:B

2LR0@B 5>S>PPBRO

P QEFP FP > PQ>QF@ ABPFDK (QEB MOFJ>0V @LJJRKF@>QFLKP PLIRQFLK
PELRIA ?B C(F?BO LMQF@ @>?IFKD 3EB E>0A TFOBA @>?IB MOLSFABP >
PQ>?IB @LKPFPQBKQ @LJIJRKFE>QFLK MI>QCLOJ >KA >SLFAP MLPPF?IB
FKQBOCBOBK@B MOL?IBIP TFOE QEB 0>AS0P >KA =/ ., PVPOBJIP >KA @>K
7B PBEROBA G&F % LO P>QBIFQB IFKHP @LRIA ?B (>JJBA @>RPB
FKQBOCBOBK@B OB@BFSB FKQBOCBOBK@B LO E>SB FKQBOJFQUBKQ QL MLLO

! ""E>MQBO  #BSBILMFKD > ** 4 2 2Q0>QBDV &L>IP _ MQFLKP 3>0DBQ
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MBOCLOJ>K@B 2KVABO %FDROB P > @LIMLPFQB LC QEB
LSBO>Il PLIRQFLK @LSBO>DB

><JG: 6H: ,IJ9N . , ,DAJPDC >6<G6B

2LR0@B 42 FO%L0O@B , >6L0)>V 2KVABO

DC8AJH>DCH

3EFP @E>MQBO E>P BU>JFKBA PLJB LC QEB @E>IIBKDBP >KA QELRDE(Q
MOL@BPPBP OBNRFOBA QL ?RFIA > ** 4 2 (0>JBTLOH CLO > DFSBK >0B>
#BSBILMIKD > PLIRQFLK OBNRFOBP > JRIQF PQBM MOL@BPP QL >SLFA
MLOBKQF>! MFQC>IIP >KA >@EFBSB > SBOV EFDE ABDOBB LC PR@@BPP

K>IVWFKD QEB QEOB>Q L0 QEOB>QP FP QEB CFOPQ PQBM FK QEB MOL@BPP 3EFP
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MOL@BPP @LRIA FKSLISB PLIBQEFKD >P B>PV >P > NR>AGLM(BO ABIFSBOFKD
OLKQO>?>KA FKQL > MOFPLK V>0A LO >P E>0A >P @ORFPB JFPPFIBP >KA
>00>@H AOLKBP TFE (EB >AABA @E>IIBKDB LC E>SFKD IFJFQBA
FKQBIIFDBK@B A>Q> >S>FI>?IB  3EB AOLKBIP JFPPFLK >KA MLOBKQF>I IBSBI
LC TB>MLKFAWSQFLK TFIl ABQBOJIFKB QEB >MMOLMOF>(B ** 4 2 OBPMLKPB
3EB KRJ?B0 LC >QQ>@HFKD AOLKBP TFII >IPL DLSBOK QEB @LIMIBURQV LC
QEB LSBO>II PLIRQFLK

1BLOB  @LKQBIMI>QFKD > @LRKQBO AOLKB PLIRQFLK  @>0BCRI
OLKPFABOSQFLK KBBAP QL Q>HB MI>@B 0BD>0AFKD QEB IFIFQSQFLKP QL QEB
MLPPF?IB PLIRQFLK PBQ 2LJB IFJFQ>QFLKP >0B MEVPF@>I PRGE >P (EB
TB>EBO ?RQPLIB IFIFQ>QFLKP @LRIA GOB>QB IBD>I FPPRBP FK@IRAFKD G>Fl
(FIB 3ELPB IFIFQ>(FLKP >0B PBQ ?V QEB DLSBOKJBKQ LC QEB OBPMB@QFSB
OLRKQOV GLOHFKD TFE > DLSBOKJIBK(Q >DBK@V L0 0BNRBPQFKD > T>FSBO
J>V 2B (EB LKIV M>(E QL > PR@@BPPCRI @LRK(BO AOLKB PVPQBJ

P > GLRKQBO AOLKB PVPQBJ FP ABSBILMBA 0>KDB ABQB@YFLK >KA
FKQBOAFGQFLK TFII ?B QEB PRMMLOQFKD CLRKASQFLK  Q TE>Q AFPQ>K@B
ALBP QEB AOLKB KBBA (L ?B ABQBAOBA >KA >0 TE>( AFPQ>K@B ALBP (EB
AOLKB KBBA (L ?B BKD>DBA L0 FKQBOAF@QBA P QEBPB AFPQ>K@BP >KA
MBOFJBQBOP FK@OB>PB PL ALBP QEB KBBA CLO > IFKB LC PFDEQ IFJFQ>QFLK
PLIRFLK  , LOB QE>K LKB I>VBO LO OFKD J>V ?B KBBABA />PPFSB
ABQB@QFLK PVPQB.IP >0B C>KQ>PQF@ FC QEB AOLKB >KA MLPPF?IV QEB DOLRKA
PQ>QFLK >0B BJFQUFKD 1% PFDK>IP =LTBSBO FC QEB >QQ>@HFKD AOLKBP
>0B 0>AFL PFIBKQ QEBK > 0>A>0 QVMB PVPQBJ TFHII IFHBIV ?B KB@BPP>OV
(KQBOAF@QFLK @ELF@BP >0B LCQBK AOFSBK 2V QEB PFWB LC QEB AOLKB >KA
TEBQEBO F) FP @>00VFKD TB>MLKP QE>Q @>K ?B OBIB>PBA P QEB PFWB
FK@OB>PBP QEB FKQBOAFAQFLK JBQELAP JLSB (OLJ > PLCQ FKQBOAFAQFLK
RPFKD (>JJBOP KBQP BQ@ QL JLOB QU>AFQFLK>] TB>MLKP CLO >F0@0>CQ
0E>( FK@IRAB ?RIIBQP >KA JFPPFIBP P QEB KRJ?B0 LC >QQ>@HFKD AOLKBP
FK@OB>PB QEB FKQBOAFGQFLK JBQELA JLSBP OLJ HFKBQF@ >Q0>@HP QL
0EB KLK HFKBQF@ 0B>1J LC AFOB@QBA BKBODV PR@E >P I>PBOP >KA EFDE
MLTBOBA JF@OLT>SBP

#L KLQ CLODBQ QEB IFIFQ>QFLKP >KA 0BNRFOBJIBKQP CLO OLIJI>KA >KA
@LKQOLI FK QEB LSBO>II PLIRGFLK ~ 3EB @LJJI>KA >KA @LKQOLI PLIRQFLK
J>V 2B BUQUBJIBIV PEIMIB >KA MLQBKQF>IIV ABPFDKBA CLO > S>O0FBQV LC

| “ESMQBO  #BSBILMFKD > ** 4 2 200>QBDV &L>IP _MQFLKP 3>0DB(
K>IVPBP /OL@BPP 2BIBEQFLK - MBOSQFLK>! , BQOF@P  MMOL>@EBP (L **LRKQBOFKD



@LIJIBO@F>I AOLKBP P QEB QEOB>Q DOLTP >KA QEB KRJ?B0 LC ABCBKPB
I>VBOP DOLTP PL QLL ALBP QEB @LJIMIBUFQV LC QEB @LJIJ>KA >KA
@LKQOLI PVPQBJ  3EB KB@BPP>0V IBSBI LC @LIMIBUFQV J>V OBNRFOB >K
BUMBOQ PLCQT>0B PLIRQFLK BJ?BAABA TRE >0QFCF@F>I FKQBIIFDBK@B QL
EBIM DRFAB QEB >Q0>@H >KA OBPMLKPB ME>PBP ** 4 2 TFIl GLKQFKRB
0L @E>KDB >KA >A>MQ >P QEB QB@EKLILDV FIMOLSBP >KA QEB AOLKB
@LRKQBO AOLKB FPPRBP >0B JLOB @LKPQOSFKBA ?V ERJ>K FKKLS>QFLK
0E>K QEB P@FBK@B QE>)Q BIMLTBOP QEB J>@EFKBP

*J:HI>DCH

—>JB QEOBB (>@QLOP QE>Q JRPQ ?B Q>HBK FKQL @LKPFABO>QFLK
TEBK ?RFIAFKD QEB (0>JBTLOH CLO '

4 2

GE>( >0B (EB IFIFQ>QFLKP LC > ** 4 2 PLIRQFLK

"">K ' 4 27B@LRK(BOBA (CVBP ELT

GEV TLRIA > KLK HFKBQF@ HFIl 2B @ELPBK LSBO > HFKBQF@ HFI FK ™"
4 2 >0LRKA MLMRI>(BA >0B>P

+:;:6:C8:H
F 4" U.S. Code §130i.Protection of Certain Facilities
and Assets From Unmanned Aircraft. 1BQOFBSBA (0LJ
TTT I>T @LOKBII BAR RP@LAB EQQMMP  TTT I>T @LOKBII BAR
RP@LAB QBUQ F
1$2 2B@ROFQV ARES  Security. 1BQOFBSBA COLJ
>0BPPB@ROFQVALOM @LJI EQQMP  >0BPPB@ROFQV@LOM @LJ  ELJIB
>0JP@LKQOLI@BKQBO Fact Sheet: Ballistic vs. Cruise Missiles.
1BQOFBSBA (oLJ >0JP@LKQOLI@BKQBO LOD

EQQMP  >0JP@LKQOLI@BK(BO LOD C>@) PEBB( ?>IIFPQF@ SP @ORFPB
JFPPFIBP

e Police drone can be hacked with $40 kit says researcher
using XBEE. 1BQOFBSBA (OLJ !1'""@LJI TTT ??0 LI KBTP
QB@EKLILDV
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?70 Saudi Arabia oil facilities ablaze after drone strikes.
1BQOFBSBACOLJ TTT 2?0 @LJ KBTP EQQMP TTT 2?0 LI KBTP
TLOIA JFAAIB B>PQ

1FBPB@HB ** "1/ ""LKQFKRBP 3L $UMILOB 23>11 4 2 . MQFLKP
Defense Daily 1BQOFBSBA COLJ !FBPB@HBO ** i/
""LKQFKRBP 3L $UMILOB 2J3>114 2 _ MQFLKP #BCBKPB #>FIV
1FBPB@HBO ** "1/ ""LKQFKRBP 3L $UMILOB 2J>Il 4 2 _ MQFLKP
#BCBKPB #>FIV
"LOLTFQW * 2 2BM>0>QFKD %>@Q COLJ %F@QFLK FK QEB
#B?>(0B LSBO #0LKB /0LIFCBO>QFLK International Security
ALF (2% <><
“"LIIJIFPPFLK +F@BKPFKD % ** Federal Communications

Commission-Licensing. 1BQOFBSBA (0LJ TTT (@@ DLS IF@BKPFKD
A>Q0>?>PBP IF@BKPFKD EQQMP  TTT (@@ DLS IF@BKPFKD A>Q>?>PBP
IF@BKPFKD

Congress Bills . >V 1BQOFBSBA (OLJ /0LQB@QFLK LC @BOQ>FK
C>@FIFQFBP >KA >PPBQP coLJ RKJ>KKBA >F0@0>CQ
EQQMP  TTT @LKDOBPP DLS PHIP P I++2 P P UJI

#, " -@L?B0 Can anything stop attack drones? .

1BQOFBSBA (OLJ TTT >PR>FJBP @LJ EQMP  TTT >PF(FIBP LI
>0QF@IB QEB OFPB LC PQB>IQE @LJ?>Q AOLKBP

#LOJBEI + DroneBullet is a kamikaze drone missile that
knocks enemy UAVs out of the sky. . 1BQOFBSBA (0LJ
TTT AFDFQ>IQ0BKAP @LJ  #L0JBEI + #OLKBIRIIBQ FP >

H>JFH>WB  AOLKB  JFEQQMP  TTT AFDFQ>IQOBKAP @LJ @LLI QB@E
AOLKB?RIIBQ >KQF AOLKB QB@E

$AT>0A 3BBP ) # QJLPMEBOF@ @LKPFABO>QFLKP (CLO
RKFKE>?FQBA >BOF>| SBEF@IB 4 5 CIFDEQ QBPQ MI>KKFKD In 36th AIAA
Aerospace Sciences Meeting and Exhibit. 6>PEFKDILK  (

BNRFM>BO DIANA: Aerial Target Drone. 1BQOFBSBA (0LJ
TTTBNRM>BO@LJ EQQM TTT BNRFM>BO@LJI AF>K> MEM
U/ #B@BJI?B0 Enforcement Advisory No. 2014-05

{ ""E>SMQBO  #BSBILMFKD > ** 4 2 2Q0>QBDV &L>IP _ MQFLKP 3>0DBQ
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1BQOFBSBA  (OLJ  EQQMP  QO>KPFQFLK C@@ DLS B? /R?IF@<—LQF@BP
# EQJI

%"""" —-LSBJ?B0 Jammer Enforcement 1BQOFBSBA (0LJ
)>JJB0 $KCLO@BIBKQ % *** EQQMP  TTT (@@ DLS DBKBO>I 6>JJB0
BKCLO@BJIBKQ

%O>KWI>K 2 ) 2BMQBJ?B0 Are air defense systems
ready to confront drone  swarms? 1BQOFBSBA  COLJ
TTT ABCBKPBKBTP @LJ DIL?> JFAB>PQ >COF@>
EQQMP  TTT ABCBKPBKBTP @LJ DIL?>l JFAB>PQ >COF@>

>0B >f0 ABCBKPB PVPQBJP 0B>AV QL @LKCOLKQ AOLKB PT>0JP

&BLODB 2 & China shows off new stealth drones. 1BQOFBSBA
LI EQQMP  TTT @KK@LJI >PF> IFSB KBTP
EQQMP  TTT@KK@LJI >PF> IFSB KBTP @EFK> ELKD HLKD
L@Q IFSB FKQI EKH E< ?> B @ > (B B? @B@

DIL?>IPB@ROFQV LOD AMRAAM-Extended Range — AMRAAM-
ER. 1BQOFBSBA (LI TTT DIL?>IPB@ROFQV LOD

EQQMP TTTDIL?>IPBAROFQVLOD JFIFQ>0V PVPQBIP JIRKFFLKP
>3 BO EQJ

“EKW % Meet The QUDS 1. 1BQOFBSBA (OLJ
TTT>0IPELKOLITLKHOLI EQMP  TTT >0JIPALKQOLITLKH LI
>00EFSB JBB( (EB NRAP

& - #BOBOQFLK  IL@>IFWSQFLK ~ >KA  Q0>@HFKD  LC

RK>RQELOFWWBA 4 2 >KA )>JJB0P 2017 IEEE/AIAA 36th Digital
Avionics Systems Conference (DASC). 6>PEFKDILK # 2**

JBJOF Iran Presents its Suicide Drones. 1BQOFBSBA (0LJ

TTT JIBIOFLOD EQQMP  TTT JBJOFLOD OBMLOQP FO>K
MOBPBKQP FQP PRF@FAB AOLKBP

» FIRQ>0V EFPQLOV KLT %B?0R>0V  Buzz Kill — 13 Remarkable

Facts about the V-1 Flying Bomb. 1BQOFBSBA (0LJ
» FIFQ>0VEFPQLOVKLT @LJ EQQMP  JFIFQ>0VEFPQLOVKLT @LJ
?RWW HFII >J>WFKD C>@QP >?LRQ QEB S CIVFKD ?LJ?

, FKFPQBO MoD Minister Announces Missile Support
Contract Win to Thales in Belfast. 1BQOFBSBA  (0LJ
TTT@LMV?LLH @LI EQMP  TTT @LMV?LLH@LI @LIM>KFBP
QE>IBP RH >0QF@IBP JFPPFIB PRMMLOQ @LKQ0O>@Q
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- MBKTLOHPBKDFKBBOFKD Sky Wall Patrol. 1BQOFBSBA C0LJ
LMBKTLOHPBKDFKBBOFKD @LJ  EQQMP  LMBKTLOHPBKDFKBBOFKD @LJ
PHVT>Il M>QOLI

2 1 Giraffe Elss Uav Detection and Tracking. 20L@HELIJ
2TBABK 2 1

2>>?DOLRM )RKB United Kingdom Becomes Largest
Operator of Saab Land-based Giraffe AMB Radars. 1BQOFBSBA (C0LJ
P>>?DOLRM @LJ EQQMP  P>>?DOLRM @LJ JBAF> KBTP MOBPP
KBTP RKFQBA HFKDALJ 7?B@LJBP [>0DBPQ LMBO>QLO LC
P>>? |>KA ?>PBA DFO>CCB >J7? 0>A>0P

2FKDE 2 How military drones are becoming deadly weapons
across the globe . 1BQOFBSBA (0LJ B@LKLJF@QFIBP FKAF>QFJIBP @LJ
KBTP ABCBK@B EQOQMP  B@LKLJF@QFIBP FKAF>QFIBP @LJ KBTP
ABCBK@B ELT JFIFQ>0V AOLKBP >0B ?B@LJFKD AB>AIV TB>MLKP
>@0LPP QEB DIL?B >0QF@IBPELT @Jrp

2KVABO ) Engineering Solutions for Countering
Autonomous Systems. OIFKDQLK 5 ,LKDL ++*"

2M>0HP Starstreak Multi-role Missile- not just a SAM.
1BQOFBSBA (0LJ TTT >KDBICFOB @LJ EQQM T TT >KDBICFOB @LJ
>0Q BK@E>KQBO PQ>0PQOB>H EQJI

PM>WFL KBTP FQ Raytheon Delivers First Laser Counter-UAS
to US Air Force. 1BQOFBSBA (OLJ PM>WFL KBTPFQ 1BQOFBSBA COLJ
EQOQM  PM>WFL KBTPFQ 0>VQEBLK ABIFSBOP CFOPQ I>PBO @LRKQBO R>P
QL RP >f0 CLO@B

2VPQBJP I SNA 2018: BAE Systems Unveils High Powered
Microwave. 1BQOFBSBA (oLJ TTT K>SVOBELDKFFLK @LJ
TTT K>SVOBALDKFFLK @LJ FKABU MEM KBTP K>S>| BUEF?FQFLKP

PK> PK> ?>B PVPQBJP RKSBFIP EFDE
MLTBOBA JF@OLT>SB EQJI
30BSFQEF@H ) Air Force Set To Deploy Its Counter-Drone

“Phaser” Microwave Weapon Overseas. 1BQOFBSBA  (OLJ
TTTQEBAOFSB @LJ EQMP  TTTQEBAOFSB @LJ QEB T>0 WLKB
>F0 CLO@B PBQ QL CFBIA QBPQ FQP @LRKQBO AOLKB ME>PBO
JF@OLT>SB TB>MLK LSBOPB>P FK
42 [0 %L0@B , >6L0 )>V 2KVABO 1 - @QL?BO "*LRKQBO
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#0LKB 3>@QF@P 3B@EKFNRBP >KA /OL@BAROBP + + = ' _RJJ
5FAQLOV 2VPQBJIP (KQBOSFBTBO

4—__2 Global Navigation Satellite Systems (GNSS).
1BQOFBSBA (OLJ TTT RKLLP>LOD EQQMP  TTTRKLLP>LOD LLP>
BK LROTLOH MP> DKPP DKPP EQJI

42 03V NASAMS Norwegian Advanced Surface to Air
Missile  System. 1BQOFBSBA (0LJ TTT >0JVOB@LDKFFLK @LJ
EQQVMP  TTT >0JVOB@ALDKFMFLK @LJ
KLOT>V<KLOTBDF>K<>0JV<JFPPFIB<PVPQBJIP<SBEF@IBP<RH
K>P>JP<KLOTBDF>K<>AS>K@BA<PROC>@B<QL<>F0<JFPPFIB<PVPQBI <(
BOEKF@>I<A>(Q><PEBBQ<MF@QROBP<SFABL<

5>S>PPBRO 7 )>KR>0V  Video: BAE Systems High Powered
Microwave at SNA 2019. 1BQOFBSBA (OLJ TTT K>S>IKBTP @LJ
EQMP  TTT K>S>IKBTP @LJ BSBKQ KBTP PK>
SFABL ?>B PVPQBJP EFDE MLTBOBA JF@OLT>SB >Q PK>

TB>QEBOPM>0H @LJ Average Weather in September in
Abgaiq Saudi Arabia. 1BQOFBSBA (0LJ  TB>QEBOPM>0H @LJ
EQQMP  TB>QEBOPM>0H @LJ J SB0>DB 6B>(EBO K

2BMQBJ?B0 FK  ?N>IN 2>RAF  0>7F> 2B@QFLKP /OB@FMFQ>QFLK
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Chapter 4. Planning for
Resiliency and Robustness

JJ.C.H.RYAN

,139:Cl %:66C>C< (77:81>K:H
(QBO @LIMIBQFKD QEFP ?IL@H QEB PQRABKQ TFII 2B >?IB QL

_j ABP@OF?B QEB AFCCBOBK@B ?BQTBBK OBPFIFBK@V >KA OL?RPQKBPP

_J ABP@OF?B AFCCBOBKQ T>VP QE>Q OBPFIFBK@V JFDEQ ?B BKE>K@BA

_§ BUMILOB T>VP FK TEF@E OBPFIFBK@V @>K ?B JB>PROBA L0 BPQFI>QBA

_J ABP@OF?B AFCCBOBK@B T>VP QE>Q OL?RPQKBPP JFDEQ ?B BKE>K@BA

J ABP@OF?B ELT OL?RPQKBPP @>K ?B JB>PROBA

J OLK@BMQR>IFWB >Q0>@HP LK OBPFIFBK@V >KA BUMI>FK @>P@>AFKD
BCCB@QP LC PR@@BPPCRI >QQ>@HP

J GLK@BMQR>IFWB >Q0>@HP LK OL?RPQKBPP >KA BUMI>FK @>P@>AFKD
BCCB@AQP LC PR@@BPPCRI >(Q>@HP

j ABP@OF?B QEB @LPQ ?BKBCFQ Q0>AB PM>@B >PPL@F>QBA TF(E OBPFIFBK@V
>KA OL?RPQKBPP

J§ BUMI>K ELT LMBO>QFLK>I PB@OB@V @>K ?B RPBA >P M>0Q LC
OBPFIFBK@V >KA OL?RPQKBPP

J OLK@BMQR>IFWWB MOLQB@QFLKP QL PVPQBJP QE>K @>K PELOB RM
OBPFIFBK@V

AKABOPQ>KAFKD QEB ##(CBOBK@B ?BQTBBK 1BPFIFBK@V >KA 1L?RPQKBPP
POQLKB >NRBAR@Q ?RFIQ ?V QEB 1LJ>KP QL @>00V T>(QBO LSBO
ERKAOBAP LC JFIBP BUFPQP QL QEFP A>V (Q FP OL?RPQ K >PMBK (OBB
NRFSBOP FK QEB TFKAP MBOE>MP ILPBP > (BT IB>SBP ?R(Q @LKOQFKRBP QL
IFSB >CQB0 QEB PQL0J E>P M>PPBA (Q FP OBPFIFBKQ
YLQE LC QEBPB >QQ0F?RQBP >0B FJIMLOQ>K(Q TRQ QEBV @>K ?B QEB
PR?:B@Q LC @ELF@BP FK ABPFDK QEB >PMBK QOBB FP ?LQE OBPFIFBKQ >KA
OL?RPQ TEFIB QEB >NRBAR@Q FP LKIV OL?RPQ >KA KLQ OBPFIFBK) 2ELRIA
>PP>RIQ LO FKPRIQ @>RPB >K >NRBAR@(Q QL 20B>H >KA (>I1 QL QEB DOLRKA
) TLRIA Q>HB > DOB>Q AB>l LC BCCLOQ QL OB?RFIA >KA JBKA QEB

{ ""E>MQBO  /I>KKFKD CLO
1BPFIFBK@V >KA 1L?RPQKBPP



PQOR@QROB 6SLOIA , LKRIBKQP %RKA 6B0B QEB >PMBK Q0BB QL
?B PR?(B@IBA QL >K >UB QEB FKAFSFAR>| Q0BB TLRIA ?B CBIIBA NRF@HIV
BKLRDE ?RQ QEB LOD>KFPJ TLRIA @LKQFKRB QEB S>PQ J>6LOFQV LC QEB
mQOBBn FP > [>0DB RKABODOLRKA OLLQ PVPQBJ %B>QEB0J>K 2LLK
> KBT PELLQ TLRIA BJBODB (L 0BMI>@B QEB >PMBK QE>() E>A ?BBK @RQ
ALTK

3EB @LK@BMQP LC OL?RPQKBPP >KA OBPFIFBK@V PBBJ PFIMIB BKLRDE
PL FQ FP PQOFHFKD QE>Q QEBV >0B PL AFCCF@RIQ QL ABCFKB >KA JB>PROB
3EB —BT G6B7?PQBOP #F@QFLK>0V PFIMIV ABCFKBP OL?RPQ >P mPQOLKD
EB>IQEVn (Q ABCFKBP OBPFIFBKQ >P mPMOFKDFKD ?>@H ?RLV>KQn YLI>KABO
BA 20LAABK 3EBPB ABCFKFQFLKP >0B KLQ RPBCRI CLO
BKDFKBBOFKD MROMLPBP (K QEFP @E>MQBO QEB @LK@BMQP LC OBPFIFBK@V
>KA OL?RPQKBPP TFII ?B BUMILOBA QEOLRDE QEB IBKP LC PB@ROFQV
CL@RPFKD LK ELT ** 4 2 LMBO>QFLKP @>K BUMILFQ QEB S>0FLRP >PMB@QP
LC ?LQE >QQOF?RQBP CLO @LIMOLJFPB 3L PQ>0Q ?>PBIFKB LMBO>QFLK>I
ABCFKFQFLKP >0B L(CBOBA PL QE>Q > @LJJLK I>KDR>DB FP MLPPF?IB L0 QEB
PR?PBNRBKQ >K>IVPBP

+:HA>:C8N

(K BUMILOFKD QEB IFQBO>QROB QEB S>0VFKD ABCFKFQFLKP LC OBPFIFBK@V AL
KLQ PQO>V >0 (0LJ QEB ABCFKFQFLK NRLQBA >?LSB 3TL FAB>P MBOJB>(B
QEB ABCFKFQFLKP CFOPQ QEB >7?FIFQV QL OBQROK QL > MOBSFLRP PQ>QB >KA
PBALKA QEB >JLRKQ LC QFJIB KBBABA QL 0BQROK QL QE>Q PQ>QB 2VPQBJIP
QE>Q >0B >?1IB QL 0BQROK QL QEB MOBSFLRP PQ>QB FK > PEL0Q MBOFLA LC (FJB
>0B P>FA QL E>SB EFDE OBPFIFBK@B TEFIB QELPB QE>Q Q>HB > ILKDBO MBOFLA
LC QFIB >0B P>FA QL E>SB ILT OBPFIFBK@B = LIIK>DBI —>QFLK>I

@>ABJV LC $KDFKBBOFKD

3EBOB >0B PBSBO>I ABPFDK (B>QROBP QE>Q BK>?IB LO FK@0B>PB
OBPFIFBK@V %FOPQ > PVPQBJ JRPQ E>SB >K >7FIFQV QL OBPMLKA QL
>KVQEFKD QE>( @E>KDBP FQP PQ>QB —BUQ QEB PVP(BJ KBBAP QL ?B >?IB
QL JLKFQLO FQP PQ>QB ?BFKD >IB0Q QL FKQBOK>I LO BUQBOK>I @E>KDBP QE>Q
@OLRIA >CCB@Q FQ 3EFOA QEB >?FIFQV QL mIB>0Kn FP RPBCRI HBBMFKD Q0>@H
LC MOBSFLRP BUMBOFBK@BP OBPMLKPBP QL QELPB BUMBOFBK@BP >KA QEB
OBPRIQP LC QELPB OBPMLKPBP @>K MOLSFAB QEB >?FIFQV QL JLOB NRF@HIV
OBPMLKA >MMOLMOF>QBIV  %FK>IIV QEB >?FIFQV QL >KQF@FM>QB @E>IIBKDBP
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L0 @E>KDBP @>K >@@BIBO>(QB QEB ABQB@QFLK LC FPPRBP >KA PR?PBNRBK(
OBPMLKPBP = LIIK>DBI

%LO QEB >PMBK QUBB QEB >?FIFQV QL ?BKA FK QEB TFKA >IILTP FQ QL
OBQROK QL FQP MOBSFLRP PQ>QB NRF@HIV LK@B QEB TFKA E>P @>IJBA
$SLIRQFLK E>P MOLSFABA QEB >PMBK TRQE QE>Q >?FIFQV E>SFKD mIB>0KBAN
LSBO JFIIBKKF> QE>Q TFKA BUFPQP >KA ELT QL OBPMLKA >MMOLMOF>QBIV
3EBPB CRK@QFLKP >0B FKQBOK> QL QEB >PMBK IPVPQBJ!I >KA >0B
OBMOLAR@BA (LO B>@E FKPQ>KQF>QFLK LC >PMBK 3ERP FQ FP MLPPF?IB QL
@E>0>@QBOFWB QEB >PMBK >P E>SFKD EFDE OBPFIFBK@B

3EB >NRBAR@) LK QEB LQEBO E>KA FP BK(FOBIV ABMBKABKQ LK
BUQBOK> CLO@BP QL OBQROK QL FQP CRK@QFLKFKD PQ>QB MBLMIB QL FABKQFCV >
MOL?IBJ @>0B BKLRDE QL OBPMLKA >KA @LJJBK@B (EB I>?L0 KBBABA
0L OBM>FO QEB PQOR@QROB (K QEB @LKQBUQ LC >K >NRBAR@Q PVPQBJ QE>Q
FKAIRABP QEB >00EFOBAQP 1>?LOBOP >KA Q>U M>VBOP FQ E>P J>KV LC QEB
ABPFDK (B>QROBP PRGE >P IB>OKFKD >KA >KQF@FIM>QFKD ?RQ QEB QFJIB QL
OBPMLKA >KA 0BM>FO FP SBOV ILKD 3EB >NRBAR@( E>P ILT OBPFIFBK@B

+D7JHIC:HH

3EB ABCFKFFLKP FK QEB IFQBO>QROB OBD>0A OL?RPQ ABPFDK >P > @LK@BMQ
PBM>0>0B COLJ OL?RPQKBPP 3EBOB P PLJB PRDDBP(FLK QE>Q CLIILTFKD
OL?RPQ ABPFDK MOL@BPPBP TFIl OBPRIQ FK OL?RPQKBPP TEBOB (EB
ABCFKFQFLK LC OL?RPQKBPP FP > PVPQB.J QE>Q FP FKPBKPFQFSB QL S>OF>QFLKP
2LQE FKQBOK>IIV >KA BUQBOK>IIV 3EBOB FP KL (FJB @LIMLKBKQ KLQBA
FK QEBPB ABCFKFFLKP >IQELRDE (FJB ALBP PBBJ (L IROH FK (EB
?>@HDOLRKA > PVPQB.J QE>Q C>FIP PLLK FP KLQ OL?RPQ TEBOB>P > PVPQBJ
QE>Q [>PQP > ILKD QF.JB FP OL?RPQ

1L?RPQ ABPIDK FP > MOL@BPP QE>( CL@RPBP LK NR>IFQV FK LOABO QL
OBAR@B QEB SRIKBO>?FIFQV LC QEB PVPQBJ >P > TELIB QL MOL?IBJIP QE>Q
F) J>V BK@LRK(BO 3EBOB >0B QEOBB @LJIMLKBKQP LC OL?RPQ ABPFDK
PVPQBJ M>0>JB(BO >KA QLIBO>K@B TFE > CLARP LK FK@OB>PFKD NR>IFQV
AROFKD J>KRC>@QROFKD 0>QEBO QE>K QOVFKD QL mFKPMB@Q FK NR>IFQVA >CQBO
J>KRC>@QROFKD GVPH —FB?BI "LEBK  2FJIMPLK . >R0BO
+>R

3EB >NRBAR@( ABPIDK >KA ?RFIA MOL@BPP RPBA 2V (EB 1LJ>KP
CL@RPBP LK MOLAR@) FIMOLSBIBKQ >Q BSBOV PQBM FK@IRAFKD OBPB>0GE
>KA ABSBILMJBKQ LC ?B0QBO J>QBOF>IP QL FK@OB>PB QEB BCCBAQFSBKBPP LC

! ""E>MQBO  /I>KKFKD CLO 1BPFIFBK@V >KA 1L?RPQKBPP



0EB PVPQBJ ""LKQFKR>I J>FKQBK>K@B T>P MBOCLOJBA OBDRI>0IV RK(FI
0EB LOD>KAWFKD PQOR@QROB LC QEB 1LJ>K $JIMFOB @LI>MPBA 3EB
>NRBAR@QP @LKOFKRBA QL BUFPQ CLO > ILKD (F.JB >CQB0 QEB BKA LC 0BDRI>0
J>FK(BK>K@B GLOIA , LKRIBK(P %RKA 3EBV TBOB EFDEIV
0BPFPQ>KQ QL S>OF>QFLKP >KA >P > OBPRIQ SBOV OL?RPQ

3EB >PMBK FP > TLKABO LC K>QROB JLPQ LC FQ FP RKABODOLRKA >KA
EBK@B >?IB QL TFEPQ>KA QEB FKPRIQP >KA @E>IIBKDBP >PPL@F>QBA TFHE
BKSFOLKJBKQ >KA (QB@EKF@>! @E>KDBP 3EB LIABP) >PMBK PQ>KA FP
BPQFI>QBA QL ?B JLOB QE>K VB>0P LIA %B>QEB0J>K ©
FP EFDEIV 0BPFPQ>KQ QL S>OFQFLKP E>P DOB>Q I>PQFKD MLTBO >KA fP >P >
0BPRIQ SBOV OL?RPQ

DBE6BG>C< +:Hot>: C8N 6CO +D7IHIC:HH

3EB C(LILTIKD 3>?IB PRIJ>0MBP QEB >?LSB AFPERPPBA
AFCCBOBK@BP ?BQTBBK OBPFIFBK@V >KA OL?RPQKBPP
—67h:  ,JBB6GN D; +:Hob:C8N 6C9 +D7JIHIC:HH
G710 :H —>B: DBEDC:CI
2FIFQV QL OBPMLKA QL RKABPFOBA
GE>KDBP ORF@H QL 0BOLSBO QL
eecay 7RV QL ILKFLO GROOBKQ PO>0B ABPFOBA P(>(B
2Hob: 2FIFQV QL IB>0K (OLJ
BUMBOFBKOBP o
2HEQV QL >KQFGFM>0B g
GE>IIBKDBP
(KPBKPFQFSB QL @LIMLKBKQ
SSOPSQFLK +5PQP > OBISQFSBIV ILKD
FIB
+D7JHIC:HH  (KPBKPFGFSB QL M>0>JBQBO
SSOPSQFLK
3LIB0>KQ LC BKSFOLK JIBKQ>! 3
S>0F>QFLK

2LR0@B 1V>K ))** = —LBP
(E:G61>5DC6A HE:81H D; +:H>#>:C8N 6C9 +D7JIHIC:HH

1BPFIFBK@V >KA OL?RPQKBPP >PMB@QP >0B FIMLOQ>KQ @LKPFABOSQFLKP
FK PVPQBJ ABPFDK >KA LMBO>QFLKP  (KQBDO>QFKD QEB @LJIMLKBKQP FKQL
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> PVPQBJ (QE>( BKE>K@B QEBPB QTL >QQOF?RQBP @>K ?B @LPQIV TEFGE
JB>KP QE>Q ABPFDK Q0>AB LCCP J>V E>SB QL ?B J>AB K QEB LQEBO
E>KA PLJIB(FIBP KBRQEBO OBPFIFBK@V KLO OL?RPQKBPP >0B ABPFO>?IB
>QQ0F?RQBP  %LO BU>JMIB PFKDIB RPB MI>PQF@ HFQ@EBK T>P(QB ?>DP >0B
FKOBKABA QL ?B CIFIPV >KA B>PFIV ABDO>ABA BKSFOLKJIBK(>IIV >IQELRDE
0EB K>QROB LC QEB J>QBOF>I OBKABOP > IBSBI LC OL?RPQKBPP QE>( FP
RKABPFOBA 4KFQBA —>QFLKP _K QEB LQEBO E>KA J>(BOF>I
P@FBKQFPQP E>SB OB@BKQIV @OB>QBA > QVMB LC MI>PQF@ QE>Q @>K PBIC
ABPQOR@Q TEBK BUMLPBA (L PRKIFDEQ

$KDFKBBOP >) QEB &BLODF> (KPQFQRQB LC 3B@EKLILDV E>SB ABSBILMBA
> KBT QVMB LC MI>PF@ QE>Q @>K CLOJ CIBUF?IB PEBBQP >KA QLRDE
JBOE>KF@>1 M>0QP j QEBK AFP>MMB>0 FK JFKRQBP QL ELROP TEBK EFQ ?V
RIQO>SFLIBQ IFDEQ LO QBJIMBO>QROBP >?LSB  ABDOBBP %>EOBKEBF) p
# 1/ E>P >I0B>AV RPBA QEB MI>PQF@ QL J>HB IFDEQ PQOLKD DIFABOP
>KA M>0>@ERQBP +>PQ . @QL?B0 QEB >DBK@V CFBIA (BPQBA LKB LC QEBPB
SBEF@IBP AOLMMBA (0LJ > EFDE >IQFQRAB ?>IILLK >Q KFDEQ > DIFABO
PR@@BPPCRIIV ABIFSBOBA > QEOBB MLRKA M>@H>DB QL > PMLQ  JFIBP
ST>V  (QBOCLRO ELROP FK QEB PRK FQ S>KFPEBA IB>SFKD ?BEFKA KLQEFKD
?R( >K LFIV PIRADB LK QEB DOLRKA />QBI

3EB BU>JMIB DFSBK FK QEB PQLOV FIIRPQUSQBP >K L?SFLRP RPB (LO
AFP>MMB>0FKD MI>PQF@ PELOQ QBOJ JFPPFLK BUB@RQFLK TFQE SBOV IFQQIB
CLOBKPF@P OBPFARB  ASBOP>OFBP MISKKFKD >QQ>@HP LK AFPQ>KQ Q>0DBQP
GLRIA RPB QEBPB QVMBP LC J>QBOF>IP QL I>RK@E QEBFO >00>@HP TFQELR(Q
IB>SFKD JR@E ?BEFKA CLO FKSBPQFD>QLOP QL CFKA ** 4 2 MI>KKBOP
JFDEQ RPB QEFP QVMB LC ABPFDK (B>QROB >P > CL@RP (L0 >Q0>@H

#BEFAFKD ELT JR@E OBPFIFBK@V >KA ELT JR@E OL?RPQKBPP FP
KBBABA CLO > DFSBK PVPQBJ FP > ABPFDK @ELF@B >KA JRPQ ?B J>AB FK
@LKPFABO>QFLK LC QEB LSBO>II JFPPFLK DL>IP

& :6HIGC< +:HA>:C8N 6C9 +D7JIHIC :HH
P KLQBA FK QEB AFP@RPPFLK OBD>0AFKD QEB ABCFKFQFLKP LC OL?RPQKBPP
>KA OBPFIFBK@V JB>PROBJIBK(Q LC PRGE >QQ0F?RQBP FP LKIV MLPPF?IB FK
OBI>(FLK QL QEB PVPQBJ JFPPFLK DL>IP (C > PVPQBJ FP ABPFDKBA CLO
MOBMI>KKBA MOLAR@( L?PLIBP@BK@B 1R@H />(BI QEBK FQ
FP OFDEQ >KA >MMOLMOF>QB QL ABPEDK FQ TRE > MI>KKBA IKBFIB (K
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>@Q QEB OL?RPQKBPP LC QE>Q MOLAR@Q FP >MMOLMOF>QBIV JIB>PROBA FK FQP
>PFIFQV QL I>PQ QEB MI>KKBA IFCBQFIB  (C FQ ALBP OBIF>?IV QEBK FQ @>K
2B @LKPFABOBA OL?RPQ (C QEBOB FP > KLK QOFSF>I @E>K@B LC FQ CSFIFKD
MOFLO QL MI>KKBA BKA LC IFCB QEBK FQ @>K ?B @LKPFABOBA KLQ OL?RPQ
2F JFI>0IV OBPFIFBK@B JRP) 7B JB>PROBA OBI>(FSB QL QEB JFPPFLK DL>IP

(C QEB JFPPFLK E>P > DL>I QL IFKDBO LSBO > QBOOFQLOV CLO > MBOFLA LC
0FJB (EBK OBPFIFBK@V @>K ?B JB>PROBA FK QEB ABQBOJFK>QFLK LC QEB
PVPQBJ QL 0B>@Q QL >KA 0B@LSBO COL.J BUMB@QBA MOL?IBIP AROFKD QE>(
MBOFLA LC FJB  3EBPB >QQ0F?RQBP JRPQ ?B @>0BCRIIV @LKPFABOBA >KA
ABPFDKBA FKQL QEB PVPQB.J (OLJ QEB ?BDFKKFKD

YDL )GD8:HH:H 86C DDHI +:H>:C8N 6CO +D7JIHIC:HH

1BPFIFBK@V >KA OL?RPQKBPP AL KLQ KBBA QL ?B @>0BP ?LOKB PLIBIV
2V PIKDIB @LJIMLKBKQP LO BSBK PFKDIB PVPQBJIP = >SFKD OBARKA>K(
PVPBJIP @>K ?LLPQ ?LQE OBPFIFBK@V >KA OL?RPQKBPP [ QELPB
OBARKA>K(Q >0B FKQBDO>QBA >MMOLMOF>QBIV (0 ALBP KL DLLA QL E>SB
OBARKA>K(Q PVPQBJP LO BIBJBK(P F¢ PRGE @LJIMLKBKQP >0B BNR>IIV
SRIKBO>?IB QL BUMB@QBA >QQ>@HP LO FKPRIQP 1BARKA>KQ MOL@BPPBP @>K
>AAFFLK>IIV >PPFPQ FK ABIFSBOFKD OBPFIFBK@V QEOLRDE QEB >RDIBKQ>QFLK
LC IB>OKFKD >KA ABQBAQFLK @>M>?FIFQFBP ™ >SFKD OBARKA>K(Q MOL@BPPFKD
@E>KKBIP QE>) ALR?IB @EB@H QEB MOB@FPFLK >KA >MMOLMOF>QBKBPP LC
0EB MOFJ>0V MOL@BPPFKD @E>KKBI FP > SBOV S>IR>?IB JBQELA LC
JLKFQLOFKD QEB PQ>QB LC QEB PVPQBJ >KA BKPROFKD QE>Q F) FP LMBO>QFKD
@LO0BEQIV

O=:C +:H:C8N 6C9 +D7JIHIC:HH >H &DG:  DHIAN 1=6C (EI>B6A

$KDFKBBOFKD CLO FK@OB>PBA OBPIFBK@V >KA LO OL?RPQKBPP @LPQP
OBPLRO@BP JLKBV 1>?L0 BKBODV >KA PM>@B P PRAE QEB ABGFPFLKP
JRPQ ?B @>0BCRIIV J>AB (K PLJIB @>PBP FQ FP KLQ MLPPF?IB QL E>SB
MOB@FPB A>Q> LK QEB LMBO>QFLK>I BKSFOLKJBK( FK TEF@E @>PB DRBPPBP
JRPQ ?B J>AB  %LO BU>JMIB QEB P@FBKQFPQP >KA BKDFKBBOP
ABSBILMFKD QEB CFOPQ DBKBO>QFLK PM>@B PVPQBIP E>A IFQQIB BIMFOF@>I
A>Q> QL TLOH TFE TEBK QOVFKD QL ABPFDK QEB ABPFOBA OBPFIFBK@V >KA
OL?RPQKBPP . KB QEFKD QEBV AFA HKLT FP QE>Q LK@B QEB PVPQBJ T>P
I>RK@EBA FQ T>P DLFKD QL SBOV AFCCFARIQ FKABBA QL PBKA > OBM>FO
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MBOPLK >(QBO FQ P > OBPRIQ QEB B>0IV PVPQBJIP I>PQBA JRGE ILKDBO
0E>K BUMB@QBA &ORPP

3ELPB P>(BIIFQBP TBOB SBOV BUMBKPISB ?RQ A>(Q> QL FKCLOJ (EB
AB@FPFLK PM>@B T>P CLO >II MO>@QF@>I MROMLPBP KLK BUFPQBKQ %LO
JLPQ LCQEB PVPQBIP QE>) >0B ?BFKD ABPFDKBA CLO QBOOBPQOF>I MROMLPBP
>JIMIB A>Q> BUFPQP >KA PFDKFCF@>KQIV JLOB @LIMRQFKD MLTBO BUFPQP
0L PRMMLOQ JLABIFKD >KA PFIRISQFLK *"LPQP @>K ?B BUQOSMLIS(BA
(L0 ?LQE ABPFDK FIMOLSBIBKQP >KA J>0DFK>I OBQROKP LK FKSBPQIBK(Q
DFSFKD QEB MOLAR@Q J>K>DBO QEB >?FIFQV QL J>HB 0>QFLK>I AB@FPFLKP LK
ELT QL J>HB QEB E>0A ABGFPFLKP >?LRQ BUMBKAFQROBP CLO OBPFIFBK@V
>KA OL?RPQKBPP  1R( QEBPB AB@FPFLKP @>K KLQ ?B J>AB >P @LLHFB
@RQQBO AB@FPFLKP (RPQ >P OL?RPQKBPP >KA OBPHIFBK@V >O0B LKIV
JB>PR0O>?IB 0BI>QFSB QL JFPPFLK DL>IP PL >0B QEB @LPQP >PPL@F>QBA
TFQE MOLSFAFKD QEBPB >QQ0F?R(BP

O=:C +:H:C8N 6C9 +D7JIHIC:HH 6G:  1168@:9

1LQE QEB MOBPBK@B >KA >?PBK@B LC OL?RPQKBPP >KA OBPFIFBK@V @>K
7B RPBA >P SB@QLOP CLO >Q0>@H GEBK OL?RPQKBPP LO OBPFIFBK@V P
>?PBKQ QEB >Q0>@HP >0B JR@E JLOB L?SFLRP (Q FP TEBK (EB PVPQBJIP
E>SB ?BBK ABPFDKBA TFE OL?RPQKBPP L0 OBPFIFBK@V FK JFKA QE>Q QEB
>00>@H @E>IIBKDB ?B@LJBP FKQBOBP(FKD

"'>KAFA>QB Q>0DBQP QL ?B @LKPFABOBA FK@IRAB 1V>K) ) (KCLOJ>QFLK
6>00>0B  ""LK@BMQR>I %0>IBTLOH

0 RQLKLJLRP 2BKPLO 2VPQBJP TEFQ@E @>K ?B BUMILFQBA QL PBKA
C>IPB A>Q> ?>@H QL QEB @LKQOLIIFKD PVPQBJ LO RPBA >P @LKARFQP
CLO LQEBO TB>MLKP PRGE >P SFORPBP ILDF@ QLOMBALBP >KA TLOJP

0 3EB' (KCO>PQOR@QROB TEF@E FKAIRABP "'FSFIF>K >KA 200>QBDF@
+B>ABOPEFM (EB #B@FPFLK /OL@BPP 2L@FBQ>I 2RMMLOQ 200R@QROBP
PR@E >P QEB MLIF@B >KA LQEBO DLSBOKJIBKQ>I BKQFQFBP IFHB QEB
TROB>R LC +>KA , >K>DBJBKQ >KA QEB 200>0BDF@ - Fl 1BPBOSBP

0Q>@HFKD QEBPB Q>0DBQP @>K PLT AFP@LOA FK >K LMMLKBKQP
PL@FBQV QEBOB?V C0>@QROFKD QEB AB@FPFLK J>HFKD MOL@BPP L0 >KV
@LKPBKPRP ABKV >K LMMLKBKQ QEB >?FIFQV QL J>0PE>| KBBABA
OBPLRO@BP QL 0B?RCC >K >Q0>@H LO AFSBOQ >QQBK(FLK COLJ LQEBO
>@QFSFOFBP
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0 3EB ""LJIJIRKF@>(FLKP (KCO>PQOR@QROB FK@IRAFKD QEB MEVPH@>I
M>0Q LC > LI IRKF@>QFLKP FKCO>PQOR@QROB TEFGE FK@IRABP
JFAOLT>SB >KQBKK> QLTBOP PTFQOEFKD PQ>QFLKP (BIBMELKBP
0>AFLP @LJIMRQBOP >KA JLABJIP —LK MEVPF@>I MLOGFLKP
FK@IRAB QEB A>Q> BIB@QOF@> PVPQBIP >KA J>K>DBJIBK(Q PRMMLOQ
PVPQBJIP

0 +LDFPQFAP FK@IRAFKD QEB @L.JIMRQBOFWBA ?>@H?LKB QE>Q FABK(QFCFBP
PRMMIV OBNRFOBJIBKQP MLPFOFLKP J>QBOF>IP Q0>@HP ABIFSBOFBP >KA
POEBARIBP 0BPLRO@BP  QQ>@HP LK QE>Q ?>@H?LKB @>K PBSBOBIV
FIM>@Q QEB >?FIFQV LC QEB ABMBKABKQ CLO@BP QL ABMILY LO
J>FKO>FK > ABMILV.IBKQ

3EBOB >0B J>KV LQEBO (>0DB(P FK@IRAFKD QEB PBKPLOP >KA FKAFSFAR>I
4 2 PVPQBJIP ?RQFQ M>VP QL QEFKH 20L>AIV >?LRQ (>0DB(P

-NE:HD; 1168@H

PVPQB.J QE>Q FP ABPFDKBA QL ?B SBOV OL?RPQ FP LKB QE>Q FP BUMB@(BA

OL 1>PQ CLO > ILKD MBOFLA LC QF-JB OBI>QFSB QL FQP JFPPFLK 3EB ABPFDKBOP
J>AB QEB AB@FPFLK QE>Q FQ T>P KB@BPP>0V CLO QEB JFPPFLK QL BKDFKBBO
0EB @LJIMLKBKQP CLO BKE>K@BA OL?RPQKBPP TEFGE T>P > OBPLRO@B
AB@FPFLK PFIMIV PQ>QBA QEBV ABGFABA FQ T>P TLOQE QEB BUQO> JLKBV
BKBODV BUMBKAFQROBP [>?L0 >KA (FJB (L J>HB (EB PVPQBJ JLOB
OL?RPQ 3EB JFPPFLK KBBAP >0B CLO FQ QL I>PQ QL MBOPFPQ #BPQOLVFKD
L0 A>J>DFKD PRGE > PVPQBJ (QEBK FP >K L?SFLRP MOFLOFQV CLO >K
>ASBOP>0V #FPALSBOFKD QEB 0BI>(FSB OL?RPOKBPP LC B>@E PVPOBJ FP >IPL
>K >ASBOP>0V MOFLOFQV PFK@B FQ FKCLOJIP Q>0DBOFKD AB@FPFLKP

2FJFIS0V > PVPQB.J QE>( FP ABPFDKBA QL ?B OBPFIFBK( FP LKB QE>Q E>P
?BBK FJ?RBA TFE QEB >?FIFQV QL OB@LSBO NRF@HIV (OLJ @E>IIBKDBP
%LO0 PRGE > PVPQBJ > PFKDIB >QQ>@H FP KLQ IFHBIV QL ?B SBOV BCCBA(FSB
(KPOB>A > PBOFBP LC >QQ>@HP FK FKQBOS>IP >0 > 0>0B QE>(Q LSBOTEBIJP (EB
0BALSBOV MOL@BPP J>V 2B >MMOLMOF>QB  %L0 BU>JIMIB QEB AFPQUF?R(BA
ABKF>| >Q PBOSFAB ## .2 >00>@H GLK@BMQ T>P ABSBILMBA TEBK
0>0DBQP ?BD>K ABPFDKFKD FKQBOC>@BP QE>Q TBOB OBPFIFBKQ QL KLOJ>I
ABKF>I LC PBOSF@B # 2 >00>@HP "*ILRACI>0B

1BSFPFQFKD QEB ABCFKFQFLKP LC OBPFIFBK@V >KA OL?RPQKBPP QEB SBOV
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>QQ0F?RQBP MOLSFAB @IRBP >P QL ELT QL @0>CQ BCCB@QFSB >QQ>@HP PBB
3>7IB

-67A: 116>7J1:HK ->B:

116>7J1:H ->B: DBEDC:CI

?FIFQV QL 0BPMLKA QL RKABPFOBA
@E>KDBP

ORF@H QL 0BELSBO QL
reecay 7RV QL ILKFLO GROOBK) PG>0B ABPFOBA P(>QB
S 2FIFQV QL 1B>0K (OLJ
BUMBOFBKGBP
FIFQV QL. >KQFGFM>0B @l
GE>IIBKDBP
(KPBKPFFSB QL GLIMLKBKQ
SSOPSQFLK +5PQP > OBI>QFSBIV ILKD
FIB
+D7JHIC:HH  (KPBKPFGFSB QL M>0>JBQBO
S>0F>QFLK
3LIBO>KQ LC BKSFOLK IBKQ>! 3
SSOFSQFLK

2LRO@B 1V>K ))** =

0Q>@HFKD  OBPFIFBK@V PELRIA CL@RP LK PILTFKD ALTK LO
@LIMOLIFPFKD BKQFOBIV QEB >?FIFQV QL OB@LDKFWB >KA OB@LSBO COLJ
PQ>QB @E>KDBP  QQ>@HFKD OL?RPQKBPP J>V ?B ?BPQ >@@LJIMIFPEBA
QEOLRDE P>?LQ>DB FK QEB J>KRC>@)ROFKD MOL@BPP %L@RPFKD LK B>@E
LC QEBPB >QQ0F?RQBP MOLSFABP QEB '* 4 2 MI>KKBO LMQFLKP CLO
@LKPFABO>QFLK

(K ABPFDKFKD >MMOLMOF>QB >Q0>@HP QEB " 4 2 MI>KKBO KBBAP QL
@LKPFABO PVPQBJ ABPFDK >KA PVPQBJ LMBO>QFLK  (KAFSFAR>I
@LIMLKBKQP LC PVPQBJP @>K MOLSB QL ?B QEB @EFIIBPI EBBIP LC I>0DBO
PVPQBJIP  &BQQFKD QL QEFP IBSBI LC HKLTIBADB OBNRFOBP PFDKFCF@>KQ
FKQBIIFDBK@B A>Q> PRMMLOQ >KA >K>IVQF@>1 @>M>?FIFQV

6H869>C< ;;:81 )DI:CI>6A

- KB LC QEB @E>IIBKDBP >PPL@F>QBA TFE >RQLI>QBA PVPQBJIP PR@E >P
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4 2P FPQE>QQEBOB FP > ERDB MLQBKQF>I CL0O QEBJ QL ?B RPBA FK JRIQFMIB
PVPQBJ @LKCFDRO>QFLKP FK@IRAFKD PT>0JP GEFIB QEB LCCBKPFSB
MLQBKQF>I LC PR@E PT>0JP FP I>0DB FQ >IPL MOLSFABP > MLQBKQF>I CLO
@>P@>AFKD " 4 2 BCCB@QP %LO BU>JIMIB F > PT>0J E>P > PFKDIB
@LKQOLIIFKD BKQFQV QEB 6>JJFKD LO ABPQOR@QFLK LC QE>Q PFKDIB BKQFQV
J>HBP QEB BKQFOB PT>0J SRIKB0>?IB  K>IVPFP LCQEB ** 4 2 MLQBKQF>I
PELRIA >IT>VP @LKPFABO QEB MLQBKQF>I CLO @0B>QFKD BCCB@QP QE>Q
@>P@>AB COLJ LKB PVPQBJ QL >KLQEBO 1V>K OGLILPGEBH +BSBK
""LIMIBUFQFBP FK "*LKAR@QFKD (KCLOJ>QFLK 6&>0C>0B

—-=: +DA: D; , :8G:8N

1B@>RPB LC QEB L?SFLRP FIMIF@>QFLKP LC QEB MOB@BAFKD AFP@RPPFLK
PB@OB@V >PPL@F>QBA TFQE >II >PMB@QP LC 4 2 LMBO>QFLKP @>K ?B >
M>0>JLRKQ @LKPFABO>QFLK 4 2 LMBO>QLOP PELRIA ?B JFKACRI LC
>ASBOP>0FBP  >QQBJIMQFKD QL AFP@LSBO FKCLOJ>QFLK RPBCRI QL QEB
>ASBOP>0FBP ** 4 2 >@QFSFQFBP  ** 4 2 MI>KKBOP PELRIA ?B @>0BCRI LC
>ASBOP>0FBP QOVFKD QL AFP@LSBO FKQBKQ >KA @>M>?FIFQFBP LC QEB ** 4 2
BCCLOQP  3EB QVMBP LC PB@0B@V @LKPFABO>QFLKP PM>K LMBO>QFLKP
@>M>?FIFQV >KA OBPFIFBK@V OL?RPQKBPP >QQ0F?RQBP

(E:G6I>DC6A , -8G:8N

—L0J>l LMBO>QFLKP @>K MOLSFAB EFKQP QL ELT OBPFIFBK@V >KA
OL?RPQKBPP >0B BKDFKBBOBA FKQL > PVPQBJ GEBK @LKAR@QYKD 4 2
LMBO>QFLKP  @>RQFLK JFDEQ ?B T>00>KQBA QL AFPDRFPB LO EFAB
LMBO>QFLK>I M>QQBOKP LO @>M>?FIFQFBP - ?SFLRPIV QEB ILKDBO > PVPQBJ
FP FK RPB QEB E>0ABO QEFP ?B@LJIBP >KA QEB MLQBKQF>I CLO PB@OB@V
ATFKAIBP QL PFIMIV PB@OB@V 0BD>0AFKD @RO0OBKQ LMBO>QFLKP TRQ BSBK
QEFP @>K ?B S>IR>?IB

%LJ > " 4 2 MBOPMB@QFSB L7?PBOSFKD >ASBOP>0V QO>FKFKD >KA
LMBO>QFLK>I M>QQBOKP @>K MOLSFAB > DOB>Q AB>l LC FKCLOJ>QFLK
OBD>0AFKD @>M>?FIFQFBP >KA FKQBKQFLKP $SBK PR@E >MM>0BKQIV JFKLO
QEFKDP >P QEB QVMBP LC MBOPLKKBI BUMBOQFPB ?BFKD >@NRFOBA LO QEB
>JLRKQ LC BKBODV ?BFKD RPBA @>K MOLSFAB @IRBP **IRBP MOLSFAB
IFKBP LC FKNRFOV CLO MLQBKQF>1 Q>0DBQFKD >KA ** 4 2 JFPPFLK MI>KKFKD
&0>KQBA > ERDB M>0Q LC QEB "* 4 2 MOL?IBJ FP TEBK QEB >ASBOP>0V
CIBBQ FP FK?LRKA ?RQ ALKIQ LSBOILLH QEB LMMLOQRKFV QL PR?SB0Q FQ
?BCLOB FQ FP I>RK@EBA
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6E67>FIN , :8G:8N
“FAFKD LO AFPDRFPFKD @>M>?FIFQFBP FP >IT>VP > MLMRI>0 @ELF@B %LO
" 4 2 MI>KKBOP @>0B PELRIA ?B Q>HBK QL QBPQ EVMLQEBPBP QELOLRDEIV
QL BKPROB QE>Q QEB >ASBOP>0V E>P KLQ J>K>DBA QL @LKCLRKA QEB
FKQBIIFDBK@B D>QEBOFKD >KA >K>IVPFP MOL@BPP OBD>0AFKD QEB 4 2
JFPPFLKP >KA @>M>?FIFQFBP
+:H>A>:C8N 6C9 +D7JHIC:HH , :8G:8N
ASBOP>0FBP J>V DL QL PLJB IBKDQEP QL EFAB QEB >@R>I K>QROB
LC ELT OL?RPQ LO OBPFIFBKQ QEBFO PVPQBJIP JFDEQ ?B (K PLJB @>PBP
QEB PVPQBJP J>V ?B NRFQB CO>FI @LKQO>0V QL QEB A>Q> OBSB>IBA ?V
QEB >ASBOP>0V (K LQEBO @>PBP QEB PVPQBJIP J>V ?B JR@E JLOB
@>M>7?1B >KA OBPFIFBKQ QE>K BUMB@QBA (K BFQEBO @>PB QEB MLQBKQF>I CLO
> (>0DBQ TB>MLK BCCB@QP J>Q@E JFDEQ ?B >CCB@IBA QL QEB ABQOFIBKQ
LC ?LQE QEB K>QROB LC QEB @LKCIF@Q >KA QEB DBL MLIFQF@>1 PQ>?FIFQV
&BQQFKD FQ OFDEQ FP FIMLOQ>KQ >KA KL FKCLOJ>QFLK PELRIA ?B Q>HBK >Q
(>@B S>IRB
*J:HI>DCH ;DG +:;A:81>DC

8LR >0B MI>KKFEKD > ** 4 2 LMBO>(FLK >D>FKPQ >K >ASBOP>0V QE>Q
E>P SBOV OL?RPQ 4 2P 8LRO FKQBIIFDBK@B PRMMLOQ >@QFSFQV E>P
SBOFCFBA QEFP IBSBI LC OL?RPQKBPP (P VLRO ?BPQ LMFLK QL QOV QL
P>?L(>DB QEB PVPQB.JIP TEFIB QEBV >0B FK MOLAR@QFLK FK QEB CFBIA
>T>FFKD I>RK@E LO TEFIBFK CIFDEQ 6 E>( >0B QEB Q0>AB L(CP
>PPL@F>QBA THE B>@E QELFOB

PMV E>P 0BSB>IBA QE>( >K >ASBOP>0V E>P ?BBK LRQCFQUFKD
0B@OB>(FLK>I 4 2P TFQE PB@OB) PROSBFII>K@B @>M>?FIFFBP 3EBPB
4 2 PVPQBJIP E>SB ?BBK >ASBOQFPBA AROFKD QEB 0B@BKQ ELIFASV
PB>PLK >Q ABBM AFP@LRKQP >KA >P > 0BPRIQ QEB P>IBP LC QEB
PVPQBIP E>SB PHV OL@HBQBA />00 LC QEB PB@OBQ PROSBFII>K@B
PVPQBJ FP >K  ( PVPQB.J QE>Q ABQB@QP RK>RQELOFWBA >@QFSFQV >KA
PBIC ABPQOR@QP QL >SLFA >KV FKCLOJ>QFLK ?BFKD BUQU>@QBA 8LR
E>SB ?BBK @E>0DBA TFQE @LIFKD RM TFE > T>V QL PR?SB0Q QEBPB
@>M>?FIFQFBP G E>Q >0B VLR >IQBOK>QFSBP
8LR >0B LK DR>0A ARQV >KA QEB >I>0.3 E>P (RP( ?BBK 0>fPBA QE>( >
PT>0J LC SBOV OBPFIFBKQ 4 2P >0B FK?LRKA LK >K FK(BIIFDBK@B
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@LIIB@QFLK JFPPFLK 6E>(Q >0B VLRO LMQFLKP

+:;:6:C8:H
FO%L0@B3B@EKLILDV @LJ )RKB The 10 longest range
unmanned aerial vehicles (UAVs). 1BQOFBSBA )>KR>0V (oLJ

FO%LO@B3B@EKLILDV @LJ  EQQMP  TTT >FOCLO@B QBEEKLILDV @LJ
(B>QROBP (B>QROBQEB QLM ILKDBPQ 0>KDB RKJ>KKBA >BOF>I
SBEF@IBP R>SP

TLI>KABO BA # . 20LAABK 5 + The New Webster's
Dictionary. —BT 8L0H —BT 8L0H 42 +BUF@LK /R?IF@>QFLKP (K@

IR@H 2 .>00E  GM invented planned obsolescence during
the Great Depression, and we've been buying it ever since . 1BQOFBSBA
)>KR>0V (0LJ 3FJIB+FKB EQQMP QFJIBIFKB @LJ DJ
FKSBKQBA MI>KKBA L?PLIBP@BK@B @@ C B

TROPWOBFK $ »,>V  Attacks against machine learning —
an overview. 1BQOFBSBA )>KR>0V (OLJ !ILD (
EQQMP  BIFBKBQ ?ILD >F >QQ>@HP >D>FKPQ J>@EFKB IB>0KFKD >K
LSBOSFBT

""ILRACI>0B )>KR>0V ~ What is a DDOS Attack? 1BQOFBSBA
)>KR>0V 0LJ "*ILRACI>0B +B>0KFKD
EQQMP  TTT @ILRACI>0B @LJ IB>0KFKD AALP TE>Q FP > AALP
>0>@H

"L>J 1 Boyd: The Fighter Pilot Who Changed the Art of
War. —BT 8LOH ~>Q@EBQQB 'LLH &0LRM

%B>0EBOJ>K *= » >00E Tree Profile: Aspen — So Much
More Than a Tree. 1BQOFBSBA )>KR>0V C(OLJ !MILD 30BBP
EQQMP  TTT K>QFLK>ICLOBPQP LOD ?ILD QOBB MOLCFIB >PMBK PL
JREE JLOB QE>K > Q0BB

%FPEBO ) )>KR>0V The Best Drones for 2020. 1BQOFBSBA
)>KR>0V (LI /7 ,>D>WKB EQMP TTT M@JI>D@LI
MF@HP QEB ?BPQ AOLKBP

%LOPIFKD ** JRIV I'm So Sick of the OODA Loop. 1BQOFBSBA
—LSBJ?B0 (oLJ 3>PH >KA /ROMLPB

EQQMP  Q>PH>KAMROMLPB @LJ @>PB >D>FKPQ LLA> ILLM
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&>37?08BIl ) )>KR>0V ""0>PE J>V ?B DOFJ B@EL LC 42

ALTKFKD LC (0>K CIFDEQ FK Minnesota Star Tribune M

&LBI %B?0R>0V How Does Siri Work? The Science
Behind Siri. 1BQOFBSBA )>KR>0V (OLJ , >DLLPE #>(Q> 20FBK@B
1LD EQQMP  J>DLLPE @LJ A>(> P@FBK@B PFOF TLOH P@FBK@B
?BEFKA PFOF

&0>V 1 - >00E Lies, propaganda and fake news: A
challenge for our age. 1BQOFBSBA )>KR>0V COLJ 11" %RQROB
EQQMP  TTT ??@ @LJ CRQROB >0Qr@IB IFBP MOLM>D>KA>
>KA (>HB KBTP > DO>KA @E>IIBKDB LC LRO >DB

&0BBK )>KR>0V Driver Reaction Time. 1BQOFBSBA
)>KR>0V oL 5FPR>| $UMBOQ
EQQMP  TTT SFPR>IBUMBOQ @LJ 1BPLRO@BP OB>@QFLKQFIB EQJI

&ORPP %B?0R>0V Long-lasting Milsats Give U.S. Time
to Consider Next Steps. 1BQOFBSBA )>KR>0V (OLJ 2M>@B

—-BTP L FIFQ>0V  2M>@B  OR>0QBOIV ~ EQQMP  PM>@BKBTP @LJ
JFIRQ>0V PM>@B NR>0QBOIV ILKD I>PQFKD JFIP>QP DFSB RP QFIB
QL @LKPFABO

">[ILO>K 1 JRIV  3EB #LTKFKD LC %IFFDEQ New York
Times M

"LIK>DBI $ )>KR>0V  Resilience Engineering. 1BQOFBSBA
)>KR>0V coLJ $OFH = LIIK>DBI (AB>P
EQQMP  BOFHELIIK>DBI @LJ FAB>P OBPFIFBK@B BKDFKBBOFKD EQJI

"R>KD )>KR>0V A Holistic Approach to Al. 1BQOFBSBA
)>KR>0V oL OF " R>KD 1BPB>0QE

EQQMP  TTT L@C ?BOHBIBV BAR [>0FER>KD >@>ABJF@ OBPB>0QE
PQOLKD>F EQJI

)>JBP 1 - @QL?BO Understanding Strong vs. Weak Al in
a New Light. 1BQOFBSBA )>KR>0V COLJ I1BALJIFKD "RI>K (
EQQMP  ?B@LIJIFKDERJ>K >F RKABOPQ>KAFKD PQOLKD SP TB>H >F FK
> KBT IFDEQ B? A

*BKOLK & %B?0R>0V Stock Market Crash of 1987
1BQOFBSBA )>KR>0V oLJ (KSBPQLMBAF>
EQMP  TTT FKSBPQLMBAF> @LJ QBOJP P PQL@H J>0HBQ
@0>PE >PM
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+LLK ++"* )>KR>0V  Loon.com 1BQOFBSBA )>KR>0V
(OLJ +LLK @LJ EQQMP  ILLK @LJ

- >ROBO * +>R 2 %B?0R>0V Robust Design. 1BQOFBSBA
)>KR>0V LI ($ EQQMP  S>0ABJ>K MR?IF@ F>PQ>QB BAR
($ P JIKF J>R0B0OEQJ

. @"™>RPI>KA / —LSBJ?B0 Self-driving Uber car that
hit and killed woman did not recognize that pedestrians jaywalk.
1BQOFBSBA )>KR>0V LI - —-BTP

EQQMP  TTTK?@KBTP @LJ QB@E QBEE KBTP PBIC AOFSFKD R7?B0
@>0 EFQ HFIIBA TLJ>K AFA KLQ OB@LDKFWB K

LFIBO $ * MOFI Multitasking: Why Your Brain Can't Do
It and What You Should Do About It. 1BQOFBSBA )>KR>0V (oLJ
, FIIBO  %FIBP  EQOMP  0>AFRP JF) BAR PFQBP ABC>RIQ CFIBP FJI>DBP
» FIIBO » RIQFQ>PHFKD MAC

» LFPBGBSP ( )RIV Poisoning attacks on Machine Learning

1BQOFBSBA  )>KR>0V (OLJ 3LT>0AP #>0> 2@FBK@B

EQQMP  QLT>0APA>Q>P@FBK@B @LJ MLFPLKFKD >QQ>@HP LK J>@EFKB
IB>OKFKD ¢ @ A?
LLOD>K 3 7/ —LSBJ?BO INTEL THROWS DOWN Al
GAUNTLET WITH NEURAL NETWORK CHIPS. 1BQOFBSBA )>KR>0V
(0LJ 3EB —BUQ /I>CL0J EQQMP  TTT KBUQMI>QCLOJ @LJ
FKOBI QEOLTP ALTK >F D>RKQIBQ TFQE KBRO>I KBQTLOH

@EFMP
—>QFLK>l  @>ABJV LC $KDFKBBOFKD $KDFKBBOFKD 1BPFIFBK@B
SBOPRP $@LILDF@> 1BPFIFBK@B (K — $KDFKBBOFKD  Engineering

Within Ecological Constraints. 6>PEFKDQLK #'" 42 3EB —>QFLK>I
@>ABJFBP /0BPP
—F@ELIP 1 * 1V>K ) ) 1V>K # ) Defending Your
Digital Assets Against Hackers, Crackers, Spies, and Thieves. —BT
8LOH , @&0>T "FlI

—R>K@B )>KR>0V ~ Dragon Speech Recognition Solutions.
1BQOFBSBA  )>KR>0V (OLJ —R>K@B  /OLAR@QP
EQMP  TTT KR>K@B @LJ A0>DLK EQJI

/>Q0Bl / RDRPQ Disappearing Plastics Stay Strong in

the Shadows and Melt Away in the Sun. 1BQOFBSBA )>KR>0V
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(oLJ 2@FBKQFCF@ JBOF@>K ""EBJFPQOV
EQQMP  TTT P@FBKQFCF@>JBOF@>K LI >0QF@IB  AFP>MMB>0FKD
MI>PQF@P PQ>V PQOLKD FK QEB PE>ALTP >KA JBIQ >T>V FK QEB
PRK

1FQE>0AP ** , >00E Boyd’'s OODA Loop: It's Not What
You Think. 1BQOFBSBA )RIV (0LJ %>PQ 30>KPFBKQP %FIBP
EQQMP  C>PQQO>KPFBKQP CFIBP TLOAMOBPP @LJ
?LVAPOB>ILLA><ILLM MAC

1V>K ) ) )>KR>0V Information Warfare: A Conceptual
Framework. 1BQOFBSBA )>KR>0V (0LJ /0L@BBAFKDP LC QEB

2BJFK>0 LK (KQBIIFDBK@B ""LJIJI>KA >KA ""LKQOLI

EQQM  TTT MFOM E>0S>0A BAR MR?P<MAC OV>K OV>K F MAC

1v>K ) ) 2BMQBJ?B0 Lecture Notes, EMSE 218/6540/
6537. ) ) 1v>K /BOCLOJBO &BLODB 6G>PEFKDQLK 4KFSBOPFQV
G>PEFKDQLK #"* 42

1v>K ) ) —-LSBJ?B0 Security Challenges in Network-
Centric Warfare. ) ) 1V>K /BOC(LOJBO &BLODB 6G>PEFKDQLK
AKFSBOPFQV 6&>PEFKDQLK #'" 42

1v>K ) ) G6LILP@EBH )  +BSBK ! MOFI  *"LIMIBUFQFBP FK
""LKAR@QFKD (KCLOJ>QFLK 6&>0C>0B Defense Intelligence Journal, 5

2>JMPLK 1 %B?0R>0V Stratospheric drone reaches new
heights. 1BQOFBSBA )>KR>0V (OLJ  BOLPM>@B 3BPQFKD
(KQBOK>QFLK>I EQQMP  TTT >BOLPM>@BQBPQFKDFKQBOK>QFLK>I @L I
(B>QROBP PQO>QLPMEBOF@ AOLKB OB>@EBP KBT EBFDEQP TFQE
LMBO>QFLK ?BVLKA SFPR>I IFKB LC PFDEQ EQJI

3>0J , )>KR>0V Mind-reading Systems Could Change
Air Security . 1BQOFBSBA , >0QE (0LJ 3EB ROLO> 2BKQFKBI
EQQM  TTT >ROLO>PBKQFKBI @LJ KBTP K>QFLK>I
>0F@IB<@  A>> AC > B ? BEQJI

3LWWF ** - @QL?BO Is Cloud Al a Fad? . 1BQOFBSBA )>KR>0V

(OLJ (3/0L 3LA>V EQQMP  TTT FQMOLQLASY @LJ @ILRA

@LIMRQFKD @ILRA >F (>A PELOQ@LJIFKDP @ILRA >0QFCF@F>I
FKQBIIFDBK@B

A4KFQBA —>QFLKP )>KR>0V Plastic Pollution. 1BQOFBSBA
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)>KR>0V (LI 4-— $KSFOLKJIBKQ
EQMP  TTT RKBKSFOLKJBKQ LOD FKQBO>@QFSB ?B>Q MI>PQF@
MLIIRQFLK
5FK@BKQ ) MOFI MAGIC Al: THESE ARE THE OPTICAL
ILLUSIONS THAT TRICK, FOOL, AND FLUMMOX COMPUTERS.
1BQOFBSBA )>KR>0V (LI 3EB 5B0DB
EQQMP  TTT QEBSBODB @LJ >F >ASBOP>0F>|
FI>DBP CLLIFKD >QQ>@HP >O0QFCF@F>I FKQBIIFDBK@B
G>H>?>V>PEF # . >00E Self-Driving Uber Car Kills
Pedestrian in Arizona, Where Robots Roam. 1BQOFBSBA )>KR>0V
(OLJ —BT 8LOH 3FJBP EQWMP TTT KVQFIBP @LJ
(B@EKLILDV R?B0 AOFSBOIBPP C>(>IFQV EQJI
GFHFMBAF> #B@BJI?BO Loon LLC. 1BQOFBSBA )>KR>0V
(OLJ GFHFMBAF> EQOMP  BK TFHFMBAF> LOD TFHF +LLK<++'"
G6L0IA , LKRIBKQP %RKA )>KR>0V The Quest to Save
Segovia Aqueduct. 1BQOFBSBA )>KR>0V (OLJ O6LOIA
. LKRIBKQP %RKA OQF@IBP EQUMP TTTTJCLOD PRQBP ABC>RIQ
CFIBP >00F@IB MACP QEB<NRBPQ<(QL<P>SB<PBDLSF><>NRBAR@Q MAC

G6VPH 1 -B?Bl ' 6 "LEBK / * 2FIMPLK 3 6
)>KR>0V ~ Taguchi’s Robust Design Method. 1BQOFBSBA )>KR>0V
(oLI % ""LK@ROOBKQ $KDFKBBOFKD

EQMP TTT JKBMPRBAR PFIMPLK @LROPBP fB
FB OL?RPQ E>KALRQ /#%
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PART I

SECTION 2: C-UAS
TECHNOLOGIES AND
PROCESSES

2$"3(-— " 4 2 3BEEKLILDFBP >KA
/0L@BPPBP Y






Chapter 5: Surveillance and
Reconnaissance

H.C. MUMM

,1J9:Cl %:66C>C< (77:81>K:H U 3EB PQRABK( TFIl D>FK HKLTIBADB
LC QEB @LK@BMQP >KA (0>JBTLOH >P F) OBI>QBP QL QEB PROSBFII>K@B
>KA OBALKK>FPP>K@B >PMB@QP LC " 4 2 *"LRKQBO RKJI>KKBA >BOF>|
PVPQBJIP 3EB PQRABK( TFII 7B >?IB (L

0 #BP@OF?B QEB FIMLOQ>K@B LC PROSBFII>K@B QL ** 4 2 >@QFSFQFBP
AFCCBOBKOQF>QFKD FQ COL.J OBALKK>FPP>K@B

0 #BP@OF?B QEB FIMLOQ>K@B LC 0BALKK>FPP>K@B QL ** 4 2
S@QFSFQFBP AFCCBOBKOQF>QFKD FQ COL.J PROSBFII>K@B

0 #BSBILM > PROSBFII>K@B MI>K CLO > KLQFLK>I ** 4 2 P@BK>0FL
FABKQFCVFKD MOL@BPPBP PVPQBJIP >KA QB@EKLILDFBP KBBABA >P
TBII >P JFPPFLK DL>IP >KA JBQOF@P

0 SUMISFK ELT ABQBA(FLK LC 4 2 FP AFCBOBK(Q COLJ ABQBAQFLK
>KA FKQBOMOBQ>QFLK LC >ASBOP>0F>1 FKQBKQ

0 $UMISFK QEB KBBA CLO LMBOSQFLK>| PB@OB@V CLO ** 4 2
PROSBFII>K@B >KA 0BALKK>FPP>K@B >@QFSFOFBP

I>HIDGN O=615H>1 6C9 O=N D:H>l &6I1:6

3EFP @E>MQBO BUMILOBP QEB AFCCBOBK@BP >KA PFIFI>OFQFBP LC ELT
OB@EKLILDV FP RPBA QL CFKA J>KKBA >KA RKJI>KKBA >F0@0>(Q FK QEB
PHV 3EB EFPQLOV LC PROSBFII>K@B >KA OBALKK>FPP>K@B E>P FQP OLLQP
FK JFIFQ>0V RPBP TRE LKIV > PJ>Il LMBOSQFLK TFE FQP @FSFIFK
OLRKQBOM>0QP m3EB Q>@QFGP >KA QBAEKFNRBP QE>Q >0B >MMIFBA QL QLASVIP
0BG@EKLILDV PQBJ COLJ QEB CFBIA LC 0BJILQB PBKPFKD 1BJLQB PBKPFKD
E>P > ILKD EFPQLOV >P FQ ?BD>K TFE ERJI>KP >QQBJIMOFKD QL PBB >KA
PBKPB MEBKLJBK> (OLJ > AFPQ>K@B >KA TB E>SB KLT (>HBK > ILKD
SLROKBV COLJ RPFKD MFDBLKP QL ?>IILLKP QL >F080>CQ QEBK QL P>QBIIFQBP
0L 4 2 :RKI>KKBA >BOF>| PVPQBIP;n —FRELIP L RJIJ

""E>MQBO  2ROSBFII>K@B >KA
1B@LKK>FPP>K@B Y



3EB RPB LC 4 2 LO RKJI>KKBA >BOF>| SBEF@IBP 4 5P CLO
FKQBIIFDBK@B PROSBFII>K@B >KA 0BALKK>FPP>K@B FP LKB LC QEB JLPQ
TBIl HKLTK >MMIF@>QFLKP LC QEB QB@EKLILDV m3EB S>PQ J>GLOFQV LC
4 5P >0B RPBA MROBIV CLO FKQBIFDBK@B  PROSBFII>K@B
>KA OBALKK>FPP>K@B (21 JFPPFLKP (K @ROOBKQ JFIFQ>0V RP>DB QEBV
0>KDB (0LJ QEB &IL?>| =>TH TFE > TFKDPM>K DOB>QB0 QE>K > I LBFKD
SFOIFKBO QL K>KL EBIFGLMQBOP QE>Q TBFDE > (BT D0>JP >KA i
MLFKQP FK ?BQTBBKn +>J?B(E 3EFP CFBIA LC PQRAV E>P >IILTBA
SASSK@BP FK JFIFQ>0V JLSBJIBKQ >Q0>@H >KA ABCBKA >P TBII >P
@FSFIF>K  PROSBVFKD >KA  ABSBILMFKD ~ (OBBALJ LC JLSBJIBK(
OEOLRDELRQ LRO TLOIA —F@ELIP ,RJJ
“LTBSBO QEB (>@QFGP QEFP @E>MQBO TFII AFP@RPP >0B >IJLPQ
ABDOBBP (0LJ QEB KLOJ>I QELRDEQ MOL@BPP FK PROSBFII>K@B >KA
O0BALKK>FPP>K@B >P QEB mQ>0DBQn FP RM FK QEB BUM>KPFSB PHV >KA FP
KLQ >IT>VP ?LRKA ?V QEB ORIBP L @LKSBK(FLK>I J>KKBA >F000>00 >KA
PLJIBYFJIBP 4 2 (BAEKLILDFBP BSLISB PL NRF@HIV QE>Q @LRKQBO 4 2 **
4 2 PVPQBJIP (RPQ @>KKLQ >A>MQ NRF@HIV BKLRDE n3EB MOLIFCBOS(FLK
LC ** 4 2 (B@EKLILDV JFDEQ BSBK >@@BIBO>(B QEB ABSBILMJIBKQ LC
0B@EKLILDFBP (QE>) TFI OBKABO ' 4 2 PVPQBJIP FKBCCB@QFSB
M>0QFARI>OIV FK JFIFQ>0V BKSFOLKJIBKQPn n3EB KBT TLOIA LC @LRKQBO
AOLKB (B@EKLILDVn ** 4 2 (B@EKLILDV E>P QTL MOFJI>0V
CRK@QFLKP mQEB CFOPQ FP QL FABKQRCV LO 9:1:81 AOLKB >@QFSFQV 3EB
PBOLKA CRK@QFLK FP QL FKQBO@BMQ QEB >FOPM>@B QEOB>( LO 9:;:61 QEB
AOLKBn %0FBA?BOD

><JG: GDC: GBE67>MIN >K:GHIN
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2LR0O@B 2KLT

@@LOAFKD QL , BOOF>J 6&B?P(0BO QEB ABCFKFQFLK LC OB@LKK>FPP>K@B
P m> MOBIFJFK>0V PROSBV QL D>FK FKCLOJ>QFLK especially >K
BUMILO>QLOV JFIFQ>0V PROSBV LC BKBJV QBOOFQLOV ~#F@QFLK>0V
(K EFPQLOF@>I QBOJP FQ FP %0BK@E >KA JB>KP mOB@LDKFQFLKn LO COLJ
- 1A %0BK@E reconoistre LO QL mOB@LDKFWBn 2ROSBFII>K@B 3EFP
FAB> LC > NRF@H ILLH LO PROSBV FP FK @LKQO>PQ TFQE QEB JB>KFKD LC
PROSBFII>K@B TEFGE FP m@LKQFKRLRP L?PBOS>QFLK LC > MI>@B MBOPLK
DOLRM LO LKDLFKD >@QFSFQV FK LOABO QL D>QEBO FKCLOJI>QFLK >QQBK(QFSB
L?PBOS>QFLK >P QL LSBOPBB >KA AFOB@) PLJIBLKB LO PLJBQEFKDn
2R0OSBFII>K@B 3EFP @LKQFKRLRP L?PBOS>QFLK ALBP KLQ >IT>VP
KBBA QL ?B @>00FBA LRQ TFE QEB HKLTIBADB LO @LKPBKQ LC QEB
PROSBFIIBA >P TB @>K RPB BIB@QOLKF@ PROSBFII>K@B JIBQELAP TEFQE
SIILT CLO mPROSBFII>K@B LO QEB D>QEBOFKD LC FKCLOJ>QFLK ?V
PROOBMQFQFLRP RPB LC BIB@QOLKF@ ABSF@BP >P FK @0FJB ABQB@QFLK LO
BPMFLK>DBn 2ROSBFII>K@B

%ROQEBOFKD QEFP FAB> FK QEB "* 4 2 >0BK> LKB JRPQ ILLH >( KL(
LKIV CFKAFKD >K L?6B@) FK QEB S>PQKBPP LC QEB LMBK PHV ?RQ QEB >?FIFQV

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y



QL ABQB@Q @I>PPFCV FABKQFCV >KA AFPM>Q@E @LRKQBOJB>PROBP CLO KLQ
LKIV QEB CIVFKD SBEF@IB ?RQ >IPL CLO QEB LMBO>QLO LO ?>PB PQ>QFLK LK
QEB DOLRKA Detection IB>KP QEB QB@EKLILDV @>K AFP@LSBO 4 2 FK >
DFSBK >0B> Classification LC4 2 TFII RPR>IIV ?B >?1B QL PBM>0>QB 4 2
AOLKBP COLJ LQEBO QVMBP LC L?6B@QP i PR@E >P JI>KKBA >F0@0>(Q

m - KB PQBM CROQEBO FP identification 2LJB BNRFMJIBKQ @>K FABKQFCV >
M>0QF@RI>0 JLABI LC AOLKB L0 BSBK FABKQFCV QEB AOLKBIP LO @LKQOLIIBOIP
AFDFQ>I CFKDBOMOFKQ IFHB > , ** >AAOBPP CLO BU>JMIB 3EFP IBSBI LC
FABKQFCF@>QFLK @>K ?B E>KAV CLO Q0>@HFKD >KA MOLPB@RQFLK MROMLPBP
1BFKD alerted QE>Q > AOLKB FP MOBPBKQpFP >I0B>AV RPBCRI !RQ VLRO
PFQR>QFLK>l >T>0BKBPP >KA >?FIFQV QL ABMILV @LRKQBOJIB>PROBP FP
DOB>QIV BKE>K@BA F VLR HKLT QEB AOLKBIP >KA L0 QEB @LKQOLIIBOIP
BU>@Q location 2LJB BNRFMJIBKQ TFII BSBK >IILT VLR QL track QEB
AOLKB IL@>QFLK FK 0B>l QFJBn ""LRKQBO #0LKB 3B@EKLILDFBP 3L
#BQBEQ KA 2QLM #0LKBP 3LA>V

—67A: —-=6:61 :1:81>DC -DDAH
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—:8=CDAD<N &:1=D9

#B(QB@QP QEB MOBPBK@B LC PJ>Il RKIJI>KKBA >F0@0>CQ ?V QEBFO 0>A>0 PFDK>QR(
+6966 BK@LRKQBOP 1% MRIPBP BJFQQBA ?V QEB ABOB@QFLK BIBJIBKQ 3EBPB PVPQBIP
?BQTBBK AOLKBP >KA LQEBO PIJ>Il ILT CIVFKD L?6B@IP PR@E >P ?FOAP

+69>D (ABKQFCFBP QEB MOBPBK@B LC AOLKBP ?V P@>KKFKD CLO QEB COBNRBK@FBP LK TE
G:FJ:C8N + IDLOFQEJP MF@H LRQ >KA DBL IL@>QB 1% BJFQQFKD ABSF@BP FK QEB >0B> QE>(

A-8IGD (EI>86A

C #BQB@QP AOLKBP ?>PBA LK QEBFO SFPR>| PFDK>QROB

"C;666:9 "+ #BQB@QP AOLKBP ?>PBA LK QEBFO EB>Q PFDK>QROB

#BQB@QP AOLKBP ?V 0B@LDKFWFKD QEB RKFNRB PLRKAP MOLAR@BA ?V QEBFO JL
8DJHI>8 LC PLRKAP MOLAR@BA ?V HKLTK AOLKBP TEF@E >0B QEBK J>Q@EBA QL PLRK
BKSFOLKJBKQ

. >KV PVPQB.IP FKQBDO>QB > S>0FBQV LC AFCCBOBK(Q PBKPLO QVMBP FK LOABO QL. M
DB7>C:9 @>M>?FIFQV %L0 BU>JIMIB > PVPQBJ JFDEQ FK@IRAB >K >@LRPOF@ PBKPLO QE>(
, ~CHDGH > MLOBK(QF>I AOLKB FK QEB SF@FKFQV 3EB RPB LC JRIQIMIB ABQBA(FLK BIBIBKQP
MOL?>?FIFQV LC PRA@BPPCRI ABQBAQFLK DFSBK QE>Q KL FKAFSFAR>I ABQBEQFLK J

2LR0@B , FOEBI

-=6:61"9:CI>;>861>DC DL 6C9 O=N

3EB QU>AFQFLK>l T>VP LC ILLHFKD (L0 ERJI>K J>AB L2(B@QP FK QEB
PHV >0B 0>A>0 PFDK>QROBP EB>( PFDK>QROBP SFPR>IIV PBBFKD QEB L?26B@Q
TRQE (EB ERJI>K BVB L0 QEOLRDE >K LMQF@>I >PPFPQ JB@E>KFPJ 3EBOB
>0B >IPL >@LRPQF@ PFDK>QROBP >P TBII >P >K >00>V LC BIB@QOLKF@ PFDK>IP
PTBBMFKD QB@EKLILDFBP RPBA CLO ABQB@QFLK >P m™* 4 2 PVPQBJIP @>K
7B DOLRKA L0 >f0 ?>PBA LO BSBK E>KAEBIA ,LPQ PVPQBJIP LK (EB
J>0HBQ QLA>V >0B ABPFDKBA LKIV CLO ABQB@QFLK L0 CLO FKQBOAF@QFLK >KA

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y



QEB @IB>0 J>{LOFQV >0B DOLRKA ?>PBA >IQELRDE > (BT @LJIMOFPB >0
>KA DOLRKA @LJIMLKBKQPn GFIPLK 3>7IB IFPQP QEB J>FK
OBG@EKFNRBP CLO QEB ABQB@QFLK >KA Q0>@HFKD LC 4 2

3EB >?FIFQV QL CFKA >K L?26B@Q FK QEB PHV FP > @LI?FK>(QFLK LC QEB
JBEE>KFPI @ELPBK >P TBII >P (EB PFWB PMBBA (Q0>(B@QLOV TB>QEBO
OLKAFQFLKP >KA MLPPF?IB PQB>IQE @>M>?FIFQFBP QEB L26B@Q J>V BIMILV
0L >SLFA ABQB@QFLK 2ROSBFII>K@B >KA OBALKK>FPP>K@B FK QEB ** 4 2
>0BK>

FK@IRABP 0>A>0 0>AFL COBNRBK@V 1% BIB@QOL LMQF@> $. FKCO>OBA
(1 >@LRPQF@ >KA @LI?FKBA PBKPLOP 3EBOB >0B KL MBOCB@Q ABQB@QFLK
JBQELAP ., >KV >(CLOA>?IB BIB@QOL LMQF@>I PBKPLOP >0B IFJFQBA QL
ASVIFDEQ LMBO>QFLKP >KA > AFOB@Q IFKB LC PFDEQ QL QEB Q>0DBQ >IPL
QORB CLO (1 >KA J>KV 1% PVPQBIP 1% >KA >@LRPQF@ PBKPLOP RPB >
IF20>0V LC HKLTK PLRKAP >KA COBNRBK@FBP QL ABQB@Q 4 5P ?R(Q QEB
0>MFA ABSBILMJBKQ LC KBT MI>QCLOJP J>HBP FQ FIMLPPF?IB CLO QELPB
OL 2B CRIIV RM QL A>QB 2BKPLO PBKPFQFSFQV >IPL FP >K FPPRB QLL PBKPFQFSB
DBKBO>QBP J>KV (>IPB MLPHFSBP TEFIB OBAR@BA PBKPRQFSFQV IB>AP (L
C>IPB KBD>QFSBP  GFIPLK

AAFKD QL QEFP BNR>QFLK FP QEB >QJ LPMEBOF@ BCCB@QP LC QB IMBO>QROB
TB>QEBO @LKAFQFLKP >KA IL@>QFLK LC QEB L?(B@Q ?B FQ LSBO >K LMBK
ABPBO) QEB S>PQKBPP LC QEB L@B>K LO JFUBA TFEFK QEB J>KV
PRFIAFKDP >KA PFDK>IP TRQEFK > @FOV LO RO?>K QBOOSFK 30>@HFKD >K
L?$B@Q FK QEB PHV FP JLOB AFCCFARIQ QE>K Q0>@HFKD >K L26B@Q LK I>KA >P
QEB S>PQKBPP LC QEB PHV @0B>QBP QEB AFCCFARIQV LC > QEOBB AFJIBKPFLK>I
BKSFOLK.JBKQ TEBOB QEB L?6B@Q ALRIA JLSB RM ALTK [>QBO>IIV PFAB
0L PFAB LO > QLI ?FK>QFLK LC >I1 QEOBB AFJIBKPFLKP >P FKAFSFAR>IP >KA
PBKPLOP >QQBJIMQ QL CFKA >KA Q0>@H QEB L?6B@Q 3EB JLPQ @LIJILK T>V
0L CFKA >KA Q0>@H >K >F0@0>CQ FP QEOLRDE QEB RPB LC 0>A>0 1 # 1 FP
>K >@0LKVJ (L0 1>AFL #BOB@QFLK >KA 1>KDFKD  PFIMIB BUMISK>(FLK
ELT 0>A>0 TLOHP FP
?B>J LC BKBODV @>IBA 0>AFL T>SBP FP BIFQQBA (0LJ >K >K(BKK>

P QEBV PQUFHB L2B@QP FK QEB >QJLPMEBOB QEB BKBODV FP P@>QQBOBA FK
>I1 AFOB@QFLKP TFQE PLJB LC QEB BKBODV OBCIBEQBA AFOB@QIV ?>@H (L QEB
0>A>0 3EB [>0DBO0 QEB L?(B@) QEB DOB>(QBO QEB >JLRK( LC BKBODV QE>(

! "*E>MQBO  2ROSBFII>K@B >KA 1BELKK>FPP>K@B



FP OBQROKBA QL QEB 0>A>0 (K SAAFQFLK QEB (FJB FQ Q>HBP CLO QEB ?B>J
LC BKBODV QL ?B Q0>KPIFQQBA >KA O0BQROKBA QL QEB 0>A>0 >IPL MOLSFABP
FP TFQE QEB AFPQ>K@B QL QE>Q L?6B@Q ~LT 1>A>0 GLOHP

><JG: M6BEA: D; + + ,><C6A

2LR0@B &LV>I

0>A>0 PFDK>I E>P > MRIPB TFAQE MRIPB ARO>(FLK TEFQE @>K ?B
FK@OB>PBA LO AB@OB>PBA QL mPBBn CROQEBO LRQ LO QL DBQ > ?BQQBO F.JI>DB
LC QEB L?6B@Q FK NRBPQFLK 3EB n/RIPB TFAQE ABQBOJFKBP QEB PM>(F>I
OBPLIRGFLK LC QEB 0>A>0p AB@OB>PFKD QEB MRIPB TFAQE FK@OB>PBP PFDK>I
?2>KATFAQE  TFABO PVPQBJ ?>KATFAQE OBPRIQP FK EFDEBO OB@BFSBO
KLFPB (LO > DFSBK >JLRKQ LC MLTBO TEFGE OBAR@BP PBKPFQFSFQV
$KOVOILMBAF> 10RQ>KKF@> P TB >0B TLOHFKD TFE QEB MLPHFLK

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y



LC QFIB >KA PM>@B LC >K >F0@0>CQ > m#LMMIBO 0>A>0 PVPQBJP @>K
MOLSFAB FKCLOJ>QFLK OBD>0AFKD QEB JLSBJBKQ LC Q>0DBQP >P TBII >P
QEBFO MLPFFLK ?V JB>PROFKD QEB PEFCQ LO @E>KDB FK ME>PB ?BQTBBK
> Q0>KPJFQQBA MRIPB >KA > OB@BFSBA B@EL QEB Q>0DBQIP JLSBJBKQ
AFOB@QIV QLT>0A LO >T>V COLJ QEB 0>A>0 FP @>I@RI>QBAn “LT 1>A>0
6LOHP

2BSB0>I (>@QLOP >CCB@Q QEB MBOCLOJ>K@B LC > DFSBK 0>A>0 PVPQBJ
QEBPB (>@QLOP FK@IRAB

0 QEB J>UFJRJ 0>KDB >) TEF@E FQ @>K PBB > Q>0DBQ LC >
PMB@FCFBA PAWB  QEB >@@R0>@V LC FP JIB>PROBIBKQ LC Q>0DB)
IL@>QFLK FK 0>KDB >KA >KDIB  FQP >?FIFQV QL AFPQFKDRFPE LKB
0>0DBQ COLJ >KLQEBO  FQP >?FIFQV QL ABQB@Q QEB ABPFOBA (>0DBQ
BOEL TEBK J>PHBA ?V [>0DB @IRQ)BO BOELBP RKFKQBKQFLK>I
FKQBOCBOFKD PFDK>IP COLJ LQEBO mCOFBKAIVA Q0>KP.JFQQBOP LO
FKOBKQFLK>! 0>AFSQFLK COLJ ELPQFIB 6>J JFKD FC > JFIFQ>0V 0>A>0

FQP >?FIFQV QL OB@LDKAWB QEB QVMB LC Q>0DB( >KA  FQP
SSSFI>?FIFQV >?FIFQV QL LMBO>QB TEBK KBBABA OBIF>?FIFQV >KA
J>FKQSFK>?FIFQV SKAVAILMBAF> 10FQ>KKF@>

3EBPB >KA J>KV LQEBO (>@QLOP @0B>(B FPPRBP TEBK >Q0BJIMQFKD QL RPB
0>A>0 QL CFKA >KA Q0>@H 4 2 >P n$@ELBP (0LJ I>KA PB> 0>fK PKLT
E>fl 2F0AP p?RQ QEBV >0B > KRFP>K@B (L QELPB TEL T>KQ QL AB(B@Q
>f0@0>CQ PEFMP JFPPFIBP LO LQEBO PFIFI>0 Q>0DBQP **IRQQBO BRELBP @>K
PBOFLRPIV IFJF) QEB @>M>?FIRQV LC > 0>A>0 PVPBIp TB JRPQ
JFKFIRFKD QEB BCCBAQP LC @IRQQBO TFQELRQ O0BARGFKD QEB B@ELBP (OLJ
ABPFOBA Q>0DBQPn $K@V@ILMBAF> 10FQ>KKF@>

4 2 (BKA QL ?B PJ>Il FK PAWB >KA E>SB > ILT BIB@QOLJ>DKBQF@
PFDK>QROB TEF@E @>K ?B JPPBA 2V JLPQ QO>ARFLK>I ABQBEQFLK
JB>PROBP PREE >P >K >FOMLOQ 0>A>0 PVPQBJ ELTBSBO >
JFOL~ALMMIBO 0>A>0 mfP >?IB QL ABQB@Q JLSBIBKQ i PMBEFCF@>IIV
PMBBA AFCCBOBK@BP i TFQEFK JLSFKD L?26B@QP KA AOLKBP QBKA (L E>SB
MOLMBIIBOP QE>Q @0B>QB > 1>0DB PMB@QORJ LC PMBBA AFCCBOBK@BP />0Q
LC QEB MOLMBIIBO FP JLSFKD QLT>0AP VLR >KA M>0Q FP JLSFKD >T>V

"'LRKQBO #0LKB 3BE@EKLILDFBP 3L #BQB@Q KA 2QLM #0LKBP 3LA>V

! ""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B



3EFP JFAOL ALMMIBO QB@EKFNRB @>K FABKQFCV AOLKBP >KA BSBK
AFPQFKDRFPE AOLKBP (OLJ 2F0AP 4 2 @>K >IPL 7B ABQB@QBA ?V RPFKD 0EB
JFIFIBQBO T>SB 0>KDB >P QEFP 0>KDB FP nFAB>I CLO PROSBFII>K@B Q>PHP FK
0EB FJJIBAF>(B BKSFOLKIBKQ M>0QF@RI>0IV TEBK SFPE?FIFQV FP MLLO (K
OLIM>0FPLK QL QEB LMOF@>I >KA (1 PMB@QORJI JFIIFIB(BO T>SBP E>SB
DLLA MBKBQO>QFLK @E>0>@QBOFPQFGP FK QEB MOBPBK@B LC (LD PJLHB LO
ARPQn **>0FP

+69D G:FJ:C8N +
1>AFL %OBNRBK@V 1% PBKPLOP @>K ABQB@Q QEB 4 2 >KA (EB
LMBO0>QLO LO DOLRKA PQ>QFLK IL@>QFLK COLJ TEF@E QEB @LKQOLI PIDK>I LO
M>VIL>A BUMILFQ>QFLK PFDK>| FP ?BFKD PBKQ >KA 0B@BFSBA '*LJJBOGF>I
AOLKBP >0B RPR>IIV LMBO>(BA SF> > O>AFL @LKQOLI PFDK>l >KA LCQBK
E>SB LK?L>0A A>(> IFKH Q0>KP.JFQQBOP CLO 0B>I QF.JB PBKPLO ALTKIL>A
QVMF@>IIV FK QEB &™W (2, ?>KA 3EBPB RMIL>A >KA ALTKIL>A
COBNRBK@V PFDK>IP @>K 7B ABQB@QBA >KA DBLIL@>(BA #OLKB #B)BAJFLK
1% PBKPLOP >0B M>PPFSB >KA AL KLQ OBNRFOB IBD>I
>RQELOPI>QFLK CLO RPB PL QEBV TFIl KLQ BJFQ PFDK>IP QE>( @>K @>RPB
FPPRBP TFQE LQEBO PFDK>| BJFQQBOP FK > DFSBK >0B> 1% PBKPLOP >0B
LKB LC QEB CFOPQ IFKBP LC ABCBKPB FK ' 4 2 >P QEBV @>K mABQB@Q
OLIJIBO@F> @LKPRIBO >KA #(8 LO MOLQLQVMB AOLKBP CIFDEQ M>QEP
>KA (QEB IL@>QFLK LC AOLKBP 1% PBKPLOP >0B @>M>?IB LC FABKQFCVFKD
> AOLKBIP QUMB >KA JLABI ?>PBA LK QEB MOLQLALI LO COBNRBK@V QEB
AOLKB FP LMBO>QFKDn %0FBA?BOD

Az8IGD (EIP86A ( ,:CHDGH JM &DIPDC />9:D 6B:G6H

%RII JLQFLK SFABL LO AFDFQ>IIV BKE>K@BA @>JB0>P @>K mMOLSFAB SFQ>I
SFPR>l @LKCFOJ>QFLK LC > AOLKB EBIM FABKQFCV M>VIL>AP >KA 0B@LOA
CLOBKPF@ BSFABK@B LC AOLKB FKQORPFLKP 3EFP PBKPLO FP FIMLOQ>KQ CLO
QFIBP TEBK ERJ>K SBOFCF@>QFLK FP KB@BPP>0V LO TEBK PB@ROFQV QB>JP
KBBA SFPR>I BSFABK@B LC >K FKQORPFLKn %0FBA?BOD

5FABL >KA @>JB0> PBKPLOP >0B IFJFQBA FK QEBFO >?FIFQV QL CFKA >
4 2 >KA DBKBO>IIV KBBA QL ?B @RBA QL > 4 2 QEOLRDE LQEBO PBKPLOP
"*>JB0>P >0B IFJFQBAFK > " 4 2 PVPQBJ ARB QL IFIFQ>QFLKP LC TB>QEBO
@LKAFQFLKP ILT SFPF?FIFQV BKSFOLKJIBKQP IFKB LC PFDEQ 0>KDB PJLHB

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y



BKSFOLKJBKQP >KA KFDEQQFIB LMBO>QFLKP $. PBKPLOP >0B KLOJ>IIV
@LI?FKBA TFQE >K FKCO>0BA PBKPLO (1 ABSF@B >KA PLIA >P LKB RKFQ
>P>K $. (1 PBKPLO

"C;66G:9 , :CHDGH "+

(KCO>0BA PBKPLOP >0B ?>PBA LK QEB P@BK@B QE>Q m>Il L?6B@QP BJIF)
FKCO>0BA BKBODV HKLTK >P > EB>Q PFDK>QROB K FKC0>0BA @>JB0>
Q0EBOJ>I FI>DB0O ABQB@QP >KA JB>PROBP QEB FKCO>0BA BKBODV LC
L?6B@QP 3EB @>JB0> @LKSBOQP QE>Q FKCO>0BA A>Q> FKQL >K BIB@QOLKF@
FJI>DB QE>Q PELTP QEB >MM>0BKQ PROC>@B QBJIMBO>QROB LC QEB L?tB@Q
?BFKD JB>PROBAn 3EBOJLDO>MEV %RKA>JBKQ>IP

><JG: "C;G66:9 1:61 ,><C61JG:

2LR0@B 3EBOJLDO>MEV %RKA>JBKQ>IP

3EFP (BJIMBO>QROB AFCCBOBK@B L(CBOP QEB >?FIFQV CLO QEB PBKPLOP QL
PROSBFI QEB >F0@0>(Q FK QEB PHV >P QEB m@>JB0> MOL@BPPLO Q>HBP QEB
PFDK>I COLJ B>@E MFUBI >KA >MMIEBP > J>QEBI>QF@>1 @>I@RISQFLK QL FQ
0L @0B>(B > @LILO J>M LC QEB >MM>0BK( QBJIMBO>QROB LC QEB L?268@Q
3EBOJLDO>MEV %RKA>JIBKQ>IP
8DJHI>8 , :CHDGH ;D6 .
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3EB @LK@BM( ?BEFKA >@LRPQF@ PBKPLOP FP ?>PBA LK (EB FAB> QE>Q
0EB AFPQFK@Q PLRKAP @0B>QBA ?V AFCCBOBKQ >F0@0>CQ @>K ?B FABKQKCFBA
>KA AFPQFKDRFPEBA (0LJ >II LQEBO PLRKAP FK > DFSBK >0B> >P m>@LRPQF@
PBKPLOP RPB > IF20>0V LC HKLTK PLRKAP >KA COBNRBK@FBP QL ABQB@Q
4 5P ?RQ QEB O>MFA ABSBILMJBK( LC KBT MI>QCLOJP J>HBP K
FIMLPPE?IB CLO QELPB QL ?B CRIIV RM QL A>(QB 2BKPLO PBKPHQFSFQV >IPL
FP >K FPPRB (QLL PBKPFQFSB DBKBO>QBP J>KV C>IPB MLPFFSBPn 3EB KBT
TLOIA LC @LRKQBO AOLKB QB@EKLILDV

"IIH6 ><,@N ¥DL 6C O: >H8:GClI=: AJII:G;DB I=: . ,
KLQEBO FPPRB LC Q0>@HFKD >F0?LOKB L26B@QP FP LKB LO JLOB LC QEB

L?6B@QP FK QEB PHV J>HFKD @LK(Q>@Q LO @LIIFAFKD FKOL B>@E LQEBO
ELTBSBO QEFP FP 050B >KA FP HKLTK >P QEB !fD 2HV 3EBLOV 3EB IfD
2HV QEBLOV PQ>QBP mQE>Q QTL 0>KALJIV CIVFKD ?LAFBP >0B SBOV RKIFHBIV
OL @LIIFAB >P QEB QEOBB AFJIBKPFLK>I PM>@B FP PL 1>0DB 0BI>QFSB QL QEB
?LAFBP 2LJB >SF>(FLK P>CBQV ORIBP FKSLISFKD >I0FIBQOV >KA K>SFD>QFLK
PQ>KA>0AP >0B ?>PBA LK QEFP @LK@BMQn 17D 2HV 3EBLOV

GRE QEB m>ASBKQ LC 0>A>0 (TL >f0@0>CQ @LRIA ?B nPBBKn >KA
J>KBRSBOBA @IB>0 LC B>@E LQEBOIP CIFDEQ M>QEP 3EB >ASBK( LC 30>(CF@
“LIFPFLK  SLFA>K@B 2VPQBJ 3** 2 BNRFMJIBK(Q >IILTBA BNRFMMBA
>f0@0>CQ QL OBPLISB @LKCIFGQP —LT TB E>SB QB@EKLILDV QE>Q >IILTP
PM>@B ?>PBA MLPFFLKFKD LC QTL >f0@0>C0n ¥FD 2HV 3EBLOV

- KB LC QEB QB@EKFNRBP QL @LKQOLI QEB 1FD 2HV 3EBLOV FP >PPFDKFKD
AFCCBOBKQ QVMBP LC >FOPM>@B ORIBP QL @LKQOLI @BOQ>FK >0B>P LC (F.IB >KA
PM>@B 3EFP RPB LC >FOPM>@B >IILTP AFCCBOBKQ ORIBP QL ?B >PPFDKBA QL
AFCCBOBKQ BKSFOLKJIBKQP P >K BU>JMIB FC >K >F0@0>0Q J>KKBA LO
RKJ>KKBA FP KL CLIILTFKD QEB >DOBBA RMLK ORIBP FQ FP @LKPFABOBA
0L ?B E>W>0ALRP /0BABQBOJFKBA 0BPMLKPBP >0B BIMILVBA ABMBKAFKD
LK TEF@E >FOPM>@B QEB SBEF@IB FP LMBO>QFKD FK >KA QL TE>Q ABDOBB (EB
SBEF@IB FP KLQ CLIILTFKD QEB >DOBBA RMLK ORIBP

%FDROB ABMF@QP QEB AFCCBOBKQ QVMBP LC >FOPM>@B >KA @LKQOLI
TREFK B>@E LC QEBPB >fOPM>@B @LOOFALOP #BMBKAFKD RMLK TEFGE
>FOPM>@B @LOOFALO > SBEF@IB FP LMBOSQFKD FK > PBOFBP LC MLPFQFSB
ALKQOLIP >0B FK MI>@B FK@IRAFKD 0>A>0 Q0>@HFKD JLAB n**n >IQFORAB
BK@LABOP >IILTP CLO > RKFINRB @LAB QL 2B >PPFDKBA (L B>@E >F0@0>0Q FK
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>K >0B> PBIC OBMLOQFKD 2V LMBOSQLOP SFPR>I FKAF@>QLOP >KA 0>AFL @I
PFDKP 3EFP @LK@BMQ E>P TLOHBA TBII FK QEB J>KKBA >F0@0>0Q >0BK>
>P >I1 >F00>00 FK ALKQOLIIBA >FOPM>@B JRPQ E>SB >K >IQFQRAB BKALABO
>KA TRM RKQFI KLT JB>KP MI>KBP JLSFKD ?BQTBBK $ROLMB >KA —LOQE

JBOF@> E>SB E>A QL RPB OBDFJBKQBA Q0>@HP FK QEB PHV 3EB OFDFA
PQOR@QROB J>FKQ>FKP 1>0DB >0B>P LC @IB>0 PM>@B >OLRKA MI>KBP QL
OBJLSB QEB MLPPFFIFQV LC > @LIIFPFLKn  JLP 3EFP @LK@BMQ
JRP) KLT ?BELJIB JLOB CIBUF?IB >P RKJ>KKBA >KA LMQFLK>IIV
J>KKBA (B@EKLILDV MOLIFCBOSQBP >O0LRKA QEB TLOIA 3EB PVPQBJ P
PILTIV BSLISFKD TFE (QEB FKSBKOFLK LC RQLJI>QF@ #BMBKABK(
2ROSBFII>K@B 10L>A@>P) #2 1 00>KPMLKABOP 3EBPB
Q0>KPMLKABOP MRPE LRQ FKCLOJSQFLK COLJ > M>0QF@RI>0 >F0@0>CQ i
FK@IRAFKD FQP FABKQFQV &/2 ABQBOJFKBA >IQFQRAB >KA DOLRKA PMBBA

#2 1 T>P FKQOLAR@BA (L BKE>K@B PROSBFII>K@B >KA P>CBQV LSBO I>KA
?R( QEB JBPP>DBP @>K >IPL ?B MF@HBA RM ?V P>(BIIFQBP ~ JLP

><JG: >G ,E68: A6HH>;>861>DC

TR — Firepows Gaidaece fe Smal UAS Operaiare ﬂ p——nl

2LR0@B %

—-67A: >GHE68: 6C9 AI>IJ9: :;»>C>I>DCH

! ""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B



>GHEG8:  APIJ9: :>C>PDC

&BKBO>IIV >FOPM>@B (OLJ (BBQ JB>K PB> IBSBI , 2+ RM
0L >KA FK@IRAFKD %+
I>PP (K@IRABP >fOPM>@B LSBOIVFKD QEB T>QBOP TFOEFK  K>RQF@>! JFIBP
—, LCCQEB@L>PQLCQEB  @LKQFDRLRP 4KFQBA 20>QBP SKA
I>PH>

&BKBO>IIV (0LJ QEB PROC>@B QL (BBQ . 2+ FK@IRAFKD QEB
"*I>pp 1 >FOPM>@B COLJ MLOQFLKP LC **I>PP 10>SL QE>Q BUQBKAP ?BVLKA QEB
- LAB ** 5BFI RM QL (BBQ ,2+ BD 2% ""+$ /~7

&BKBO>IIV (0LJ QEB PROC>@B RM QL (BBQ ., 2+ FK@IRAFKD
""I>PP " QEB >FOPM>@B >?LSB QEB ELOFWLKQ>I ?LRKA>0V RM QL (BBQ
.2+

&BKBO>IIV >FOPM>@B (OLJ QEB PROC>@B RM QL (BBQ >?LSB
"I>PP#  QEB >FOMLOQ BIBS>QFLK 3EB @LKCFDRO>QFLK LC B>@E "'I>PP #
>FOPM>@B FP FKAFSFAR>1IV Q>FILOBA

2LSB (BBQ , 2+ LSBOQEB  4KFQBA 20>QBP >KA [>PH>
BUBIRAFKD >FOPM>@B >) >KA ?BILT (BB) &+ >KA BUQIRABP
SFOPM>@B . 2+L0>7LSB
“ISPP $
(K@IRABP >FOPM>@B LSBOIVFKD QEB T>QBOP TFOEFK  K>RQF@>! JFIBP
— . LCCQEB@L>PQLCQEB  @LKQFDRLRP 4KFQBA 20>QBP >KA
I>PH>

4K@LKQOLIIBA >FOPM>@B i KLQ ABPFDK>QBA >P "*I>PP 1 ** # LO

I>PP & $

2LR0O@B " >KA?LLHP i

JIDB61>8 :E:C9:Cl ,JGK:>M6C8: GD6986HI , 1:AB>C<
ID M»B>C6l: I=: X DD9 JINY ;GDB - . ,JGK:>MBC8: 6C9
+:8DCC6>HH6C8: =6M:C<:
3EB FKQOLAR@QFLK LC QEB RQLJ>QF@ #BMBKABKQ 2ROSBFII>K@B
10L>A@>PQ #2 1 TFHI  EBIM  QO>KPCLOJ  PROSBFII>K@B  >KA
OB@LKK>FPP>K@B LC JI>KKBA >F0@0>CQ VBQ ELT QEFP KBT QB@EKLILDV
@>K CFQ FKQL QEB RKJI>KKBA >0BK> >KA MLPPF?IV >PPFPQ ** 4 2 FP P(FII
?BFKD ABQBOJFKBA 3EB 42 (F0J FOBLK P>VP mfQP KBT P>QBIIFQB
PROSBFII>K@B KBQTLOH FP KLT CRIIV IFSB >KA ?BFKD QOF>IBA LSBO QEB
—LOQE QI>KQF@ 3EB PVPQBJ BJIMILVP > @LKPQBII>QFLK LC  PM>@B@0>CQ
TEFQE JLKFLOP QEB PFQR>QFLK>I JBPP>DBP MRJMBA LRQ ?V >F0@0>CQ
Q0>KPMLKABOP 3EBPB OBMLOQ > MI>KBIP MLPFQFLK >IQFQRAB  AFOB@QFLK

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y


https://aireon.com/

>KA PMBBA BSBOV BFDEQ PBOLKAP 3EB JLOB ABQ>FIBA FKCLOJ>QFLK QEBV
KLT E>SB >?LRQ QEB ?BE>SFLO LC >FOMI>KBP JB>KP JLOB BCCF@FBK(Q
OLRQFKD @>K ?B FKQOLAR@BAN ~ JLP
#2 1 IP > PVPQBJ LC PVPQBIP >KA OFABP mMFDDV?>@H LK >II

PM>@B@0>C] LC QEB (OFAFRJ P> MELKB PBOSF@B MOLSFABO 3EBPB PBKPLOP
J>HB FQ MLPPF?IB KLT QL Q0>@H MI>KBP BSBK LRQ LSBO QEB L@B>K
?BVLKA QEB SFPF?FIFQV LC 0>A>0 i >KA L@B>K T>QBOP @LSBO LC
0EB DIL?Bn  JLP (C TB HKLT TEBOB QEB J>KKBA mCOFBKAIVA
>f0@0>CQ >0B FK QFJB >KA PM>@B QEFP J>V >PPFPQ FK QEB PROSBFII>K@B
>KA 0BBLKK>FPP>K@B LC MLOBKQF>IIV E>0JCRI 4 2 >KA >IILT (L0 QEB
Q0>@HFKD >KA KBRQO>IFWFKD LC QEFP QEOB>Q %fDROB  FIIRPQO>QBP ELT

#2 1 TFIl LMBO>QB FK QEB KBUQ (BT JLKQEP >P QEB %  %BABO>I

SPQFLK  AJFKFPQOSQFLK E>P J>KASQBA QE>Q >II >F0R0>(Q >0B OBNRFOBA

0L GLIMIV 2V )>KR>0V 3EFP FK@IRABP >KV >F0G0>CQ LMBO>QFKD
FK "I>PP 1 LO ™ >FOPM>@BP  AAFQFLK>IIV >KV >f0@0>CQ LMBO>QFKD FK
"I>PP $ >FOPM>@B >?LSB %+  , 2+ ?RQKLQ ?BILT 00 &+ JRP)

>IPL @LIMIV m3EBm—L 12n/#0 1"PLC #2 In

><JG: , »,><C6A GD6986HI

Ground Statiany 2 Ground Stations
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2LR0@B 3EBm—L !'2n/#0 1"PLC #2 !

GHE #2 1 (BAEKLILDV LCCBOFKD KB>0 0B>I (FJB PROSBFII>K@B COLJ
P>QBIIFQBP QEB >?FIFQV QL mFKQOLAR@B DOB>QBO CIBUF?FIFQV FKQL QEB
J>K>DBJIBK( LC QEB >FOPM>@B ?BELJIB:P; MLPPF?IB  %LO BU>JMIB FK
0EB —LOQE  QI>KQF@ QO>AFQFLK>I FK IFKB P>CB PBM>0>(FLK AFPQ>K@BP TFII
BSBK(R>IIV 7B OBAR@BA (0LJ  K>RQF@>I JFBP  HJ ALTK QL >P
IFQIB >P  K>RQF@>I JFIBP HJIn JLP 3EFP CIBUF?FIFQV LCCBOP
DOB>( MOLJFPB CLO QEB >FOIFKB FKARPQOV ELTBSBO FQ >IPL @LJIMIF@>QBP
"4 2 >P >f080>0Q >0B KL ILKDBO LK > HKLTK MOBAF@(>?IB CIFDEQ
M>QE  QQBIMQFKD QL J>KA>QB QE>Q >Il 4 2 FK@LOMLOSQB #2 !
Q0>KPMLKABOP J>V MOLSB QL ?B AKCCF@RIQ >P QEB QB@EKLILDV @>K @LPQ
QELRP>KAP LC ALIIS0P >KA FKOBDOS(FLK FKQL @ROOBKQ 4 2 ABPFDKP J>V
KLQ ?B @LIMIBQBIV PR@@BPPCRI

—=: > »>8JAIND; »>;;:G:CI>6I>C< 16GBA:HH >G8G6;1 ;GDB —=G:6l

>G8G6;1 >C I=: . , ,E68:

"LT AL VLR ABQBOJFKB TE>Q FP CIVFKD FK QEB >0B> FP FQ > ?F0A PJ>
MI>KB 4 2 >KA P FQ > QEOB>) 3EB PQ>KA>0A >FOMLOQ 0>A>0 ALBP KLQ
TLOH TBII CLO CFKAFKD >KA Q0>@HFKD JLPQ 4 2 3EBOB >0B PBSBO>I
0B>PLKP CLO QEFP FK@IRAFKD QEB PFWB LC QEB >F0@0>CQ QEB J>QBOF>I FQ FP
J>AB (0OLJ >KA QEB DBKBO>I I>@H LC > EB>Q PFDK>QROB FK JLPQ LC QEB
&O0LRM >KA &0LRM TBFDEQ @I>PPBP 2BB >IPL %FDROBP >KA

—67A: . /H A6HH>;>861>DC 88DGO>C<ID ., D
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. /H A6HH>;>861>DC 88DG>C< ID I=: . ,

&6M>BJIB GDHH -
O><=l & -O A

:E6GIB:CID; :;:CH: D

61:<DGN ,>0:
&OLRM 23>l
&O0LRM » BARRJ
&OLRM +>0DB
&OLRM +>0DB0
&O0LRM +>0DBPQ

&+  7?LSB &LRKA+BSBI ,2+ ,B>K 2B>+BSBI
—LOB (CQEB 4 2 E>P BSBK LKB @E>0>@QBOFPQF@ LC QEB
KBUQ IBSBI FQ FP @I>PPFCFBA >( QE>Q IBSBI

2LRO@BP 42 0JV 4KJ>KKBA  F0@0>CQ 2VPQBJIP 1L>AJ>M

""LIMIF@>QFKD QEB J>QQBO LC AFP@BOKFKD J>KKBA (0LJ RKJI>KKBA
PVPQBJIP FP > JRIQFQRAB LC LKQLILDFBP >KA Q>ULKL JFBP RPBA (L AFP@RPP
AFCCBOBK(Q PFWBP TBFDEQ >KA JFPPFLK @I>PPBP LC >F0@0>CQ >P FIIRPQO>QBA
K 3>?1BP  >KA  3EB(>@Q QE>Q JLPQ 4 2 ?IR0 QEB IFKB ?BQTBBK
@FSFIF>K >KA JFIFQ>0V RPB AR>| RPB (B@EKLILDV @LJIMLRKA QEBPB
FPPRBP ""LEBPFSB >DOBBA QL @I>PPFCF@>QFLKP (LO 4 2 >KA J>KKBA
>f0@0>CQ FP > TLOIATFAB FPPRB 3EBOB P > 0B>I @E>IIBKDB FK SBOFCVFKD
I >K >F0@0>C0 FP J>KKBA ABCFKFQBIV RKI>KKBA L0 J>V?B LMQFLK>IIV
J>KKBA TEBK > ERJI>K JRP) J>HB > (RADIBKQ @>II LC IFCB LO AB>QE
TEBK ABQBOJFKFKD FC > 4 2 E>P KBC>OFLRP FKQBKQ LO FP PEIMIV >K
FKKL@BKQ >F0@0>CQ CIVFKD FK > DFSBK >FOPM>@B

! ""E>MQBO  2ROSBFII>K@B >KA 1BELKK>FPP>K@B



—67A: " —-(C - , ABHH>;>861>DC

ABHH>;>861>DC

; "DGB6A

ABHH 61 :<DGN BEDNB:CI
PP 200HB  "'LI?>) 20050BDF@  —>QFLK>I
- 43 200>QBDF@  —>QFLK> 4aM (L 00
., +$ - MBO>QFLK>I 3EB>Q0B 4’4_?} Q
""I>PP (( 3>0QF@>I 3>@QF@>1 %LOI>QFLK
"I5PP ( 2351 HD 3>00F@>1 4KF

3>@QF@>1 2R?RKF) , >KR>I LO

JEKEHD EokA IoRKGE 4M QL 0Q &+
, F@OL

3>@0F@>1 2R?RKFQ J>KR>I LO

E>KA I>RKGE AMQL - 0 &+

)

“DGB6A (E:G6
AI>1J9:

AaM QL 0!
AKIFIFQBA 1+

A4KIFJFQBA 1+

4aM oL 0
&+

aM oL 0
AMQL  HJ +
AMQL HJI +.

2LRO@B 2W>?LI@PF

K >FOMLOQ 0>A>0 KLOJ>IIV ABQB@QP >F0@0>CQ >P PJ>Il >P EBIF@LMQBOP
>KA PFKDIB BKDFKB I>KA >f0@0>00 >KA >P [>0DB >P (RI?L (BQP ELTBSBO
QEBPB >II LC QEBPB >f0@0>0Q >0B DBKBO>IIV J>AB LRQ LC JBQ>l E>SB
> OBALDKA>?IB EB>Q PIDK>QROB >KA > MFILQ QE>Q @>K @LJJIRKF@>(B
IL@>QFLK >KA FKQBKQ 4 2 (QBKA (L E>SB KLKB LC QEBPB >QQ0F?RQBP

AAFFLK>IIV  JLPQ 4 2 >0B J>AB (OLJ MISPQFGP  ?>IP> TLLA
@LIMLPFQB J>QBOF>IP L0 @LI?FK>QFLKP LC >II LC QEBPB J>QBOF>IP TRQE
JB0>1 QBKAFKD QL 2B RPBA IBPP QE>K >KV LOEBO J>QBOF>l &OLRM >KA
4 2 (BKA (L ?B ?>Q0BOV MLTBOBA >KA QEBOBCLOB LCCBO KL AFP@BOK>?IB
L0 Q0>@H>?IB EB>Q PLRO@B 4 2 QE>( RPBP > @LJ?RP(QF?IB CRBI BKDFKB
THI PQFIl KLQ E>SB BKLRDE LC > EB>( PFDK>QROB LO 0>A>0 OBQROK
PFDK>QROB QL J>HB PROSBFII>K@B >KA 0BALKK>FPP>K@B >K B>PV (>PH
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><JG: ,>0: DBEGGHDC

GDC: ID DBB:G8>6A

>G8G6; |

><JG: ,>0: DBEG6GHDC GDC: ID DBB:G86A >G8G6;l
MQ-1 Predator MQ-9 Reaper
C-172 Size

2 xHelfire  Endurance: 4 Hrs
Max Speed: 120 Kis
Max Altitude: 25 000

Payload: 300 Lbs

Endurance: 24 Hrs
Max Speed: 240 Kis

Max Alitude: 50000 L ea—

Payload: 3000 Lbs —osee——
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2LRO@BP  SF>QFLK #BPFDK LC 4 5 2VPQBJP $DDBOP

3EBPB @LJMLPFQB ?RFIQ 4 2P AL KLQ 0BCIB@Q 0>A>0 BKBODV QEB T>V
ABKPBO J>QBOF>IP PR@E >P JBQ>I ALBP 4 5P @>K CROQEBO OBAR@B >KV
BKBODV ?V RPFKD @LJIMLPFQBP J>AB TFE 0>A>0 >?PLO?FKD J>QBOF>IP
1 , LO ?B @LKPQOR@QBA QL FK@IRAB > 0>A>0 >?PLO?FKD PQOR@QROB
1 2 FKQL QEB PRMBOPQOR@QROB RPFKD OBFKCLO@BA MI>PQF@P LO LQEBO
RKFNRB KLK QO>AFQFLK>I J>QBOF>IP , LPQ 4 2 >0B PJ>Il BKLRDE QE>(
CFKAFKD > 0>A>0 PFDK>QROB FP PRCCF@FBKQIV AFCCF@RIQ ELTBSBO QEBOB FP
KLT m> MIBQELO> LC CL>JP >KA @L>QFKDP QE>Q @>K OBAR@B 0>A>0
PFDK>QROB KLT J>HB RM > EFDEIV >@QFSB PB@QLO LC QEB JF@OLT>SB
J>QBOF>IP I>0HBOn , >0PE

3EB RPB L @LIMLPFQBP FP KLQ RKRPR>I FK 4 2 >P O0BFKCLO@BA MI>PQF@
J>QBOF>IP >0B HKLTK CLO QEBFO RKFNRB @LJ?FK>QFLK LC ILT TBFDEQ
TFE EFDE PQOBKDQE PQFCCKBPP >KA C(>QFDRB OBPFPQ>K@B ?RQ QEBFO
BIB@QOLI>DKBQF@ $, @E>0>@QBOFPQF@P >0B FIMLOQ>KQ QLL TFQKBPP CLO
BU>JMIB DI>PP CF?B0O OBFKCLO@BA MI>PQF@ &1/ 7?>PBA MOFKQBA @FO@RFQ
?L>0AP >KA @>0?LK @LJIMLPFQB BIB@QOLJI>DKBQF@ FKQBOCBOBK@B $ , (
PEFBIAFKD BK@ILPROBP (LO PBKPFQFSB BIB@QOLKF@ BNRFMJBKQ +LT
TBFDEQ 1 2 @>K ?B J>AB (OLJ DI>PP >KA @>0?LK CF?B0 @LJIMLPFQB
I>QQF@BP FK TEF@E QEB SLFAP >0B L@@RMFBA ?V JF@OLT>SB >?PL0?BKQ
(L>JP  ?PLOMQFLK BCCB@QFSBKBPP TLRIA ?B 0BI>QBA QL QEB SLIRJB
(0>@FLK LC QEB DOFA @BIl PQOR@QROB >KA (EB AFPQ>K@B ?BQTBBK
BIBJIBKQP , >0PE

":L =6M:C<:H+:FX>G: ":L -=C@C< DB7>C:9 ,:CHDGH

3EB JLPQ PR@@BPPCRI ** 4 2 FKFQF>QFSBP FK@LOMLO0>QB > JRIQF PBKPLO
>MMOL>@E QL BKPROB QEB >@@R0>QB FABKQFCF@>QFLK LC > 4 2 >P

OBIVFKD LK (RPQ LKB ABQB@QFLK JBQELA FQ @>K ?B MLPPF?IB CLO >
AOLKB QL ?B JFPPBA %L0 BU>JIMIB TEBK RPFKD @LKSBKQFLK>I 0>A>0
FQ @>K ?B AFCCF@RIQ QL ABQB@Q ILT CIVFKD AOLKBP LO AFPQFKDRFPE AOLKBP
COLJ ?FOAP _0 FC QEB AOLKB FP L?P@ROBA ?V ?RFIAFKDP LO QOBBP >K
LMQF@>1 PBKPLO TFII PQORDDIB QL MF@H FQ RM 1V >RDJIBKQFKD QEB 0>A>0
>KA LMQF@>1 PBKPLOP TFQE PMB@QORJ JLKFLOFKD QEB PB@ROFV QB>J
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THI E>SB > JREE @IB>0B0 MF@QROB LC >KV MLQBKQF>I AOLKB >@QFSFQV
#0LKB #B(BAQFLK

3EB AFP@RPPFLK MOBPBKQBA EBOB FP > P>JMIFKD LC QEB QB@EKF@>I
@E>1IBKDBP LC CFKAFKD >KA Q0>@HFKD 4 2 3EB Q>PHP LC FABKQFCVFKD QEB
PMB@FCF@ 4 2 QVMB >F0@0>CQ LTKBO TE>Q QEB 4 2 FP DBKBO>IIV RPBA
CLO KLOJ>I M>VIL>AP >KA QEB >F0@0>CQ LMBO>QLO ?B@LJIB >K BSBK
D0B>QBO @E>IIBKDB >P m'* 4 2 PVPQBJP BJIMILVFKD @LJ?FKBA A>Q>
(0LJ PBSBO>l PBKPLOP >IPL JRPQ ?B >?IB QL AFCCBOBKQF>QB ?BQTBBK
IBDFQFI>QB >KA ELPQFIB >IIFBA >KA BKBJV 4 2P j PLJBQEFKD KL
HKLTK PVPQBJ @>K AL 3EfP FP TEBOB > ERJ>K LMBO>QLO JRPQ
FKOBOSBKB (L J>HB TE>(Q LCQBK FP > PMIFQ PB@LKA >PPBPP.IBK(n GFIPLK

2FK@B QEB B>0IV VB>0P LC QEB %  QEB >DBK@V E>P J>KA>(BA QE>(
J>KKBA >f0@0>C0 JRPQ 2B OBDFPQBOBA >KA >PPIDKBA > (>FI KRJ?BO
TEFGE JRP) 7B AFPMI>VBA MBOJI>KBKQIV LK QEB >F000>00 (KCLOJI>(FLK
LK J>KKBA >F0@0>CQ FP B>PFIV CLRKA FK A>Q>?>PBP >0LRKA QEB TLOIA P
> KBTBO QB@EKLILDV QE>Q FP BSLISFKD C>PQBO QE>K MLIFGFBP I>TP >KA
DLSBOK>K@B @>K HBBM M>@B TFQE QEBOB FP KL @L.JIMOBEBKPFSB A>(>?>PB
0E>Q LCCBOP >K B>PV 4 2 FABKQFCF@>QFLK ILLH RM >KA BSBK FC QEBOB
TBOB PRGE A>Q>?>PBP (EB S>0VFKD I>TP CLO 0BDFPQBOFKD QEB 4 2 >ILKD
TRE IFJIFBA @LIMIF>K@B TLRIA OBKABO JLPQ LC QEB FKCLOJ>QFLK
FK@LJIMIBQB >KA RKRP>?IB —BT 4 2 >0B BSLISFKD >( > 0>MFA M>@B >KA
QEBFO JFPPFLKP >0B (>0 ?BVLKA QEB LK@B KL0J>I @>JB0> PBKPLO TLOH
>P 4 2 >0B (>HFKD LSB0 J>KV Q0>ARFLK>I J>KKBA >F0@0>CQ JFPPFLKP
3EFP FP FIIRPQO>QBA TFQE TLBFKDIP >F00>0Q OBCRBIFKD AOLKB TEFGE FP
>K m>AS>K@BA RKI>KKBA >F0@0>0Q ABPFDKBA QL OBCRBI QEB 42 —>SVIP
CFDEQBO (BQP FK JFA >F0 E>P Q>HBK QL QEB PHFBP LMBO>QFKD RKABO QEB
K>JB 3 (EB MOLQLQVMB , O  MBOCLOJBA >K >RQLKLJLRP CIFDEQ
LSBO QEB @LROPB LC QTL ELROP >0 ,FA JBOF@> 20 +LRFP  FOMLOQn
+>5>0P 3EB%  FP @LKQFKRFKD QL PQORDDIB TFQE QEBPB FPPRBP
(K RIV J>KV 42 15T I>HBOP PBKQ > IBQQBO QL QEB 2B@0BQ>0V LC
30>KPMLOQ>QFLK PQ>QFKD QE>Q

NGB TOQB (L OBDFPQBO LRO LKDLFKD @LK@BOKP OBD>OAFKD (EB
OLKQFKRFKD ABI>V FK (QEB FPPRFKD LC (QEB %BABO>I  SP(FLK
AJFKFPQOSQFLKIP %  ORIB OBNRFOFKD OBJLQB FABKQFCF@>QFLK CLO

! ""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B



RKJ>KKBA >f0@0>C0 PVPQBIP 4 2 >KA RODB VLR (L ABAF@>QB QEB
KB@BPP>0V PQ>(C >KA OBPLRO@BP CLO QEB 0>MFA MR?IF@>QFLK LC > KLQF@B
LC MOLMLPBA ORIBI>HKD —/1, LK QEFP PR?6BAQPQEB C>FIROB QL
@LJIMIBQB 1BJLQB (# MLPBP mPBOFLRP OFPHPn QL QEB >FOPM>@B >KA >IPL
MPOFCIB FKKLS>QFLKn FK QEB AOLKB FKARPQOV 3EBOB >0B J>KV 0B>PLKP CLO
QEFP i QEB QB@EKLILDV FPKIQ PFIMIB QEBOB >0B JRIQFIMIB JBQELAP >KA
AFP@RPPFLKP LSBO TEFGE FP ?BPQ >KA J>KV PQ>HBELIABOP FK QEB JFUn

. 0->7?

3EFP PBAFLK LC QEB @E>MQBO LCCBOP > DIFIMPB LC KBT QB@EKLILDFBP
0>@0F@P QBAEKFNRBP >KA MLIFGFBP QE>( >0B ?BFKD BUMILOBA QL >PPFPQ QEB
AFCCFGRIQFBP FK QEB ** 4 2 PROSBFII>K@B >KA 0B@LKK>FPP>K@B JFPPFLK
>0B>P 3B@EKLILDFBP QE>( TBOB LOFDFK>IIV ABPFDKBA QL MOLQB@Q JFIFQ>0V
FKPQ>II>QFLK >0B ?BFKD JLAFCFBA CLO ** 4 2 JFPPFLKP 3EB 2@>KKFKD
2ROSBFII>K@B 1>A>0 2VPQBJ 2212 P >K BU>JMIB >KA P mFAB>IIV
PRFQ>?IB (LO QEB ABQB@QFLK >KA MOB@FPB IL@>QFLK LC PBSBO>I AOLKBP
LC ?LQE @I>PPBP JF@OL >KA JFKF 4 2 >( @ILPB 0>KDB (K >AAFFLK
0EB 2212 PVPQBJ LCCBOP IFSB Q0>@HFKD CLO RM QL CLRO 4 2 FK >
JB>PROBJIBK( 0>KDB LC oL JBQBOPN **>0FP 3EFP
OB@EKLILDV FP BCCB@QFSB CLO PI>IIBO 4 2 >AARQFLK>I @LJ?FKBA PBKPLO
0B@EKLILDV JRPQ ?B RPBA QL @0B>QB > (RIl ** 4 2 PMB@QORJ LC
MOLQB@QFLK

,>KV " 4 2 AFOB@QLOFBP BUFPQ ELTBSBO > DLLA >JLRKQ LC QEB
FKCLOJ>QFLK FP KLQ SBQQBA @LOOB@QIV LO FP JLOB FK >K >ASBOQFPFKD
0L0J>Q QE>K >K FKCLOJ>QFSB (L0J>Q 3EB *"LRK(QBO 4 2 #FOBEQLOV (OLJ
TTT RKI>KKBASFOPM>@B FKCL FP LKB LC QEB JLOB @LJIMOBEBKPFSB
IFPQP 3EB I>QBPQ BAFFLK E>A  (B@EKLILDFBP AFP@RPPBA THEFK >

M>DB AL@RJIBKQ 3EB AFOBEQLOV FP COBB QL QEB MR?IF@ >KA QBKAP QL
2B SBQQBA TFQE LKIV SBOFCF>?IB FKCLOJI>(FLK IFPOFKD m>S>FI>?1B @LRKQBO
4 2 PVPQBIP KBQTLOHP >KA @LJIMLKBKQP >KA FP PRMMIFBA COBB LC
@E>0DBP(KCLOJI>(FLK FP PRMMIFBA AFOB@QIV ?V PRMMIFBOP TRE A>(Q>
BAFQBA QL OBJLSB RKSBOFCF>?IB @I>FIPn %

KB LC QEB FPPRBP QE>Q E>SB MOLSBK QL ?B AFCCF@RIQ FK QEB ** 4 2
>0BK> FP >Q0BJIMQFKD QL KLQ LKIV CFKA >KA Q0>@H > SBEF@IB FQ FP
>QQBJIMOFKD QL CFKA TEBOB QEB SBEF@IB FP ?BFKD @LKQOLIIBA (OLJ >KA
TEL P @LKQOLIIFKD QEB SBEF@IB —BT QB@EKLILDV FP ?BFKD ABSBILMBA
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http://www.unmannedairspace.info/

0L @LMB TFQE QEFP FPPRB >P m"* **(IP 2HV30>@HBO__ 3BAEKLILDY 2RFB FP
> @LRKQBO PJ>II RKJI>KKBA >f0@0>0Q PVPQBI ** P4 2 @>M>?FIFQV
@LJIMOFPBA LC AFCCBOBK(Q CLOJ C>@QLOP ABPFDKBA QL BUMILFQ QEB 0>AFL
OLIIRKF@>QFLK ?BQTBBK PJ>Il RKI>KKBA >f0@0>CQ PVPQBIP P4 2
>KA QEBFO @LKQOLIIBON ™" **(

3EB 2HV30>@HBO__ E>P QEOBB AFCCBOBK(Q CLOJ C>@QLOP ABMBKAFKD LK
" 4 2 0BNRFOBJIBK(P QEBV FK@IRAB QEB

*_1( —PVPQBJ MOLSFABP CFUBA C(>@FIFQV MOLQB@(FLK >D>FKPQ
RKJ>KKBA >F080>CQ PVPQBIP 4 2 (EOB>QP QL T>0CFDEQBOP >KA @OFQF@>I
FKCO>PQOR@QROB ** . 1( — ABQB@QP FABKQRCFBP Q0>@HP >KA JFQFD>QBP
P4 2 QEOB>QP RPFKD MOB@FPFLK KBRQO>IFW>QFLK QB@EKFNRBP (L BKPROB
IFQQIB QL KL @LII>QBO>I A>J>DB QL QEB PROOLRKAFKD O>AFL COBNRBK@V
1% PMB@QORJ >KA BUFPQFKD @L.JJIRKF@>QFLKP

6 (1__PVPQBJ MOLSFABP LK QEB JLSB C(LO@B LO C>@FIFQV

MOLQB@QFLK >D>FKPQ ELPQFIB P4 2 3EB ORDDBAFWBA JL?IB MI>QCL0OJ
IBSBO>DBP (EB **_.1( — PLCQT>0B ?>PBIFKB QL MOB@FPBIV ABQB@Q
FABKQFCY >KA JFFD>QB P4 2 (EOB>QP 3EB PVPGBJ @>K ?B B>PHIV
ABMILVBA LK > SBEF@IB LO J>0FKB SBPPBI MOLSFAFKD ?LQE DOLRKA >KA
J>0FFIB @LKSLY MOLQB@QFLK

(P ISK M>@H>?IB >AS>K@BA >QQ>@H PVPQBI @>K ABCB>Q PI>lI
@LIMIBU 4 2 3EB PVPQBJ PROSBVP (QEB BKSFOLKJBKQ QL BK>?IB
ABMILVBA RKFP QL @LRKQBO P4 2 >KA >K>ILD SFABL PFDK>IP 3EB
PVPQBJ @>K LMBO>(B >RQLKLJLRPIV QL ABIFSBO MOB@FPFLK AFPQOF?RQBA
>QQ>@HP >KA MOLSFAB 0>MFA OBPMLKPFSB CLO@B MOLQB@QFLK @>M>?FIFQV FK
ELPOFIB BKSFOLKJBKQP ** **(

42 >MMIFBA 0BPB>0@E KLQ CLO MOLCFQ @LIM>KV HKLTK >P 21'*

P SMMIVFKD FQP BUQBKPFSB ?>@HDOLRKA FK BIB@QOLKF@ T>0C>0B >0
PROSBFII>K@B >KA (>0DBQ ABQB@QFLK QO>@HFKD >KA @I>PPRCFA>QFLK
>IDLOFQEJP QL EBIM ABQB@Q Q0>@H >KA ABCBKA >D>FKPQ ILT PILT >KA
PI>II RKI>KKBA >F000>0Q PVPQBJ 4 2 QEOB>QPn  ""LRKQBO 4 2
2VPQBJIP

21" E>P (>HBK QEFP HKLTIBADB >KA @0B>QB ** 4 2 QB@EKLILDV CLO
?LQE QEB JFIFQ>0V >KA @FSFIF>K J>0HBQ MI>@BP

Silent __ Archer_ @LRKQBO 4 2  (BGEKLILDYV ABQB@QP  Q0>@HP
FABKQFCFBP  >KA ABCB>QP ELPQFIB 4 2 3EB (B@EKLILDV @LJIMOFPBP
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http://www.caci.com/skytracker/pdf/F424_1909_SkyTracker%20Technology%20Suite.pdf
http://www.caci.com/skytracker/pdf/F387_1901_CORIAN_SkyTracker%20Suite.pdf
http://www.caci.com/skytracker/pdf/F414_1909_AWAIR.pdf
https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html
https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html

MOLSBK 0>A>0 >KA BIB@QOLKF@ T>0C>0B PVPQBIP > @>JBO0> CLO SFPR>I
FABKQFCFG>QFLK LC Q>0DBQP >KA >  # RPBO AFPMISV QL MOLSFAB QEB
T>0CFDEQBO TFQE >AS>K@BA PRR>FLK>| >T>0BKBPP

2351l PILT ILT CIVFKD AOLKBP @>K B>PFIV PIFM QEOLRDE @ROOBKQ
PB@ROFQV JB>PROBP MLPFKD >K RKABQB@QBA QEOB>Q QL MBOPLKKBI >KA
MOLMBOQV 21'"IP &OVMELK Skylight__ AOLKB PBAROFQV PLIRQFLK OBIFBP
LK 0>A>0 >KA PMB@QORJ PBKPFKD QL ABQB@Q >KA FABK(RCV 4 2
OLI JIBO@F>1 >F0@0>0Q >KA BSBK ?2FOAP QL DFSB VLR > @IB>0 MF@QROB LC
VLRO PB@ROB >FOPM>@B **LRK(BO 4 2 2VPQBJIP

&>HH>DC )A6CC>C< , :8G:8N U )GDI-8I>C< I=: 616

3EB CFOPQ NRBPQFLK FK MOLQB@QFKD QEB A>Q> FP ALBP FQ J>Q0BO FC
QEB A>(Q> FP PBBK ?V LQEBOP 3EFP J>V PBBJ @LRKQBOFKQRFQFSB QL QEFP
@LKSBOP>QFLK ELTBSBO BK@OVMQFKD A>(Q> @>00FBP @LPQP QE>( J>V KL(
?B KBBABA FK JLPQ '* 4 2 P@BK>0FLP 3EB >0Q LC PROSBFII>K@B >KA
O0BOLKK>FPP>K@B QBKAP QL ?B ALKB FK QEB PE>ALTP (K QEB "" 4 2
>0BK> F) JFDEQ ?B JLOB >AS>K(Q>DBLRP QL >IILT QEB FKCLOJI>(FLK QL ?B
HKLTK ?V >Il TEL E>SB >@@BPP >IILTFKD CLO >AAFQFLK>I FKCLOJ>QFLK>I
FKMRQP >KA JLOB mBVBPn LK QEB PR?(6B@Q >F0@0>CQ —LT QEB OBPMLKPB
QL QEB PR?6B@Q >F0@0>CQ FP >KLQEBO J>QQBO >P FKAFSFAR>I @LIM>KFBP
>KA DLSBOKJBKQP J>V KLQ T>KQ QL AFP@ILPB QEB BU>@) JBQELAP ?BFKD
BIMILVBA >KA QEB B(CB@Q QEBPB JBQELAP TFIl E>SB LK QEB PR?6B@Q
>F0@0>0Q (KCLOJI>QFLK PR@E >P >@LRPQF@P PFDK>QROBP FP FIMLOQ>KQ QL
J>PH >KA KLQ ?B AFP@ILPBA >P QLA>VIP PBKPLO FK@IRABP

> 0>KDB LC Q0>@HFKD >KA A>(Q> @LIIBAQFLK @>M>?FIFOFBP >KA
SFPR>IFW>QFLKP FK@IRAFKD B>0IV T>0KFKD >IBOQP TFQE Q>0DBQ ?B>0FKDP
JRIQFMIB PFIRIQ>KBLRP QE0B>() ABQBAQFLK >KA Q0>@HFKD >KA # (0>@H
LC Q>0DBQP 3EB PVPQBJ @>K ?B @LKCFDROBA TFQE JRIQFMIB KBQTLOHBA
PBKPLOP QL PRMMLOQ > TFAB >0B> LC @LSBO>DB (OLJ 0BJLQB CFBIA
LMBO>QFLKP QL @LKDBPQBA R0O?>K BKSFOLKJBKQP **>MQROBA A>(Q> @>K ?B
FKQBDO>QBA FKQL BUFPQFKD @LJJ>KA >KA @LKQOLI PLCQT>0B MOLDO>JP QL
PRMMLOQ (KQBIIFDBK@B PROSBFII>K@B >KA O0B@LKK>FPP>K@B LMBO>QFLKP
>KA AB@FPFLK PRMMLOQ >MMIF@>QFLKP &BKBO0>I QLJF@P ABJILKPQO>QBP
>@LRPOF@ AOLKB ABQB@QLO QL 42 0JV
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https://www.srcinc.com/what-we-do/counter-uas/gryphon-skylight-drone-security.html
https://www.srcinc.com/what-we-do/counter-uas/gryphon-skylight-drone-security.html

3EB K>QROB LC JLPQ 4 2 MI>QCLOJP >0B FKBUMBKPFSB >KA LMBKIV
>S>f1>?1B @LIMLKBKQP VBQ QEBPB @LIMLKBKQP >0B LCQBK

?RFIQ FKABMBKABKQIV TFQELRQ @V?B0 MOLQB@OFLK PQ>KA>0AP ?RFIQ FK
IB>SFKD QEB PVPQBIP SRIKBO>?IB >KA QEB SBOV K>QROB LC mMIRD >KA
MI>Vn QBKAP QL @0B>QB FK@LIM>QF2FIFQV FK @V?BO MOLQBAQFLK TFQE SBOV
(BT FC >KV QORB A>Q> PQ>KA>0AP

K>IVPFP  LC QEB  @LKCFDROSQFLK >KA  CIFDEQ  @LKQOLIIBOP

JFAOLMOL@BPPLOP LC PBSBO>I MLMRIS0 4 5 JLABIP E>SFKD JRIQFMIB
OLQLOP 0BSB>IBA TB>HKBPPBP >PPL@F>QBA TFE ?LQE QEB QBIBJIBQOV IFKHP
PQOB>JFKD A>Q> QL >KA COLJ > AOLKB SF> PBOF>I MLOQ @LKKB@QFLKP FK
TEFOE FKCLOJI>QFLK @LRIA 2B @>MQROBA JLAFCFBA LOFKIBAQBA >KA QEB
4 5P| @LKKB@EQFLKP QL QEBFO DOLRKA PQ>QFLK FKQBOC>@B TELPB A>Q> IFKH
OLRIA ?B PMLLCBA BK>?IFKD E>@HBOP QL >PPRJIB @LJIMIB(B @LKQOLI LC
0EB SBEF@IB n —F@ELIP  BQ >l

2BKPLO A>(Q> PB@ROFQV >KA QEB QEOB>Q LC >QQ>@HP TRQEFK QEB @V?2B0
ALJ>FK JRPQ 2B > M>0Q LC >Il >PMB@AQP LC JFPPFLK MISKKFKD , FPPFLK
MI>KKFKD TFII 0BNRFOB Q0>ABLCCP ?BQTBBK (>0DBQ >0B> >@@BPP PBKPLO
@>M>2FIFQV >KA >S>FI>?FIFQV FKCLOJISQFLK (FIB ALJFK>K@B >KA @V?B0
A>Q> PBEROFQV OBNRFOBIBK(QP

&>HHDC )AGCC>C< ;DG - , ;DG ):6>B:1:G)GDI-8I>DC
—LT QE>Q QEB CLRKA>QFLK LC @LJ?FKBA CLO " 4 2 E>P ?BBK
AFP@RPPBA QEB MI>@BJBKQ >KA FKQBO@LKKB@QFLK LC QEBPB PBKPLOP
PVPQBJP >0B OBNRFOBA CLO QOF>KDRI>QFLK LCQEB 4 2 P PBBK FK %FDROB
QEB FKQBOIL@HFKD K>QROB >KA LSBOI>M LC PBKPLOP TFII @0B>QB >
QOF>KDRI>QFLK LC QEB 4 2 Q>0DBQ

><JG: (K:GA6EE>C< , :CHDG M6BEA:
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2LR0O@B /BOFJBQBO /OLQBOYFLK ~ #BCBKPB

(K MOLQB@QFKD QEB MBOFJIBQBO LC > DFSBK C>@FIFQV >K FK ABMQE >K>IVPFP
JRPQ Q>HB MI>@B QL RKABOPQ>KA QEB >?FIFQV QL L2Q>FK QEB PB@ROFQV IBSBI
OBNRFOBA ?BCLOB PROSBFII>K@B >KA 0BK>FPP>K@B LC QEB >0B> @>K ?BDFK
- K@B QEB 0BALKK>FPP>K@B LC QEB >0B> FP @LIMIB(B QEB PROSBFII>K@B LC
>KV RK>RQELOFWBA 4 2 @>K L@GRO >KA TFIl ?B AFDFQ>IIV AL@RIBK(BA
>KA QEB >MMOLMOF>QB @LRK(QBOJIB>PROBP Q>HBK >D>FKPQ QEB LCCBKAFKD
4 2

*'LI?FKFKD QEB @LO0B@Q PBKPLOP AFP@RPPBA B>0IFBO TFII ABMBKA LK
J>KV (>@QLOP FK@IRAFKD

0 3LMLDO>MEV IFKB LC PFDEQ

0 JLRKQ >KA EBFDEQ LC ?RFIAFKDP >KA ERJI>K J>AB L26BAGP FK
(EB >0B>

0 /0LQB@QFLK IBSBI /OLSFAB (LO LMBO>QFLKP >l TB>QEBO LO
tRPQ AROFKD L@@RMFBA (F.IBP

0 %OBNRBK@V KLFPB IBSBI BIB@QOL.J>DKBQF@ FKQBOCBOBK@B

0 MMIF@>?IB I>TP CLO QEB >0B> @LRKQOV

0 3E0B>( IBSBI FP QEBOB HKLTK QEOB>QP FK QEB >0B> @OFF@>I
FKCO>PQOR@QROB LO MOLQB@QFKD QEB ¢>JFIV ?RPFKBPP

""E>MQBO  2ROSBFII>K@B >KA 1B@LKK>FPP>K@B Y



0, LPQ IFHBIV QVMB LC QEOB>Q NR>A OLQLO TRE $. (1 PBKPLOLO
CFUBA TFKD PRIGFAB 4 2

0 GE>) >0B (EB IFHBIV OBPMLKPBP (L QEB QEOB>) *LT ALBP QEB
@LJ?FKBA PBKPLOP PVPQB.J SBOFCV QEB QEOB>( E>P ?BBK
KBRQO>IFWBA LO E>P IBCQ QEB >0B> >KA FP KL ILKDBO > QEOB>(

0 GE>QFP(EB ?RADBQCLO™ 4 2 LT JR@E L (QEFP ?RADB( @>K
2B >IIL@>QBA QL PROSBFII>K@B >KA 0BALKK>FPP>K@B

0 "*>K QEB PBKPLOP @LSBO EFAABK >0B>P LO ML@HBQP TFQELR(Q
LSBOI>MMFKD @LSBO>DB

$>@E LC QEBPB C>@QLOP TFIl >(CB@Q QEB QVMB >KA KRJ?BO LC PBKPLOP
MI>@BA >KA ELT QEBPB PBKPLOP OBMLOQ ?>@H PQLOB FKCLOJISQFLK >KA
>0B RQFIFWBA AROFKD QEB KLOJ>I @LROPB LC (FIB LO AROFKD > ** 4 2
0EOB>Q BSBKQ >KA QEB QEOB>Q AB BP@>I>QFLK >KA KBRQO>IFW>QFLK ME>PB
AAFFLK>IIV QBOEKLILDV OBCOBPE POEBARIBP PELRIA ?B @LKPFABOBA >P
0EB 4 2 J>0HB( GLKQFKRBP QL BSLISB >KA QEB Q>@QFGP >KA QBAEKFNRBP
(OLJ QEOB>Q >@QLOP DBQ JLOB PLMEFPQF>QBA 3EB MI>KKFKD CLO ™" 4 2
MBOFJBQBO MOLOBEOFLK JRPQ ?B RMA>QBA QL J>0@E QEB KBT QEOB>(P

DC8LIH>DCH

1BSIBTFKD (EB  AFCBOBK@B  ?BQTBBK  PROSBFI>K@B  >KA
0BALKK>FPP>K@B FK QEB @LKQBUQ LC ** 4 2 LCCBOP AFPQFK@QFLKP ?BQTBBK
QEB QVMF@>I QELRDEQ MOL@BPP LC PBKPLOP ILLHFKD ALTK LK > Q>0DBQ >KA
QEB 0B>IFQV LC QEB AFCCFGRIQV FK >Q0BIMOFKD QL CFKA 4 2 Q>0DBQP FK QEB
S>PQKBPP LC QEB PHV 3EB PBKPLOP QE>( Q0>@H J>KKBA >F00>(( >0B LCOBK
KLQ DLLA >Q CFKAFKD >KA Q0>@HFKD 4 2 >P QEB PFWB J>QBOF>IP EB>(
PFDK>QROBP >KA LSBO>Il 4 2 0>A>0 MOLCFIBP >0B S>PQIV AFCCBOBKQ QE>K LC
J>KKBA >f000>C0 3EB >?FIFQV QL AFP@BOK QEFP AFCCBOBK@B @>(>ILD FQ >KA
J>FKQ>FK QEB >@BR0>@V LC QEB A>(>?>PB FKCLOJI>(FLK FP FIMBO>(FSB QL
>SLFA ILPP LC IFCB (0LJ >K >@EFABKQ>I JFPEE>0>@QBOAISQFLK LC J>KKBA
>f0@0>CQ SBOPRP (OLJ > ELP(FIB 4 2 3EB FKQOLARGQFLK LC #2 1 THII
SPPFPQ FK FABKQRCVEKD J>KKBA >f0@0>0Q FK @LKQOLIIBA >FOPM>@B 3EB
Q0>KPMLKABO TFIl >IPL J>HB QEB Q>PH LC ABQBOJFKFKD > QEOB>QBKFKD
4 2 FK QEFP >FOPM>@B B>PFBO QL ABQB@) >KA JFFD>QB 3EB RPB LC
JRIQFMIB PBKPLO PRFQBP >KA @LKQFKRBA FKKLS>QFLK FK QEFP PM>@B FP
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OBNRFOBA (L E>SB QEB ?BPQ G@E>K@B LC >ILTFKD PROSBFIISK@B >KA
0BALKK>FPP>K@B QL L@ARO FK QEFP BSBO @E>KDFKD >KA DOLTFKD CFBIA LC
4 2 3EB LSBO>II FABKQFCF>QFLK JBEE>KFPIP 2B FQ >AJFKFPQO>QFSB LO
0BGEKF@>I CLO 4 2 >0B FPPRBP QE>Q >0B PQFIl ?BFKD ABSBILMBA QEOLRDE
0EB @OB>QFLK LO >ASMQ>QFLK LC MLIF@FBP I>TP >KA DLSBOK>K@BP 2V
>SF>QFLK >RQELOFQFBP >@0LPP QEB DIL?B 3EB >?FIFQV (LO >II >SF>(FLK
>ROELOFOFBP (L >DOBB RMLK FABKQFCFA>QFLK JBAE>KFPIP LKQLILDFBP KA
0>ULKLJFBP LC QEB 4 2 >0BK> >ILKD TFE K>QFLK>1 KA FKQBOK>QFLK>I
OLLMBO>QFLK >DOBBJIBKQP LCCBOP >K LMMLOQRKFQV QL MLPFQFSBIV FIM>@Q
QEB P>CBQV LC QEB >SF>(FLK @LJ JRKFQV

*J:HI>DCH

GE>( FP (EB AFCCBOBK@B ?BQTBBK OBALKK>FPP>K@B >KA
PROSBFII>K@B FK QEB @LKQBUQ LC ™" 4 2

GE>( >F0PM>@B @>K 4 2 LMBO>(B FK  =FKQ ?BILT &+

%L0 ' 4 2 PROSBFII>K@B >KA 0BOLKK>FPP>K@B ALBP (EB 4 2 PFIB
>KA GLIMLPFFLK J>00B0 GEV LO TEV KLQ

LT TLRIA VLR MLPFFLK JRIQFMIB PBKPLOP QL PROSBFI > DFSBK
>0B>CLO ™ 4 2

GE>( P QEB @LO0B@Q PBKPLO MI>@BIBKQ CLO QUF>KDRISQFKD 4 2

+:;:6G:C8:H
9 Counter-Drone Technologies To Detect And Stop Drones Today.
1BQOFBSBA coLJ TTTOL?FK0>A>00LI
EQQMP  TTTOL?FKO>A>0@LI  @LRKQBO AOLKB QB@EKLILDFBP QL
ABQB@Q >KA PQLM AOLKBP QLA>V
JLP ) Satellite plane-tracking goes global. . 1BQOFBSBA
(OLI TTT??0 LI KBTP EQMP TTT ??@@LJI KBTP P@FBK@B
BKSFOLKJBKQ
Aviation-Design of UAV Systems. 1BQOFBSBA  (OLJ
>SF>QFLK PQ>@HBU@E>KDB @LJ EQQMP  >SF>QFLK PQ>@HBU@E>KDB @LJ
NRBPQFLKP TEV >0BKQ QEBOB >KV PFKDIB QRO?LC>K >FOIFKBO
Big Sky Theory. 1BQOFBSBA (OLJ TTT >MPQO>FKFKD @LJ
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EQQMP  TTT >MPQO>FKFKD @LJ OBPLRO@B QEB ?FD PHV QEBLOV IR@H
>KA ILPP LC @LKQOLI FK CIFDEQ

o SkyTracker® Technology Suite. 1BQOFBSBA (0LJ
TTT@>@F@LI PHVQO>@HBO EQM TTT @>@F @LJ PHVQO>@HBO

S0P, Detection of Small Drones With Millimeter Wave
Radar . 1BQOFBSBA (OLJ TTT CE0CO>RKELCBOAB BK ?RPFKBPPRKFQP
PB@ROFQV EQQMP  TTT CE0CO>RKELCBOAB BK ?RPFKBPPRKFQP
PB@ROFQV #BQB@QFLK LC PJ>Il AOLKBP TFQE JFIFJBQBO T>SB
0>A>0 EQJI

Counter-UAS Systems. 1BQOFBSBA (COLJ TTT PO@FK@ @LJ
EQQMP  TTT PO@FK@ @LJ >?LRQ FKABU EQJI

HFOQFLK>0V , © Definition of Reconnaissance.
2MOFKDCFBIA , BOOF>J 6&B7?PQBO (K@

Drone Detection . 1BQOFBSBA (COLJ TTT @0CP @LJ AOLKB
ABQB@QFLK  EQQMP  TTT @0CP @LJ AOLKB ABQB@QFLK

$DDBOP ) KA MQ-1 Predator/MQ-9 Reaper Unmanned Aircraft
Systems. 1BQOFBSBA (OLJ PIFABMI>VBO@LJ  EQQMP  PIFABMI>VBO @LJ
PIFAB

$SKAVAOILMBAF>  TOFQ>KKF@> Factors Affecting Radar
Performance. ""EF@>DL (+ !0FQ>KKF@> &OLRM
% Airspace 101 — Rules of the Sky. 1BQOFBSBA (0LJ

TTTC(>DLS R>P EQQMP  TTT(>>DLS R>P 0B@OB>QFLK>I<CIFBOP
TEBOB<@>K<F<CIV >FOPM>@B<
%0FBA?BOD 2 CUAS Technology Series: Detection Hardware.
1BQOFBSBA coLJ TTT ABAOLKB @LJ ?ILD
EQQMP  TTT ABAOLKB @LJ ?ILD @R>P QB@EKLILDV PBOFBP
ABQB@QFLK E>0AT>0B
General Atomics demonstrates acoustic drone-detector to US Army.
1BQOFBSBA LI TTT RKI>KKBA>FOPM>@B FKCL
EQMP  TTT RKI>KKBA>FOPM>@B FKCL @LRKQBO R>P PVPQBJIP >KA
MLIF@FBP DBKBO>I >QLJF@P ABJLKPQO>QBP >@LRPQF@ AOLKB ABQB@QLO
RP >0JV
&LV>I 2 airport-surveillance-radar. 1BQOFBSBA (0LJ
TTT6>DO>KGLPE QLI EQQMP  TTT 6>DO>KELPE @LJ DBKBO>I
HKLTIBADB >FOMLOQ PROSBFII>K@B 0>A>0
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“>KA?LLHP % Airspace. 1BQOFBSBA (OLJ TTT C>>DLS
OBDRI>QFLKP<MLIF@FBP E>KA?LLHP<J>KR>IP >SF>QFLK
EQQMP  TTTC(>>DLS OBDRI>QFLKP<MLIF@FBP E>KA?LLHP<J>KR>IP
>SP>QFLK ME>H JBAF>  <ME>H<@E MAC

How Radar Works. 1BQOFBSBA (OLJ TTT TB>QEBODLS
6BQPQOB>J ELT EQOMP TTT TB>QEBODLS (BQPQOB>J ELT

+>J7?BQE 1 2 Air Power Against Terror: America’s Conduct
of Operation Enduring Freedom. 2>KQ> ,LKF@> " 1 -#
""LOMLO>QFLK

+>S>0P — Boeing'’s aircraft refueling drone flies for the first
time. 1BQOFBSBA oL KBT>QI>P @LJ JFIFQ>0V
EQQMP  KBT>QI>P @LJ JFIFQ>0V ?LBFKDP >F0@0>CQ OBCRBIFKD AOLKB
CFOPQ CIFDEQ

»>0PE & 5LIRJIB  (PPRB  —-LSBJ?BOi#B@BI?B0 &LFKD
20B>IQEV TFQE "*LIMLPFQFBP Reinforced Plastics MM />DBP

. 0->?7 )RIV U.S. Lawmakers Express Frustration
With Drone Remote ID Delay, “This Summer” Says Standards

Committee Chair. 1BQOFBSBA LI AOLKBIFCB @LJ
EQOMP  AOLKBIFCB @LJ R P I>TJ>HBOP BUMOBPP
CORPQO>QFLK TFQE AOLKB 0BJLQB FA ABI>V QEFP PRJIJIBO P>VP P

, FOEBI %B?0R>0V CSD-Counter-Drone-Systems-Report.
1BQOFBSBA oL3 AOLKB@®@BKQBO ?>0A BAR
EQOMP  AOLKB@BKQBO ?>0A BAR CFIBP ""24 ""LRKQBO
#0LKB 2VPQBJP 1BML0Q MAC

—F@ELIP 1 * ~R3IJ = " Unmanned Aircraft Systems

(UAS) in the Cyber Domain: Protecting USA's Advanced Air Assets.
» >KE>QQ>K *2 —BT /0>FOFB /0BPP

—F@ELIP 1 BQ >I Unmanned Aircraft Systems in Cyber
Domain: Protecting USAs Advanced Air Assets, 2nd Edition.
» >KE>QQ>K *2 —// /0BPP

Perimeter Protection & Defense. 1BQOFBSBA  COLJ
TTTPNEB>A @LJ AOLKB ABQB@QFLK EQQMP  TTTPNEB>A@LJ
AOLKB ABQB@QFLK A CC ¢(?

2KLT ** %B?0R>0V Making Sense of Drones. 1BQOFBSBA
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(OLJ AOLKB>K>IVPQ@LJI EQOM  AOLKB>K>IVPQ @LJ
J>HFKD PBKPB LC AOLKBP

2ROSBFII>K@B # L Definition of Electronic Surveillance.
#BQOLFQ , ( 1L@H " LIAFKDP (K@
2W>?LIGPF 1 I1BVLKA 30>FKFKD , FKFJRJP 1 —BT ""LK@BMQ

LC QEB 4 5 _MB0>QLO 30>FKFKD /0LD0>J International conference
KNOWLEDGE-BASED  ORGANIZATION 22, ALFALF
H?L

The “No-BS” PDQ ABC's of ADS-B. 1BQOFBSBA COLJ
JROCOBBP?LOL>SF>QFLK @LJ EQQMP  JROCOBBP?LOL>SF>QFLK @LJ
KL ?P MAN >?@P >AP ?

The new world of counter-drone technology. KA 1BQOFBSBA (0LJ
TTT JFIFQ>0V>BOLPM>@B @LJ RKJI>KKBA
EQMP  TTT JFFQ>0V>BOLPM>@B @LJ RKJI>KKBA >0Qr@IB
QEB KBT TLOIA LC @LRKQBOAOLKB QB@EKLILDV

Thermography Fundamentals. 1BQOFBSBA (oLJ
TTTCIRHB@LJ BK RP EQQMP  TTTCIRHB@LJ BK RP IB>0K
?BPQ MO>@QF@BP JB>PROBJBKQ ?>PF@P QEBOJLDO>MEV

U.S. Army Unmanned Aircraft Systems Roadmap 2010-2035.
%L0Q 1R@HBO + 42 42 0JV

GFIPLK ) —-LSBJ?B0 the-new-world-of-counterdrone-
technology. 1BQOFBSBA coLJ TTT 3FHFQ>0V>BOLPM>@B @LJ
EQQMP  TTT JFIFQ>0V>BOLPM>@B @LJ RKJI>KKBA >0QF@IB
QEB KBT TLOIA LC @LRKQBOAOLKB QB@EKLILDV

S 20500FKD )>KR>0V >f0@0>C0 JRP] ?B BNRFMMBA TRE  #2
! _RQ QL CIV FK JLPQ @LKQOLIIBA >FOPM>@B m FOPM>@Bn 2BB
EQQM TTT>PVC(>>DLS P>CBQV<MOLARGQP >FOPM>@B@I>PPEQJ  (LO
>AAFFLK>1 FKCLOJ>QFLK
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Chapter 6: C-UAS Evolving
Methods of Interdiction

CANDICE CARTER

,139:Cl %:66C>C< (77:81>K:H
3EBOB >0B PBSB0>I DL>IP CLO PQRABKQ IB>0KFKD FK QEFP @E>MQBO

3L RKABOPQ>KA QEB KBBA CLO (KQBOAFQQFLK FK ** 4 2

3L PBB QEB KBBA QL FK@OB>PB PBOROFQV 4 2 2RMMIV @E>FK
JI>K>DBIBKQ MLOBKQF>IIV RPFKD 1ILAHAESFK

3L AFD FKQL QEB 1IL@H@E>FK MOL@BPP >KA RKABOPQ>KA FQP
PQOBKDQEP >KA SRIKBO>?FIFQFBP >KA FQP 0BISQFLKPEFM QL >F0@0>CQ
OLI IRKF@>FLKP

3L 0BALDKFWB QEB EROAIBP QE>Q 1IL@HAESFK J>V (>@B IFHB & >KA
MR?IF@ >@@BMQ>K@B

O=N>H"CI:69>81>DC "::9:9 45
AKJI>KKBA >f0@0>00 0B@BFSBP BUQBOK>I @LJIJIRKF@>(FLK QEOLRDE
0>A>0 3EBOB >0B CLRO AFCCBOBKQ QVMBP LC 0>A>0 >@(FSB RPFKD (EB
AOLKBIP Q0>KPJFQQBO LO FIIRIFK>QLO M>PPFSB RPFKD >KLQEBO AOLKBIP
Q>KPJIFQBO ?>PF@ COLJ LKB IL@>QFLK >KA JRIQFPQ>QF@ TEBK (EB
0>A>0 Q0>KPJFQQBO >KA 0B@BFSBO >0B >( AFCCBOBKQ IL@QFLKP **E>KQW
(K >AAFFLK 0>A>0 FP RPBA THE > JB>PROB LC PIDK>IP >KA
M>QQBOKP QL AFOB@Q QEB AOLKB LRQ LC E>0JIP T>V 3EFP OLIJIRKFOS(FLK
MOL@BPP FP ?>PBA LK > KBQTLOH LC QORPQ &—22 &/2 >JJIFKD >KA
PMLLCFKD >0B JBQELAP QE>Q @LIMOLJFPB QEB ?IFKA >SF>QFLK QORPQ LC
(EB BUQBOK>I @L.JJRKF@>QFLKP QEB RKJI>KKBA >F0@0>C( 0B@BFSBP - QEBO
JBQELAP LC BIB@QOLKF@ @LJIMOLIFPB E>SB @0B>(BA > @E>IIBKDB TEBK
>AAOBPPFKD ** 4 2
. BOELAP LC FKQBOAFGQFLK PELRIA ?B LKB PQBM >EB>A LC (EB
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RKJI>KKBA >F0@0>CQ FKARPQOV QL ?B@LJIB >K BCCB@QFSB LCCBKPFSB
PB@ROFQV JB>PROB

O=61>H6 AD8@8=6>C

. LPQ MBLMIB >PPL@F>QB ?IL@HBE>FK TFQE @0VMQLOROOBKEV KLQ >Ii
2IL@HEE>FKP >0B @0B>QBA TFQE QEB P>JB MOLAR@Q FK JFKA  QQEB JLP)
2>PF@ IBSBI BSBOV ?IL@HEESFK FP > AFDFQ>I IBADBO LC QO>KP>@QFLKP QE>(
0>HB MI>@B LK > MBBO QL MBBO KBQTLOH TFE QEB >?FIFQV QL @LKQOLI
SFPFPFIFQV j TEL E>P MBOJFPPFLK QL PBB TEF@E A>Q> ,>0U 2B>IV

3ELJIMPLK $>0E PQBM QEB Q0>KP>@QFLK J>HBP QEOLRDE (QEB
PRMMIV @E>FK FQ FP >PPFDKBA >K BK@OVMQBA ?IL@H $>@E ?IL@H BLK(>EKP
FKCLOJI>QFLK >?LRQ > @BOQ>FK KRJI?B0 LC Q0>KP>@(FLKP > OBCBOBK@B QL
EB MOB@BAFKD ?IL@H FK QEB ?IL@HAE>FK >KA >K >KPTBO QL > GLIMIBU
J>0EBI>(F@>! @E>IIBKDB HKLTK >P QEB nMOLLC LC TLOHn 3EB @LK@BMQ
LC MOLLC LC TLOH FP RPBA QL S>IFA>(B QEB A>(Q> >PPL@F>QBA TRE QE>(
M>0QFGRI>0 2IL@H >P TBIl >P QL J>HB QEB @OB>QFLK LC ?IL@HP
OLIMRQ>QFLK>1IV mE>0AN QEBOB?V MOBSBKQFKD >Q0>@HBOP COL.J >IQBOFKD
QEB ?IL@H@E>FK FK QEBFO C>SLO %BOOBO

3EB ?IL@HEE>FK KBQTLOH E>P CLRO J>FK @LJIMLKBKQP SAW
>PV.J IBQOF@ @OVMQLDOSMEV >KA KLAB >MMIF@>QFLKP Q0>KP>@QFLKP >KA
2IL@HP QEB AFPQOF?RQBA IBADBO >KA QEB @LKPBKPRP JBEE>KFPJ

VIL@HOE>FK FP @>K ?B @LKPFABOBA QORPQIBPP PFK@B QEB Q0>KP>@QFLK
M>0QF@FM>QBP AL KLQ OBNRFOB QORPQ (KSBOPBIV QL AFDFQ>I @BOQFCF@>QBP
TEFGE > @IFBKQ QORPQP QEB @BOQFCF@>QB MOBPBKQBA 2V > @BOQFCF@>(B
>RQELOFQV LK ?BE>IC LC > TB?PHB QL @LKAR@Q PBAROB Q0>KP>@(FLKP

><JG: AD8@8=6>C >C ,JEEAN =6>C &6C6<:B:ClI
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3EB >ASSK(>DB LC AB@BKQOSIFWSQFLK >KA QEB AFPQOF?ROFLK LG
FKCLOJI>QFLK FK QEB ?IL@HEE>FK FP >IPL > SRIKBO>?FIFQV #BMBKAFKD LK
0EB FIMIBIBKQBA (0>JBTLOH LC ?ILGHEE>FK QEB P@>I>?FIFQV >KA
@LKPBKPRP ?B@LJIBP JLOB @E>IIBKDFKD QL DR>0>K(BB MBOCLOJ>K@B LC
QEB ?IL@H@E>FK MOL@BPP IBILT FP > IFPQ LC M>0>JBQBOP QE>Q ABQBOIFKB
PVK@EOLKRW>QFLK JB@E>KFPJ ?BQTBBK KLABP FK > AFPQOF?R(BA PVPQBJ
OLKPBKPRP JB@E>KFPJ  1LDA>KLS BQ >I

0 :8:CIG6L0:9 <DK:GC6C8: > PFKDIB @BKQO>I >RQELOFQV @>KKLQ
BKPROB QEB @LIMIB(FLK LC > Q0>KP>@QFLK

0 *JDGJB HIGJ81JG: —LABP BUGE>KDB JBPP>DBP FK
MOBABPQFK>QFLK M>QEP QE>Q J>V FK@IRAB POBMP LO IBSBIP

0 JI=:CI>861>DC QEFP MOL@BPP MOLSFABP QEB JB>KP QL SBOFCV QEB
FABKQRQV LC M>OQF@FM>KQP
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0 (KQBDOFQV FQ MOLSFABP SBOFCF@>QFLK LC QEB FKQBDOFQV LC >
Q0>KP>@QFLK CLO BU>JIMIB J>QEBI>QF@>IIV 2V IB>KP LC
@0VMQLDO>MEV

0 "DC G:EJ9>61>DC MOLSFABP > JIB>KP QL SBOFCV QE>( QEB FKQBKABA
PBKABO >@QR>IIV PBKQ QEB JBPP>DB

0 )GK68N QEFP EBIMP BKPROB QE>Q LKIV QEB FKQBKABA OB@FMFBK(Q @>K
0B>A (EB JBPP>DB

0 6JAI IDA:G6C8: 3EB KBQTLOH TLOHP BCCFGFBKQIV >KA NRFGHIV
BSBK FC PLJB KLABP L0 PBOSBOP AL KLQ TLOH LO >0B PILT

0 ):G;DGB6CS8: BLKPFABOP ?>KATFAQE PROSFS>?FIFQV P@>I>?FIFQV
>KA 1>QBK@V

3EB ?IL@H@E>FK FP KLQ CRII MOLLC COLJ >Q0>@HP $PQ>?IFPEBA @E>FKP
LC OBIF>?IB RPBOP @>K ?B RPBA QL @>00V LRQ > QEFOA M>0QV >QQ>@H
1LDA>KLS BQ >I IPL QEBOB FP QEB MLPPF?FIFQV LC FK@IRAFKD
QEFOA M>0QFBP >P >K >AAFFLK>I KLAB LC QEB IL@HOE>FK PVPOBJ THE
0EB M>0QF@FM>QFLK LC >K RKP@ORMRILRP M>0QKBO LC > PQOB>J IFKBA @E>FK
1LDA>KLS BQ >I

AD8@8=6>C >68G6;1 DBBJC>861>DC

KKLRK@BA FK >P LC )>KR>0V OEB%  TFII KLT BKCLO@B
0EB J>KA>QLOV FKPQ>II>(FLK LC 5BOPFLK ~ #2 1 _RQ PVPQBJ QL CIV FK
JLPQ @LKQOLIIBA 4 2 >FOPM>@B 3EB #2 ! PVPQB.J RPBP &/2 P>(BIIFQBP
SBOPBP (QEB QO>AFQFLK>I DOLRKA ?>PBA 0>A>0 3EB >AS>K(>DB L( &/2
?>5PBA PVPQBJ %  THI ?B >?I1B (L PBB FKCLOJ>QFLK PROE >P
OBDFPQO>QFLK  KRJ?BO MOB@FPB IL@>QFLK >F0@0>0) AFJIBKPFLKP BQ@
“LTBSBO QEB ORIBP TBOB MR?IFPEBA >V >KA (EB #.#
PR?JFQOBA GLIJIBKP QL QEB %  LC #2 ¥ @LIMOLIFPFKD QEB P>CBQV
LC PMB@F>I CIFDEQP >KA JFPPFLKP 3EFP I>D FK QFJB P PRDKKCF@>KQ FK
RKABOPQ>KAFKD (EB QEOB>Q QE>) BJBODBA LSBO QEB M>PQ QBK VB>OP
?BCLOB FIMIBIBKQ>(FLK QEB  #2 1 LRQ PVPQBJ @>K ?B @LKPFABOBA
>I0B>AV LRQ LC A>(B

- K )>KR>0V 1LK>IA ) 1BFPI>K — 2 JBP 1BPB>0@E
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""BKQBO MR?IFPEBA OBPB>0QE BKOQRQIBAn FO 30>(CF@ ., >K>DBJIBK(
VIL@HOE>FK (KCO>PQOR@QROB CLO 2BAROFQV  RQEBKQF@>QFLK >KA Z0FS>@V
m ,0 1BPI>K LRQIFKBP QEB SRIKBO>?FIFQFBP LC #2 ! CLO @FSFI >KA
JFIFQ>0V >SF>QFLK >KA MOLSFABP (EB PLIRQFLK LC ?IL@H@E>FK n3EB
ABPIDK FKKLS>QFLK FP QEB RPB LC >K LMBK PLRO@B MBOJFPPFLKBA
2ILOHOE>FK C0>JBTLOH QL BK>?IB >F00050Q MOFS>@V >KA >KLKV.JIFQV
TEFIB MOLSFAFKD > PBE@ROB >KA BCCF@FBK( JBQELA CLO @LJJIRKF@>QFLK
TRE >F0 Q0>(CF@ PBOSF@BP LMBO>QFLKP PRMMLOQ LO LQEBO >RQELOFWBA
BKOFQFBPN —LQBP .0 1BFPJ>K &IL?>l TRPFKBPP - RQILLH .0
1BPI>KIP P@>I>?IB 0>JIBTLOH TFII FK@IRAB @BOQFCF@>QB >RQELOFQV
PJ>00 @LKQ0>@Q PRMMLOQ >KA EFDEBO ?>KATFAQE @LJIJIRKFOSQFLK
@E>KKBIP CLO MOFS>QB FKCLOJI>QFLK QE>Q J>V ?B RPBA (LO PB@ROB
OLIIRKF@>QFLK ?BQTBBK >KV PMB@FCF@ >F0B0>0Q >KA >KV M>0QF@RI>0
>RQELOFWBA JBJ?B0 &IL?>l YRPFKBPP _ RQILLH 3EB ?ILAHOE>FK
TLRIA BPPBKQF>I MOLSFAB > JBQELA QL BK@OVMQFKD QEB  #2 1
Q0>KPIFPPFLKP  SF>(FLK 1IL@H@E>FK (KCO>PQOR@QROB  1( ABPFDK QE>Q
BK>?IBP >f0@0>CQ QL @L.J JIRKF@>QB BCCBAQFSBIV PBEROBIV >KA MOFS>QBIV
TRE >F0 Q0>CCF@ J>K>DBIBKQ >KA LQEBO MOLMBOIV >RQELOFWBA BKQFQFBP
1BIPI>K (K QEB @PB LC RKJI>KKBA >f0@0>CQP ?IL@HEE>FK
20FKDP PB@ROFQV QL 1>AFL %O0BNRBK@V ?V HBBMFKD > EFDE PMBBA
>PPROBA IBADBO LC >FOPM>@B >@QFSFQV >KA FKCLOJI>(QFLK OBD>0AFKD (EB
AOLKB >KA FQP LMBO>QLO >KA AFPQOF?ROFKD FQ QL >I1 >MMOLMOF>QB M>0QFBP
ESKOW

><JG: “DPPDC6A :H><CD; AD8@8=6>C &>1><61:9 =6CC:AH
D; DBBJC>861>DC
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2LR0@B 1BFPI>K

%FDROB PELTP QEB —L(FLK> ABPIDK LC ?IL@HE@E>FK JFQFD>QBA
@E>KKBIP LC @LIJRKF@SFLK ""E>FK @LAB >H> k2J3>00 **LKQ0>@QP!
OLRQBP QEB FKCLOJ>QFLK >MMOLMORQBIV ?BQTBBK >f0@0>(Q >KA QEB
DOLRKA ?>PBA 3, >KA LQEBO PRMMLOQ PBOSF@BP 1BFPJ>K

1( MOLMLPBA ?V .0 1BFPJ>K FP ?>PBA LK =VMBOIBADBO %>?0F@ >
+FKRU ?>PBA LMBKPLRO@B QLLIP >KA ?ILAHEE>FKP TFE @LKQOF?RFLKP
COLJ (KOBI (¥, >KA2 / =VMBOIBADBO %>?0F@ >IILTP CLO QEB @OB>QFLK
LC > MOFS>QB >KA MBOJFPPFLKBA ?IL@H@E>FK 3EOLRDE PBOSF@BP @>11BA
IMOFS>QB @E>KKBIPn >P > JIB>KP (L @LJJIRKF@>QB MOFS>QB FKCLOJ>QFLK
>0 > @LIM>0>QFSBIV EFDE ?>KATFAQE 3EBPB MOFS>(B GE>KKBIP J>V 2B
RPBA QL M>PP > MOFS>QB HBV L0 QF.JB HBV A>Q> PQORGQROB PRFQ>?IB (LO
BK@OVMQFKD  #2 1 _RQ Q0>KPIFPPFLKP ?BQTBBK >KV PMB@FCF@ >FOR0>C)
>KA >KV M>0QF@RI>0 >RQELOFWBA JBJ?B0 FK >@@LOA>K@B THE (EB
0BOJP LC QEB PJ>00 @LKQO>@QP >PPL@F>QBA TRQE QEB M>0QF@RI>0 MOFS>(B
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@E>KKBI >KA PR?KBQ 3EB RPB LC @FMEBOQBUQ BK>?IBP #2 1 RPBOP
0L JI>FKQ>FK MOFS>@V >KA >KLKVJIFQV C0LJ DBKBO>I MR?IF@ TEFIB >IPL
MOLSFAFKD > PB@ROB >KA BCCF@FBKQ JBQELA CLO @LJIJIRKF@>QFLK TRQE
SRQELOFWBA BK(FFBP PR@E >P  FO 30>(CF@ 2BOSFABP LO  FOIFKB
- MBO>QFLKP 2BOSF@BP 1BFPI>K

VIL@HOESFK QL BK@OVMQ #2 1 Q0>KPJIFPPFLKP FP FK QEB QBPQFKD
ME>PBP GEFIB QEFP FP > PLIRQFLK CLO OFDEQ KLT TB KBBA QL ILLH >EB>A
0L RKABOPQ>KA ELT ?IL@HAE>FK >P #2 1 @LRIA ?BALJB MOBPBKQ KBT
OFPHP SBOPBP > PLIRQFLK FK M>0QF@RI>0 SBOQF@>IP LC >SF>(QFLK

AD8@8=6>C /JAC:G67>M>I>-H

%FOPQ AL@RJIBKQ ?ILOH@E>FK PR@@BPPCRI E>@H LO@ROOBA FK
PFIMIB @>PB LC @LJIMOLJIFPBA @0BABKQF>IP 5F@QLOFLRP E>@HP LC
?IL@HEE>FKP E>SB @LKQFKRBA >ILKD TFQE QEB PLMEFPQF@>QFLK LC >QQ>@HP
, >KIMRI>QFLK  LC PFDK>QROBP  LSBOTORFKD  QO>KP>@QFLKP  BQ@
/0LJFKBKQIV QEB >Q0>@HP LK ?IL@HEE>FKP @LJIB ?>@H QL LKB LC QEB
?>PF@ PB@ROFQV FPPRBP QE>Q KL SBOQF@>l E>P PLISBA @LJIMOLJFPB LC
QEB @LIM>KV BIMILVBBP >KA PVPQBJP (Q FP >J>WFKD QL PBB PL@F>I
BKDFKBBOFKD QB@EKFNRBP QE>() @>K A>(QB ?>@H QL QEB A>VP LC %0>KH
?>DK>IB )0 >0B PQFIl 6RPQ >P BCCB@QFSB >P QEBV TBOB FK P PFIMIB
>@Q LC MFDDV?>@HFKD QEOLRDE > PB@ROB ALLO MF@HFKD RM FQBJP QE>Q
TBOB IBCQ LK QEB MOFKQBO >KA MELQLDO>MEF@ AF>DO>JP THE (/
>AAOBPPBP @>K IB>A QL > PVPQBJIP @LJIMOLJFPB IBILT >0B >AAFQFLK>I
?IL@HEE>FK >Q0>@HP QE>Q GLRIA IB>A QL ?0B>HFKD QEB ?IL@HA@E>FK

Blockchain Attack Scenarios KT>0

0 W>@H

3EB J>(LOFQV LC 'IL@H@E>FKP RPB QEB MOLSB LC TLOH QL
OLIJIRKF@>QB QEB SBOFCFBA Q0>KP>@QFLKP FK QEB ?IL@H 3EB
JFKFKD CLO QEB MOLSB LC TLOH BKQ>FIP QEB KLABP PMBKA 1>0DB
>JLRKQP LC @LJIMRYFKD MLTBO QL MOLSB QEBJPBISBP
QORPQTLOQEV BKLRDE QL >AA FKCLOJ>QFLK >?LRQ KBT
00>KP>@QFLKP QL QEB A>Q>?>PB . 0@RQQ %B?0R>0V
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0 TIL@HEE>FK /0LQL@LI "*LAB IRDP

1>A >@QLOP BUMILFQ QELPB ILLMELIBP

0 1LRQFKD QQ>@HP

1>A  @LOP @>K FKQBO@BMQ @LJJIRKF@>QFLK @E>KKBIP TRE >
OLIMOLIFPB LC (2/

0 2J>0Q ""LKQ0>@Q 'RDP "*LJIMOLJFPB

(€ > PI>0Q @LKQO>@Q FP @E>KDBA FQ QEB ?ILOHEE>FK FP DO>SBIV
FIM>@QBA 2FK@B Q0>KP>@QFLKP @>KKLQ 7B RKALKB > mCLOHn FK
(EB ?IL@HEE>FK > KBT 20>K@E LC QEB ?IL@HAE>FK TFIl KBBA QL
L@@RO QL ?0FKD QEB MOL@BPP ?>@H RM

0 2V?H QQ>@H

3EB >Q0>@HBO FP ORKKFKD JRIQFMIB C>HB KLABP LK > ?IL@HAE>FK
KBQTLOH QE>Q @>K ?IL@H 0B@BFSFKD >KA Q0>KPIFPPFLK LC ?IL@HP

0 #FfOB@Q #BKF>I LC 2BOSF@B ##L.2

%ILLAFKD QEB KBQTLOH TFQE OBNRBPQP QL PQLM >II CRK@QFLKP
3EBOB >0B @OFQFGP QE>Q @I>FJ QEB AB@BKQO>IFW>QFLK LC QEB
?IL@HE@E>FK OBAR@BP (EB OFPH LC ##L2 <LTBSBO PBSBO>I
PR@@BPPCRI >QQ>@HP ## 2 LK ?IL@HOE>FKP E>SB (>HBK MI>@B

AD8@8=6>C .CB6CC:9 >68G6;IH

VILG@HAE>FK 20FKDP KBT CRK@QFLK>IFOV QL QEB RKJI>SKKBA >FO@0>C)
FKARPQOV 3EB 4 2 SBOQF@>I E>P PQORDDIBA TFQE >F0 Q0>CCF@ @LKQOLI
FABKQFQV J>K>DBJIBKQ FKPRO>K@B >KA PBAROFQV (K J>00E (r.
M>QBKQ CFIFKD LRQIFKBP RPFKD AFPQOFPRQBA IBADBO (QB@EKLILDV
2ILEHEE>FK @>K MOLSFAB BCCB@QFSB QB@EKFNRBP CLO J>K>DFKD A>Q>
0BI>QBA QL @LJJBO@F>I >KA 0BEOB>QFLK>I AOLKBP M>0QF@RI>O0IV TEBK >
PBOROFQV OFPH IBSBI FP @LKPFABOBA (L 2B OBI>(FSBIV EFDE "*>K(
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1, T>P KLQ >ILKB (KQBI ~ @@BKQROB >KA KRJBOLRP FKAFSFAR>IP
>MMIFBA CLO RKJI>KKBA >F0@0>CQ QB@EKLILDV M>QBKQP &>13>0Q LRQ
>MMIFBA >11 LOD>KFW>QFLKP TFQE QEBFO RKIJI>KKBA >F0@0>CQ QB@EKLILDV
M>QBKQP  %O0LJ  MFWW> @LLHFKD ABIFSBOV QL @LJIMOLJFPB LC
OLI IRKF@>QFLK TEFIB ABIFSBOV FP FK MOLDOBPP

-, -CB6CC:9 >G8G6;1 )61:CIHH

3EB M>QBKQP CFIBA LSBO QEB M>PQ PBSBK VB>0P 0BCBOBK@KD RKJ>KKBA
>F0@0>CQP >KA ?IL@H@E>FK DFSB >K FKAF@>QFLK LC QEB AFOB@QFLK LC QEB
QB@EKLILDV *"EFK> DIL?>1IV IB>AP QEB T>V TFE LC QEB ?IL@HRE>FK

M>QBKQP >MMIF>QFLKP ( 3EB 4KFBA 20>(BP FP >0 > JBOB
DIL?>IIV TFE ?ILAHEE>FK M>QBKQP SMMIF@>QFLKP ( = LTBSBO
*L0B> DO>K(QP LC QEB ?IL@H@E>FK M>QBKQP CFIBA ( 3EBPB

KRJ?BOP >0B @LK@BOKFKD CLO QEB 4KFQBA 20>0BP ?IL@HAE>FK PB@ROFQV
>KA MOL@BPP TFII ?B QEB CRQROB LC >II SBOQF@>IP KLQ GRPQ FK QEB AOLKB
FKARPQOV "FDEIFDEQBA ?BILT >0B > (BT LC QEB KBTPTLOQEV 4KFQBA
20>0BP M>QBKQP

1, M>(0BKQ >MMIF@>QFLK CLO Unmanned Aerial Vehicle Date
Management EFDEIFDEQP (QEB RPB LC ?IL@H@E>FK PB@ROFKD QEB
RKJ>KKBA >BOF>l A>Q> m3EB @E>FK @>K ?B @LKPFABOBA > @EOLKF@IB
LC > 4 5P M>QE QEOLRDE (FJIB GEBK > Q0>KP>@QFLK FP @LKAR@Q(BA
QEB @LOOBPMLKAFKD 4 5 M>0>JB(QBOP >0B PBKQ QL LKB L0 JLOB LC QEB
@LIMRQFKD KLABP FK QEB PVPQBJ (CLO S>IFA>QFLK 3EB LKB LO JLOB
@LIMRQFKD KLABP BPQ>?IFPE > S>IFAFQV LC QEB Q0>KP>@QFLK >KA DBKB0>QB
> KBT ?ILGH -K@B QEB KBT ?IL@H E>P ?BBK @>I@RI>QBA FQ @>K ?B
>MMBKABA QL QEB PQ>HBELIABOIP 4 5 ?IL@QHOE>FK  JLKD J>KV LQEBO
>AS>K(Q>DBP QEB RPB LC > ?IL@H@E>FK FKCO>PQOR@QROB EBIMP FK
FABKQFCVFKD JFP?BE>SFKD 4 5P ?V JRIQFMIB M>0QFBP >KA PR@E >@QFSFQFBP
>0B OB@LOABA FK >K FIJRQ>?IB IBADBOn 4KFQBA 2Q>QBP LC JBOF@>
/>(0BKQ —L 42

-KB LC 6>I3>00P M>(BKQP LRQIFKBP PB@ROFQV CLO BIB@QOLKF@
OLIIRKF@>QFLKP FK  @LKKB@QFLK TFE > M>@H>DB ABIFSBOV
n RQEBKQF@>QFLK @>K ?B MBOCLOJBA >Q QEB ABIFSBOV @LJJRKF@>QFLK
>KA @LKQOLI PVPQBJ >KA LO LQEBO PB@ROFQV PVPQBJIP ?V SFPR>I
OB@LDKFQFLK PR@E >P (>@F>I OB@LDKFQFLK ?FLJBQOF@ CFKDBOMOFKQ

E>MQBO  *" 4 2 $SLISFKD , BQELAP LC (KQBOAF@QFLK Y



>K>IVPFP >KA PL LK >RAFL OB@LDKFFLK PR@E >P SLF@B PFDK>QROBP
2FLIBQOF@ OBALDKFOFLK SF> > CFKDBOMOFKQ LO OBQFK>I P@>KKFKD ABSF@B
KLQ PELTK >Q QEB RKJ>KKBA SBEF@IB ?IL@H@E>FK OBOLDKFQFLK CLO
P@>KKFKD > ?IL@H@E>FK PFDK>QROB LO HBV CLO >RQEBKQF@>QFLK >KA PL
LKn 4KFQBA 20>0BP LC JBOF@> />QBKQ —L 42

(K 6513500 CFIBA > M>QBKQ >MMIF@>QFLK CLO **ILKFKD #0LKBP 4PFKD
VIL@HEESFK 3EFP 6>1J>00 M>QBKQ >MMIF@>QFLK CL@RPBP LK A>Q>
FKOBDOFQV m  ?IL@HEE>FK IBADBO J>V PQLOB >KV HFKA LC FKCLOJISQFLK
0E>Q J>V ?B PQLOBA FK >KV LQEBO CL0J>Q LO JBAFRJ CLO BU>JIMIB >
1>0DB IFPQ LC FKPQOR@QFLKP LC AFCCBOBK(Q QVMBP K>SFD>QFLK>I FKCLOJ>QFLK
>KA J>MP (K PRGE > T>V > P>JB PLCQT>0B MOLCFIB J>V 2B ABMILVBA
>@0LPP QEB @ILKBA AOLKBn %LUIBV

DJCI:6>C< 6 AD8@8=6>C .CB6CC:9 >G8G6;1 1168@

/R?IFPEBA 0BPB>0@E LC @LRKQBOFKD > ?IL@HAE>FK RKI>KKBA >F0@0>()
>Q0>@H FP > PM>0PB =L TBSBO > @LRK(BO (BAEKFNRB @>K ?B ABSBILMBA
2V SMMIVFKD HKLTK CI>TP LC ?IL@HOE>FK QB@EKLILDV ~ PR@@BPPCRI
>00>@H FKSLISBP JRIQIMIV SB@QLOP 4PFKD QEB CLIILTFKD SB@QLOP >K
>(CBAQFSB ALRK(BO>QQ>@H @>K 2B CLOJIRIS(BA

0 (C ?ILOHE@E>FK FP RPBA CLO PVK@EOLKFWBA RKJI>KKBA >F0@0>(Q
>Q0>@H 2V > ?>A >@QL0 F) @>K ?B ABQBOJFKBA QEB AB@BKQO>IFWBA
>IDLOFQE.J OBNRFOBP TFII OBNRFOB PFDKFCF@>KQIV ILTBO
OLI IRKF@>QFLKP ?>KATFAQE 3EBOBCLOB PE>OFKD FKQBI LK
L?PQ>@IB COBB OBDFLKP FK QEBFO F.J JIBAF>QB SFAFKFQV %BO0OBO

0 P OBCBOBK@BA FK QEB ?BDFKKFKD LC QEB @E>MQBO 22+ @BOQFCF@>QBP
>0B RPBA BK@OVMQ QEB ?IL@HEE>FK GEBK > CI>T FK QEB
BK@OVMQFLK >IDLOFQEJ >0FPBP L0 >P @LJIMRQFKD MLTBO @LKOFKRBP
0L ?B@LJIB PQOLKDBO QEB BK@OVMQBA A>Q> J>V (EBK ?B
AB@OVMQBA QL OBSB>I MOFS>QB ABQ>FIP %FQWM>Q0F@H (K
FKARPQOV AOLKB J>KRC>@QROB #)( E>A >K FK@FABKQ LC 22+
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@BOQFCFA>QB IB>H +B>AFKD @ILRA PBE@ROFQV PVPQBJIP CLO BU>JIMIB
(JIMBOS>IP (K@>MPRI> @LJIMOLIFPBA RKAFP@ILPBA >JLRK( LC
@RPQLIBO 22+ @BOQFCF@>QBP (JMBOS> E>P PBSBK LRQLC  DIL?>I
0BIBALJ MOLSFABOP E>IC LC QEB QLM QBK 4KFQBA 20>(BP
OLIIBO@F>I ?>KHP >ILKD TFQE LQEBO MOLJFKBKQ FKARPQOFBP
(IMBOS>

0 3EB4 5 PBKPLO PVPQBJ @LKPFPQP LC QEB PBKPLOV BNRFIMJBKQ LC
0EB 4 5 QLDBQEBO TFQE FKQBDO>QBA MOB MOL@BPPFKD
CRK@QFLK>IFQFBP %L0 @LIJLK JFIFQ>0V 4 5P QEBPB PBKPLOP >0B
LCQBK @>JB0>P TFQE AFCCBOBKQ @>M>?FIFQFBP 4 5P J>V 7B
BNRFMMBA TFQE CROQEBO PBKPLOP PR@GE >P (-2 &/2 >KA 0>A>0

=>00J>KK  20BRM 2BKPLOP TFQE BUQBOK>I OBCBOBK@BP >0B
JLOB PRP@BMQF?IB QL 6> JFKD >KA PMLLCFKD QE>K PBKPLOP THE
FKQBOK>I OBCBOBK@BP $UQBOK>I 0BCBOBK@BP DBKBO>IIV FIMLPB > OFPH
0L QEB FKQBDORQV LC QEB PVPQBJ  =>00J>KK  20BRM

3>HFKD QEBPB SRIKBO>?FIFQFBP FKQL @LKPFABO>QFLK QEB CLIILTFKD PQBMP
@>K ?B RPBA QL @LRKQBO > ?IL@HE@E>FK RKJ>KKBA >F0@0>CQ >Q0>@H 3EB
JBQELAP ?BILT >0B ELJBDOLTK E>@HFKD JBQELAP >KA MRO@E>PBA
@LJI JIBO@F>I PLIRQFLKP

0 2HVE>@H #0LKB ">@H ABSBILMBA ?V E>@HBO >KA 0BPB>0@EBO 2>V
*>JH>0 #0LKB QE>( CIFBP >0LRKA PBBHFKD 2BBHP TFOBIBPP PFDK>I
LC >KV LQEBO AOLKB FK >0B> %LO@BCRIIV AFPALKKB@QP TFOBIBPP
OLKKBAOFLK LC QORB LTKBO LC Q>0DBQ AOLKB  RQEBKQF@>QBP TFQE
0>0DBQ AOLKB MOBQBKAFKD QL ?B FQP LTKBO I, >IIBV
0 22+ FKQBO@BMQFLK MOLUV RPFKD YROM 2RFQB RPFKD QEB PQBMP ?BILT
5>KRKR 1>0A>  9>FHIK
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- MBK LRO YROM 2RFQ "*BOQFCF@>QB >KA @>PQFQQL 7  ""BOQFCF@>QB
+L>A > *BV2(LOB >KA MRQ QEB @BOQFCF@>QB FKPFAB

"*0B>QB 30RPQ , >K>DB0%>@QLOV >KA FKFQF>IFWB FQ TFQE QEB *BV2QL0B
TB 6RPQ @0B>QBA QE>Q @LKQ>FKP LRO YROM 2RFQ @BOQFCF@>QB

- SBOIL>A QEB 22+"*LKQBUQ >KA ELLH QEB 30RPQ , >K>DB0 TFE LRO
30RPQ , >K>DB0

0 2BKPLO)>JJFKD AFPORMOFLK QL FKQBO#AOLKB @LJ JIRKF@>QFLKP 2V
J>KFMRISQFKD 4 2 LK?L>0A PBKPLOP @>K ?B >0@EFSBA ?V 2BKPLO
Y>JJIFKD )>I IFKD PBKPLOP @>K FIM>@Q &/2 PFDK>IP 2V DFSFKD
C>IPB &/2 FKCLOI>(FLK @>JB0> DFJ?>I APIL@>QFLK EB>AFKD
PBKPLO ABJ>DKBORW>QFLK BQ@ m™ FDE FKQBKPFQV IFDEQ AFOB@QBA >(
>K LMQF@>1 PBKPLO @>K ?IFKA F) &/2 0B@BFSBOP @>K ?B @V?B0
PMLLCBA TEFQE @LKPFPQP LC Q0>KPIFQQFKD > PQOLKDBO ?R(Q C>IPB
&/2 PFDK>I QL > 0B@BFSBO OBPRIQFKD FK FK>@@R0>(B K>SFD>(QFLK
(KCIRBK@FKD QEB IL@>I J>DKBQF@ CFBIA @>K E>SB >ASBOPB BLCB@QP
LK ?LOE LK?L>0A E>0A AOFSBP >KA PBKPLOP QE>Q 0BNRFOB
J>DKBQF@ LOFBKQ>QFLK QL LMBO>QB @LOOB@QIVn ¥LRQOLP

= RIMEOBVP

APFKD MOLSBK QB@EKFNRBP LC PIDK>| (>JJFKD 22+ FKQBO@BMQFLK
MOLUV >KA PBKPLO 6>JJFKD MLQBK(QF>IIV @LRKQBO > ?IL@HEE>FK
RKJ>KKBA >f0@0>00 >00>@H $SLISFKD QBE@EKLILDV TFII @LKQFKRB QL
@E>KDB QEB @E>0>@QBOFPQFEP LC ?ILAHAESFK ?RQ QEB ?>PF@ @LK@BMQ DFSBP
QEB I>VLRQ LC QEB MOL@BPP

“:MI DJCI:G . , BJGOA: U DBBJC>861>DC  AD8@8=6>C
-CB6CC:9 >G8G6;IH

SE>Q THI QEB @LI?FK>QFLK LC & ""LIIJRKF@>QFLK >KA TIL@H@E>FK

?0FKD QL 4 2 "LRKQBO 4 2 & FP QEB CFCQE DBKBO>QFLK JL7?FIB
KBQTLOH OR>I@LIJ & FP > RKFCFBA MI>QCLOJ QE>Q TFII
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PRMMLOQ > I>0DB0 0>KDB LC ?>KAP & "W QL JFIIFJBQBO T>SB >KA
JLOB Q0>CCF@ TFQE I1>0BK@V LC JP >ILKD THE LQEBO FIMOLSBIBKQP

3EB @LJI?FK>QFLK LC & >KA ?IL@H@E>FK TFII BK>?IB Q0>CCF@
J>K>DBJIBKQ QL DBLCBK@B RKJI>KKBA >F0@0>CQP mpBKSFPFLK QEB RPB
LC QEB BJBODFKD & KBQTLOHFKD QB@EKLILDY CLO QE>Q & KBQTLOHFKD
QB@EKLILDV FP QEB KBUQ DBKBO>QFLK LC @BIIRI>0 KBQTLOHP (Q FP ABPFDKBA
QL MOLSFAB JR@E EFDEBO PMBBAjI>0DBO ?>KATFAQE >KA PJ>IIBO
I>QBK@V j EFDEBO OBIF>?FIFQV >KA QEB >?FIFQV QL PBOSB > I>0DB0 KRJ?BO
LC RPBOP FK @LIM>OFPLK QL & 3L AL QE>Q QEB O>AFL PMB@QORJ FP
M>0QFQFLKBA FKQL ?>KAP TFQE AFCCBOBKQ COBNRBK@FBPJCOLJ ILT QL
BUQOBJBIV EFDEn 3>PBSPHF TIL@H@E>FK TFII ?B RPBA QL 0B>@E
QEB @LKPBKPRP FK QEB BKSFOLKJBKQ & FKQBDO>QBA >Q >II IBSBIP LC 4 2
MEVPF@>l KBQTLOH >KA 6LFKQ @LIIJIRKF@>QFLK >KA ?IL@H@E>FK TFII
20FKD DOB>(QBO @LKQOLI QL >F0 QU>CCF@ JI>K>DBJIBK( **EFK> ?>PBA PQRAFBP
E>SB 0BPB>0@EBA QEB @0B>QFLK LC 4 2 ?>PBA >K(BKK> >00>V PVPQBJ
TFE EFDE A>Q> 0>QB >KA ILT PBOSF@B QFJB @>K ?B @0B>QBA RPFKD &
3EB 4 2 ?>PBA >K(QBKK> A>Q> TFIl ?B MOLQB@QBA ?V ?IL@HEE>FK 1K
+F  9E>KD (K QEB MR?IF@>QFLK LC Unmanned Aircrafts in the
Cyber Domain ?V QEB >RQELOP LC QEFP MR?IF@>QFLK DFSBP QEB RPB @>PB
LC > @V?B0 TB>MLK ABMILVBA COLJ > PJ>ll 4 2 3EB 0BPB>0@E MLFKQP
QL QEB RPB LC QEFP 4 2 @V?B0 TB>MLK QL @>RPB QEB @LIIRPFLKP
LC4 2 —>SV 6>0PEFMP TFE @LJ JIBO@F>1 SBPPBIP & EBK OBSFBTFKD QEB
0BPB>0@E LC QE>Q FK@FABKQ @LJ?FKBA TFQE QEB @0B>QFLK LC 4 2 ?>PBA
>KQBKK> THE & >KA ?IL@HE@E>FK QEB QEOB>Q IBSBI LC >AS>K@BA >QQ>@H
LC SBPPBIP FK@0B>PBP )RPQ QEFP FK@FABKQ >ILKB GRPQFCFBP QEB KBBA CLO
LCCBKPFSB PB@ROFQV QL ?B > MOFLOFQV CLO 4 2 @LI JIBO@F>I JFIFQ>0V >KA
EL??VFPQ

><JG: < DBBJC>86I>DCH  AD8@8=6>C :D;:C8: ;DG I=:
>C6C8>6A >HIG>8I D; &6C=6116C =2
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2LR0@B 3>PBSPHF

=6M:C<:H 68>C<"CIl:G98I>DC &:I1=D9H ;DG . ,

A4KJ>KKBA >F0@0>CQP EL??V JFIFQ>0V >KA @LJIJIBO@F>I E>SB QEBFO
LTK RKINRB >Q0>@H JBQELAP FIM>@QP >KA OFPHP &BLDO>MEF@
IL@>QFLK BSBKQ >KA FKQBKQFLK @>K ABQBOJFKB QEB JBQELA LC
MOLEF?FQFKD > AOLKB >Q0>@H %O0LJ > K>QFLK PQ>QB @LKCIF@Q QL >K
LRQALLO @LK@B0Q OBSFBTFKD QEB P@BK>OFLP >KA RPFKD > OFPH JLABI @>K
EFDEIFDEQ QEB BCCF@>@V ?BQTBBK " 4 2 JBQELAP G&FE QEB >AAFFLK
LC ?IL@HEE>FK & @LJIJIRKF@>QFLK >KA QEB BSLIRQFLK LC 4 2
QB@EKLILDV QEB OFPHP QEOB>QP FK@0B>PB /B0 @LKQO> ?IL@HAE>FK >KA

& LI JIRKF@>QFLK MOBPBKQP > PR?PQ>KQF>I QEOB>Q CLO QEB @0B>QFLK LC
>K BCCB@QFSB ** 4 2

DC8AJH>DCH
TIL@H@E>FK 0BMOBPBKQP > AFPORMQFSB PB@ROFQV QB@EKLILDV QE>Q J>V
PFDKFCF@>KQIV FIMOLSB QEB ** 4 2 PRMMIV @E>FK J>K>DBJBKQ (Q >IPL
(>@BP PLJB PQFCC @E>IIBKDBP ?B@>RPB LC FKEBOBKQ SRIKBO>?FIFQFBP
TIL@HEE>FK >KA & @LI IRKF@>QFLKP >0B > JFUBA ?IBPPFKD >KA THE
FK@0B>PBA 4 2 (B@EKLILDV @LJIBP FK@0B>PBA QEOB>QP
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JLABOKFWB PRMMIV @E>FK J>K>DBJIBKQ ?IL@HAE>FK

KT>0 * —-LSBJ?B0 101 Blockchains Reviews 1BQOFBSBA
(oL TIL@H@E>FKP  EQQMP ?ILOHE@E>FKP @LJ ?IL@HEE>FK
E>@HBA

IFK+F 9 % 9E>KD 8 )>KR>0V UAV Communications
for 5G and Beyond: Recent Advances and Future Trends. 1BQOFBSBA
(LI 17(5 EQQMP  >QUFS LOD MAC MAC

TLDA>KLS #BDQV>0BS *LOHELS 5 *>J>KAB , (>HRPEHFK
- *ES>QLS 5 ABOUT SOME OF THE BLOCKCHAIN
PROBLEMS. 2>FK(Q /B(BOP?R0OD 2>FKQ /BQBOP?ROD 20>QB 4KFSBOPFQV

TLRQOLP # . >V Operational Protection from Unmanned
Aerial Systems. 1BQOFBSBA (0LJ EQM TTT AQ@ JFl AQ@ Q0
CRIQBUQ R > MAC

"">KQ ) —-LSBJ?B0 Cointelegraph News 1BQOFBSBA (OLJ
**LFKQBIBDO>ME EQQMP  @LFKQBIBDO>ME @LJ KBTP F?J CFIBP >
?IL@HE@E>FK M>QBKQ CLO CFDEQFKD M>@H>DB QEBCQ ?V AOLKB

“ESKQW RDRPQ Security Inteligence Manframe
1BQOFBSBA coLJ 2B@ROFQV (KQBIFDBK@B

EQQMP  PB@ROFQVFKQBIIFDBK@B @LJ RPFKD ?IL@HE@E>FK QL >AAOBPP
AOLKB @V?BOPB@ROFQV
#B GMAB 6 ™RVMBOP & 2IBBT>BDBK ) , #BROILL 1

TLRD>0A ! GNSS Interference in Unmanned Aerial Systems.
1BIDFRJ 2BMQBKQOFL 2>QBIIFQB —>SFD>QFLK

%B0O0OBO $ ** The blockchain: a new framework for robotic
swarm systems. **>J?0FADB , (3 , BAF> +>?

%FQWM>QOF@H  + %B?0R>0V Forbes A Haackers Take on
Blockchain Security 1BQOFBSBA (LI %L0?BP
EQQMP  TTTCLO?BP @LJ PFOBP IRHBCFQWM>QOF@H >

E>@HBOP Q>HB LK ?IL@HE@E>FK PB@ROFQV @ A?A
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?ILOHEE>FK QBAEKLILDV CLO >F0 Q0>CCF@ J>K>DBJIBKQ
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1BQOFBSBA (OLJ 3EB 5RIKBO>?FIFQV LC 4 5P QL "*V?BO QQ>@HP i K
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(JIMBOS> )RIV Imperva Company Overview 1BQOFBSBA
(0LJ (JIMBOS> EQMP TTTFIMBOS>@LJI OBPLRO@BP A>Q>PEBBQP
(JIMBOS><""LIM>KV< _ SBOSFBT MAC MAC

*RI>0 *RKAR /F@HLSBO " GBIABJ>0F>J *

United States of America Patent No. US2018/027024A.

Ledger Insights #B@BJ?BO 1BQOFBSBA (0LJ +BADBO
(KPFDEQP $KQBOMOFPB TIL@H@E>FK —-BTP
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EQOMP  KBTPOLLJ IRCQE>KP>DOLRM @LJ BKDIFPE KBTPOLLJ KBTP
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TLOIA P CFOPQ >SF>QFLK ?IL@H@E>FK @E>IIBKDB P
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:: prohibiting or forbidding intercepting and preventing the
movement of something.
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Chapter 7. UAS Area /
Airspace Denial

JP.HOOD

,1J9:Cl %:66C>C<  (7?7:8PK:H  3EB PQRABKQ TFII L?Q>FK >K
RKABOPQ>KAFKD LC ELT PQ>QB BKQFQFBP ABKV MLQBKQF>I HKLTK >KA
RKHKLTK >ASBOP>0FBP COLJ D>FKFKD >@@BPP SF> 4 2 >KA >F0 >PPBQP
FKQL > MOLQB@QBA >0B> OBPLRO@B LO FKPQ>II>QFLK 3EOLRDE QEB RPB LC
0B>l TLOIA BU>JMIBP >KA @>PB PQRAFBP QEB PQRABKQ TFIl ?B >?IB QL
SFPR>IFWB >KA RKABOPQ>KA QEB FKQOF@>@FBP >KA MI>KKFKD 0BNRFOBA CLO
PQ>QB >KA IL@> >@)LO0P QL >ABNR>QBIV MOLQB@Q >K >0B> COLJ MLPPF?IB
FKQORPFLK BUMILFQ>QFLK >KA >Q0>@H
$:N DC8:EIH
CI> 88:HH G:6 :C6A >H EGBB6GAN 9:H<C:9 ID
EG:K:Cl DG 8DCHIG6>C I=: 9:EADNB:Cl D; DEEDH>C< ;DG8:H >CID 6C
6G:6 D; DE:G6I>DCH
CI> 88:HH :CN>C< 6C 69K:GHBGN I=: 67>FIN ID :Cl:G 6C9
DE:G61: B>A>16GN ;DG8:H C:6G >CID DG L>1=>C 6 8DCI:HI:9 G:<>DC
G:6 :C6A _H:9 ID G:9J8: ;G::9DB D; B6C:JK:G DC8: 6C
69K :GH6GN >H L>I=>C 6C 6G:6 D; DE:G6I>DCH
", "Cl:<G61:9 >G :;:CH: ,NHI:BH

2FIMIV MRQ QEB >@Q LC >K >ASBOP>0V QL TLOH >D>FKPQ QEB >@QFLKP
LC >KLOEBO ABCFKBP TE>Q >K(F >@@BPP LO >0B> ABKF>I BKSFOLKJIBKQP
>0B , LOB CLOJ>IIV QEB 42 #BM>00JIBK( LC #B(BKPB #L# )LFKQ
-MBO>QFLK>I  @@BPP ""LK@BMQ ). ' ABCFKBP QEBPB (QBOJP m K(F
>@@BPP OBCBOP QL QELPB >@QFLKP >KA @>M>?FIFFBP RPR>IIV ILKD
0>KDB ABPFDKBA QL MOBSBKQ >K LMMLPFKD CLO@B COLJ BKQBOFKD >K
LMBOSQFLK>l >0B> 0B> ABKF>I  # OBCBOP QL QELPB >@QFLKP >KA
@>M>?FIFOFBP  RPR>IIV LC PELOQBO 0>KDB ABPFDKBA KLQ QL HBBM >K
LMMLPFKD CLO@B LRQ ?RQ QL IFJF) FQP COBBALJ LC >@QFLK TFEFK QEB
LMBO>(FLK>] >0B>n **RAAFKDOLK
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2L.JB BU>JMIBP LC BUFPQFKD >KA BJBODFKD # @>M>?FIFQFBP

0 . RIQF [>VBOBA FKQBDO>QBA >FO ABCBKPB PVPQBJIP ( #2 @LKPFPQFKD
LC JLABOK CFDEQBO >Q0>@H >F0@0>0Q >KA CFUBA >KA JL?FIB
PROC>@B QL >F0 JFPPFIBP @L>PQ>I ABCBKPB PVPQB.IP
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0 ""ORFPB >KA ?>IIFPQF@ JFPPFIBP QE>Q @>K ?B I>RK@EBA COLJ JRIQFMIB
>I0 K>S>1 KA [>KA 2>PBA MISQCLOJP >D>FKPQ I>KA ?>PBA >KA
J>0FFIB Q>0DBQP

0 +LKD 0>KDB >0QFIIBOV +1  >KA JRIQF I>RK@E OL@HBQ PVPQBIP

L +12

0 #FBPBI >KA KR@IB>0 PR?J>0FKBP >0JBA TFE PRMBOPLKF@ PB>
PHFJ JFKD >KOQF PEFM @ORFPB JFPPFIBP >KA >AS>K@BA QLOMBALBP

0 Y>IIFPQF@ JFPPFIB PR?J>0FKB 221 — (LO@B

0  AS>K@BA PB> JFKBP

0 *FKBQF@ >KA KLK HFKBQF@ >KQF P>QBIIFQB TB>MLKP >KA PRMMLOGFKD

PM>@B [>RK@E >KA PM>@B PROSBFII>K@B FKCO>PQOR@QROB

2LMEFPQF@>QBA @V?B0 T>0C>0B @>M>?FIFQFBP

$IBAQOLKF@ T>0C>0B @>M>?FIFQFBP

5>0FLRP 0>KDB (21 PVPQBJIP

**L IMOBEBKPFSB 0BALKK>FPP>K@B PQOFHB ?>QQIB KBQTLOHP

@LSBOFKD QEB >F0 PROC>@B >KA RKABOPB> ALJI>FKP >KA

0 =>0ABKBA >KA ?ROFBA @ILPBA CF?B0 LMQF@ @LJJ>KA >KA @LKQOLI

** KBQTLOHP QVFKD QLDBQEBO S>0FLRP PVPQBJIP LC QEB 2>0QIB
KBQTLOH
0 2MB@F>! %LO@BP

o o o o

$0ALD>K ?BELOFWLK @LJ

+:8:Cl +H: >C "9:DAD<>:H6C9 =6M:C<:H

P MLQBKQF>I KB>0 MBB0 >ASBOP>0FBP QL QEB 42 PR@E >P "*EFK> 1RPPF>
(0>K >KA —LOQE *L0B> @LKQFKRB QL D>FK QB@EKLILDF@>I DOLRKA >KA
JLABOKFWB JRIQF I>VBOBA ABCBKPB KBQTLOHP QEB 42 #L# >KA 20>(B
#BM>00JBKQ E>SB 0B>IFWBA QE>Q @LKQOLI LC QEB @LIJILKP TFII PLLK
?B @E>IIBKDBA >KA >K FK@0B>PBA RKABOPQ>KAFKD LC # @OLK@BMQP
FP KB@BPP>0V FK LOABO QL ABSBILM T>VP QL JFQFD>QB MBKBQ0O>QB >KA
BUMILFQ >ASBOP>0F>l ABCBKPB KBQTLOHP 3EB 42IP @LKQFKRBA 0BIF>K@B
LK 4 2 >P MI>QCLOJP QL >@Q >P (21 >KA @LI IRKF@>QFLKP 0BI>VP >P
TBII >P ABIFSBO MOB@FPFLK DRFABA JRKFQFLKP E>P MOLSBK QL ?B > JL0B
0B>IFPQF@ T>V QL @LRKQBO QEB DOLTFKD PB@ROFQV QEOB>QP MLPBA ?V BSBO
JLOB OL?RPQ >ASBOP>0F>I # PVPQBJP —>QE>K %0BFBO COLJ QEB
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**BKQBOP CLO 200>QBDF@ >KA (KQBOK>QFLK>I 20RAFBP BCCBAQFSBIV @LAFCFBA
0EOLRDE > PBOFBP LC NRBPOFLK >KA >KPTBOP TEV # @LK@BMQP
OLKQFKRB QL OBJ>FK > J>GL0 QEBJIB >Q QEB CLOBCOLKQ LC JFIFQ>0V
LMBO>QFLK>I MISKKFKD

%0LJ QEB TFABPQ PQU>QBDF@ MBOPMB@QFSB 4 2 >@@BPP @E>IIBKDBP
J>KFCBPQ >@0LPP QO>AFQFLK>I FKPQORIBKQP LC MLTBO 3L QEB BUQBK(Q QE>Q
0EBPB @E>IIBKDBP >ASBOPBIV >(CB@Q QEB PBOROFQV >KA MOLPMBORQV LC QEB
AKFQBA 20>0BP >KA FQP >IIFBP >K LMBK >KA PQ>?IB FKQBOK>(QFLK>I PVPQBJ
>KA LO COBBALJ QL Q0>KPFQ QEB DIL?>I @LIJILKP QEBV TFIl OBNRFOB
@LLOAFK>QBA 4 2 DLSBOKJIBK( >IIFBA 0BPMLKPBP QL OBPQLOB >@@BPP 1V
ABCFKFOFLK QEFP TFII OLRQFKBIV FKSLISB JFIFQ>0V CLOGBP  %0BFBO

3EFP FP KLQ JIB>KQ QL PRDDBPQ QE>Q >II >@@BPP @E>IIBKDBP >0B JFIFQ>0V
FK LOFDFK >KA @E>0>@0BO (K QEB PF> />@FCF@ OBDFLK C(LO BU>JMIB
“EfK> P >P JR@E LO JLOB >K >@QFSB MLIFQF@>I >KA BALKLJF@
@E>IIBKDBOjPBBHFKD QL 0>FPB JVOF>A ?>00FBOP QL 4 2 FKCIRBK@Bj>P
FQ FP > JFIFQ>0V @LIMBQRLO +FHBTFPB FK QEB , FAAIB $>PQ (05K E>P
PLJIB A>KDBOLRP JFIFQ>0V @>M>?FIFOFBP ?RQ PRA@BPPCRIIV >SLFAP AFOB@Q
JFIFQ>0V @LKCOLKQ>QFLK TFQE QEB 4KFQBA 20>QBP >AS>K@BP FQP FKQBOBPQP
>KA IFJFQP 4 2 (0BBALJ LC >@QFLK JLPQ LCQBK QEOLRDE @LPQ FIMLPFKD
MLIFF@>I PR?QBOCRDB GE>Q P @BOQ>FK ELTBSBO FP QE>) TEBK
>ASBOP>OFBP  BCCB@QFSBIV ~ @LJ?FKB  MLIFF@>I  BELKLJIF@  >KA
FKCLOJ>QFLK>I QLLIP TFQE FIMLOQ>KQ JFIFQ>0V @>M>?FIFQFBP QEB >@@BPP
@E>IIBKDB ?BELIBP JLOB >@R0B >KA MLOBKQ %0BFBO

42 JFIFQ>0V CLOGBP E>SB > RKFNRB 0BPMLKPF?FIFQV FK EBIMFKD PB@ROB
>@@BPP AROFKD (FJBP LC MB>@B FK@OB>PBA ELPQFIFQFBP >KA LMBK
OLKCIF@Q 3EB I>Q0B0 FP QEB JLPQ ABI>KAFKD >KA >P LC 1>QB QEB PR?6B@Q
LC QEB DOB>QBPQ ?LAV LC @LK@BMQR>l TLOH 4KABO OLRQKB
@FOBRIPQ>K@BP J>FKQBK>K@B LC @OBAF?IB ABQBOOBKQ @>M>?FIFQFBP
CLOT>0A FK HBV OBDFLKP MOLSFABP > PQ>?HIFWFKD FKCIRBK@B >@QFSBIV
RKABOTORBP QEB PBAROFQV LC 42 M>0QKBO FKQBOBPQP >KA PB@ROBP >
OLK@0BQB MI>QCLOJ COLJ TEFGE QL BUM>KA MOBPBK@B >KA @LKAR@Q
LMBO>(FLKP FK QEB BSBKQ LC EBFDEQBKBA QBKPFLKP LO ELPQFIFQFBP  %0BFBO

(K QEB BSBKQ LC T>0 LO J>6L0 SFLIBKQ @LKCIF@Q 4 2 CLO@BP TFIl C>@B
> S>0FBQV LC # QE>IIBKDBP QE>Q TFII LOFDFK>QB ?LQE COLJ QEB
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ELPOFIB ABPFDKP LC QEFKHFKD >ASBOP>0FBP >KA (0LJ QEB nRKPQOR@QROBAN
IBQE>IFQV LC @LKQ>DFLRP FKPQ>?FIFQV (K SFOQR>IIV BSBOV FKPQ>K@B
CLOT>0A PQ>QFLKBA 4 2 CLO@BP TFII ?B FKPRCCFAFBK(Q QL LSBOALIB IBQE>I
LO CRKA>JBK(>IIV AFPORMOFSB # Q@E>IIBKDBP >KA BCCB@QFSBIV
O0BPLISB (EB @OFPFP ?V (QEBJPBISBP 3EBOBCLOB CRQROB @LJ?>(
LMBO>QFLKP j TEBQEBO @LBO@FSB >f0 >KA PB> @>JIM>FDKP L0 JLOB TFAB
0>KDFKD GLFKQ FKQBOSBKQFLKPJ TFIl 0BNRFOB QEB 4KFQBA 20>QBP >KA FQP
M>0QKBOP QL MOLSB@Q PR?PQ>KQF>I JFIFg>0V @>M>2FIFQV LSBO @LKPFABO>?IB
PQO>QBDF@ >KA LMBO>QFLK>] AFPQ>K@BP # OE>IIBKDBP CORPQO>QB LRO
>PFIFQV QL AL PL %0BFBO

3ERP >( QEB n?RPFKBPP BKAn LC LMMLPBA LMBOSQFLKP 42 CLO@BP
TFII FK@OB>PFKDIV @LJIMBQB TRQE > AFSBOPB @LIIBAOFLK LC >ASBOP>O0FBP
(LO ALJIFK>K@B >@0LPP JRIQFMIB ALJ>FKP§>F0 PB> I>KA PM>@B >KA
@V?BOPM>@B 3EFP TFII LCQBK L@@RO TFQELRQ QEB ?BKBCFQ LC BUQBKPFSB
CFUBA 4 2 0BDFLK>I ?>PFKD >KA TRQE mIL@>In 4 2 FKCO>PQOR@QROB RKABO
PR?PQ>KQF>I MOBPPROB COLJ ELP(FIB >@FLK P > GLKPBNRBK@B QEB
@E>0>@QBO LC PMB@FCF@ IBQE>I >@@BPP @E>IIBKDBP QEBFO AFSBOPFQV >KA
OEBFO PLMEFPQF@>QFLK TFII AFCCBO PFDKFCFO>KQIV (K LI ?FK>QFLK QEB 0B>I
@LKPQOSFKQP LC CFKFQB JFIFQ>0V @>M>?FIFQV QEB FK@OB>PFKD IBQE>IFQV LC
SFOQR>IIV BSBOV @LK@BFS>?IB @LKQFKDBK@V BKSFOLKJIBKQ (OLJ MB>@B
LMBO>QFLKP QL OBDFLK>I T>0 >KA ILTBO 4 2 OFPH QLIBO>K@B J>HB ABBM
OELRDEQ >?LR( IBQE>I LO CRKA>JIBKQ>IIV AFPORMQFSB # OE>IIBKDBP
>K RODBKQ PQO>(BDF@ MOFLOFQV  %0BFBO

Cl> 88:HH =6M:C<:H

3L 42 PQO>QBDFPQP @E>IIBKDBP >0B FKQBKABA QL BU@IRAB LRO
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