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Our C-UAS textbook has as its primary mission to educate and 
train resources who will enter the UAS / C-UAS field and trust it will 
act as a call to arms for military and DHS planners. 
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>FOCO>JB�>KA�MLTBO�MI>KQ�@BOQFCF@>QB�TFQE�FKPMB@QFLK�>RQELOFW>QFLK
�
#O� !>OKE>OQlP� BAR@>QFLK>I� MBAFDOBB� FP� LRQPQ>KAFKD��� �>K�  
2
� FK�

 SF>QFLK�,>FKQBK>K@B�3B@EKLILDV�COLJ�5FK@BKKBP�4KFSBOPFQV��>�!
2
�
FK� >SF>QFLK� >AJFKFPQO>QFLK� COLJ�/ROARB�4KFSBOPFQV�� >K�,!  � COLJ�
$J?OV�1FAAIB�  BOLK>RQF@>I� 4KFSBOPFQV�� >KA� >� /E
#
� FK� BAR@>QFLK>I�
>AJFKFPQO>QFLK�COLJ�(KAF>K>�2Q>QB�4KFSBOPFQV
�
#O
�!>OKE>OQlP�1BPB>O@E�>DBKA>�FP�CL@RPBA�FK�>SF>QFLK�MPV@ELILDV�

>KA�'RJ>K�%>@QLOP�>P�TBII�>P�QEB�FKQBDO>QFLK�LC�4KJ>KKBA� FO@O>CQ�
2VPQBJP�FKQL�QEB�->QFLK>I� FOPM>@B�2VPQBJ
��'FP�FKARPQOV�BUMBOFBK@B�
FK@IRABP�TLOH�>P�>�1�#�FKPMB@QLO�TFQE�1LIIP�1LV@B�$KDFKB�"LJM>KV�
TEBOB�EB�TLOHBA�LK�QEB�10���4KJ>KKBA�1B@LKK>FPP>K@B� FO@O>CQ�
ABSBILMJBKQ� MOLDO>J�� >P� TBII� >P� PBOSFKD� >P� >K� >FO@O>CQ� PVPQBJP�
FKPQOR@QLO� CLO�  JBOF@>K�3O>KP� FO� >FOIFKBP
� %LOJBOIV��#O
� !>OKE>OQ�
T>P� >K�  PPL@F>QB� /OLCBPPLO� >KA�  @QFKD� #BM>OQJBKQ� "E>FO� LC� QEB�
 BOLPM>@B� 3B@EKLILDV� >Q� (KAF>K>� 2Q>QB� 4KFSBOPFQV� TEBOB� EB� T>P�
OBPMLKPF?IB� CLO� QB>@EFKD� CIFDEQ� >KA� RMMBO� AFSFPFLK� >AJFKFPQO>QFSB�
@I>PPBP
���"LROPBP� Q>RDEQ� FK@IRAB� SF>QFLK�1FPH� K>IVPFP��"FQ>QFLK� ((�
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&OLRKA� 2@ELLI�� *FKD�  FO� ���� %IFDEQ��  FO� ->SFD>QFLK��  FO�
3O>KPMLOQ>QFLK��(KPQORJBKQ�&OLRKA�2@ELLI�>KA�J>KV�LQEBOP
�
�)-�#D=C	)6JA�!DD9�.,����D	�JI=DG��

"/3�)LEK�/>RI�'LLA�FP�>�OBPB>O@EBO�CL@RPBA�LK�QEB�ABSBILMJBKQ�LC�
CRQROB�@LRKQBO�RKJ>KKBA�>FO@O>CQ� QB@EKLILDFBP�� QEBLOFBP�>KA�?BPQ�
MO>@QF@BP�CLO�?LQE�DLSBOKJBKQ�>KA�@FSFIF>K�>MMIF@>QFLKP
�"/3�'LLA�
E>P�@LJJ>KABA� FK�QEB�42� OJV�%FBIA� OQFIIBOV�TFQE�>�?>@HDOLRKA�
PMB@F>IFWFKD� FK� QEB� @LLOAFK>QFLK� >KA� ABIFSBOV� LC� @LKSBKQFLK>I� ��
PJ>OQ� JRKFQFLKP� >P� TBII� >P� >@EFBSFKD� ABPFOBA� ?>QQIBCFBIA� BCCB@QP�
QEOLRDE�QEB� FKQBDO>QFLK�LC� IBQE>I�>KA�KLK�IBQE>I�>PPBQP
�"/3�'LLA�
ELIAP�>�!2�FK�&BLPM>QF>I�(KCLOJ>QFLK�2VPQBJP�COLJ�QEB�4KFQBA�2Q>QBP�
,FIFQ>OV�  @>ABJV�� 6BPQ� /LFKQ� -8� >KA� >� /OLCBPPFLK>I� ,>PQBOP� FK�
3B@EKLILDV�4 2��BUMB@QBA�������COLJ�*>KP>P�2Q>QB�4KFSBOPFQV
�
�G
� �ANH>6� ,I6G@:N� ���(� �� �:6C� $6CH6H� ,I6I:� .C>K:GH>IN�

)DANI:8=C>8���C9��9
��DG:LDG9��

#O
� 2Q>OHBV� FP� >� /OLCBPPLO� >KA� @ROOBKQIV� PBOSBP� >P� QEB� "$.� >KA�
#B>K�CLO�QEB�*>KP>P�2Q>QB�4KFSBOPFQV�/LIVQB@EKF@�">JMRP
�� P�#B>K��
PEB� LSBOPBBP� QEB� "LIIBDB� LC� 3B@EKLILDV� >KA�  SF>QFLK� >@>ABJF@�
MOLDO>JP�>KA�@>JMRP�OBPB>O@E�@BKQBOP
��#O
�2Q>OHBV�ELIAP�>K� 
 
�
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FK�2L@F>I�6LOH�COLJ�"LI?V�"LJJRKFQV�"LIIBDB��>�!
2
�FK�/PV@ELILDV�
COLJ�%LOQ�'>VP�2Q>QB�4KFSBOPFQV��>�,
+
2
�COLJ�4KFSBOPFQV�LC�-LOQE�
3BU>P��>KA�>�/E
#
�FK�"ROOF@RIRJ�>KA�(KPQOR@QFLK�COLJ�*>KP>P�2Q>QB�
4KFSBOPFQV
�� )LFKFKD� *>KP>P� 2Q>QB� /LIVQB@EKF@� FK� )RKB� ����� >P� >�
QB@EKF@>I�PBOSF@BP�>RQLJ>QFLK�@LLOAFK>QLO�>KA�>PPFPQ>KQ�MOLCBPPLO��
2Q>OHBV�T>P� MOLJLQBA� QL� IF?O>OV� AFOB@QLO� >KA� >PPL@F>QB� MOLCBPPLO�
FK� ������ >KA� QL� >PPFPQ>KQ� AB>K� LC� @LKQFKRLRP� FJMOLSBJBKQ� >KA�
AFPQ>K@B� BAR@>QFLK� FK� ����
� 2EB� T>P� K>JBA� >PPL@F>QB� AB>K� LC�
>@>ABJF@P�>KA�MOLJLQBA�QL� CRII�MOLCBPPLO� FK�����
�2EB�D>FKBA�QEB�
>AAFQFLK>I� ARQFBP� LC� FKQBOFJ� "$.� >KA� #B>K� FK� )RKB� ����� >KA�
@LKQFKRBP�FK�QE>Q�@>M>@FQV�QLA>V
�
�

#D:A� �
� �C9:GHDC� �DADC:A� .,&�� �+:I��� (/)+� 6C9� +:H:6G8=�
�>G:8IDG����	.�,��DG:LDG9��
,O
�  KABOPLK� E>P� JLOB� QE>K� ��� VB>OP� BUMBOFBK@B� FK� JFIFQ>OV��

FKARPQOV� >KA� >@>ABJF>
�� 'B� @ROOBKQIV� PBOSBP� >P� #BSBILMJBKQ�
#FOB@QLO�CLO�*>KP>P�2Q>QB�4KFSBOPFQV�TFQEFK�QEB�.CCF@B�LC�1BPB>O@E�
#BSBILMJBKQ��.1#�
��/OFLO�QL�GLFKFKD�*24��EB�PBOSBA�>P�>�3B@EKF@>I�
#FOB@QLO�� (KKLS>QFLK�$S>KDBIFPQ�� >KA�2BKFLO� 2R?GB@Q�,>QQBO�$UMBOQ�
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CLO� ,>K3B@E� (KQBOK>QFLK>I� FK� PRMMLOQ� LC� '0,"� (KQBIIFDBK@B�
#BM>OQJBKQ� >KA� FQP� 3>@QF@>I� $UMILFQ>QFLK� LC� ->QFLK>I� ">M>?FIFQFBP�
�3$-" /�� LCCF@B� >KA� 3B@EKLILDV� >KA� (KKLS>QFLK� #FOB@QLO>QB�� >KA�
>P�QEB�#FOB@QLO�CLO�,LP>F@� 3,��(K@
lP� RQLKLJLRP�2VPQBJP�&OLRM
�
!BQTBBK� ����������� EB� PBOSBA� FK� QEB�4KFQBA� 2Q>QBP�,>OFKB�"LOMP�
TEBOB�EB� OLPB� FK� O>KH� COLJ�/OFS>QB� QL�"LILKBI
�#ROFKD�EFP� @>OBBO��
EB�PBOSBA�>P�>K��������FKQBIIFDBK@B�>K>IVPQ�TEFIB�BKIFPQBA�TEBOB�EB�
T>P�JBOFQLOFLRPIV�MOLJLQBA�QL�"LOMLO>I��>KA�>P�>K�LCCF@BO�EB�EBIA�
JFIFQ>OV�L@@RM>QFLK>I�ABPFDK>QFLKP�>P�>K��������,>OFKB� FO�&OLRKA�
3>PH�%LO@B�(KQBIIFDBK@B�.CCF@BO���������(J>DBOV�.CCF@BO���������2M>@B�
.MBO>QFLKP� .CCF@BO�� >KA� �������  @NRFPFQFLK� /OLCBPPFLK>I� B>OKFKD�
# (6( �+BSBI�(((�"BOQFCF@>QFLK�>P�/OLDO>J�,>K>DBO�>KA�JBJ?BO�LC�
QEB� >@NRFPFQFLK� @LJJRKFQV�TEFIB�/,�,>OFKB� (KQBIIFDBK@B�2VPQBJP�
CLO� QEB� ,>OFKB� "LOMP� 2VPQBJP� "LJJ>KA
�� 'B� EBIA� @LJJ>KA�
MLPFQFLKP� >P� >� 2ROSBFII>K@B� >KA� 3>ODBQ�  @NRFPFQFLK� /I>QLLK�
"LJJ>KABO��"LJJ>KABO�LC�QEB��KA�%LO@B�(J>DBOV�(KQBOMOBQ>QFLK�
4KFQ� �%((4�� >KA� T>P� "LJJ>KAFKD� .CCF@BO� "LJM>KV� $
� ,>OFKB�
2B@ROFQV�&R>OA�!>QQ>IFLK� �#BM>OQJBKQ�LC�2Q>QB�
��'B� PBOSBA�>P� QEB�
,>OFKB�"LOMP�2BKFLO�#BM>OQJBKQ>I�1BNRFOBJBKQP�.CCF@BO��#1.��>KA�
>P�QEB�(J>DBOV�>KA�"LIIB@QFLKP�2B@QFLK�'B>A�TEFIB�PBOSFKD�TFQE�QEB�
,>OFKB�"LOMP� (KQBIIFDBK@B� @QFSFQV��>P�QEB�!O>K@E�'B>A�CLO�'0,"�
(KQBIIFDBK@B�#BM>OQJBKQP�(J>DBOV�>KA�&BL�PM>QF>I�/I>KP�>KA�/LIF@V�
!O>K@E��>KA�@LK@IRABA�EFP�@>OBBO�>P�>�2QO>QBDF@�(KQBIIFDBK@B�/I>KKBO�
CLO� QEB�.CCF@B� LC� QEB�4KABO� 2B@OBQ>OV� LC� #BCBKPB� CLO� (KQBIIFDBK@B�
�.42#�(��>KA�>P�QEB�"EFBC�LC�2Q>CC�CLO�2B@OBQ>OV�&>QBP�(KQBIIFDBK@B��
2ROSBFII>K@B�>KA�1B@LKK>FPP>K@B�3>PH�%LO@B��(213%�
��'B�E>P�PBOSBA�
>Q� BSBOV� LMBO>QFLK>I� IBSBI� LC� QEB� ,>OFKB� "LOMP� COLJ� !>QQ>IFLK��
1BDFJBKQ��#FSFPFLK��6FKD��,$4�>KA�,$%��TFQEFK�QEB�,>OFKB�"LOMP�
PRMMLOQFKD� BPQ>?IFPEJBKQ�� '0,"� >KA� LK� QEB� .42#�(� PQ>CC
�� ,O
�
 KABOPLK� E>P� PMBKQ� >� @>OBBO� PRMMLOQFKD� BCCLOQP� QL� >AAOBPP� QEB�
@LJMIBUFQFBP� LC� QEB� FKQBIIFDBK@B� @LJJRKFQV� >KA� FKQBO�>DBK@V�
FKCLOJ>QFLK� J>K>DBJBKQ�� AB@FPFLK� J>HFKD�� Q>IBKQ� >@NRFPFQFLK��
BAR@>QFLK>I�>KA�LMBO>QFLK>I�BKSFOLKJBKQP
�
�
'FP�MBOPLK>I�>T>OAP�FK@IRAB�QEB�#BCBKPB�2RMBOFLO�2BOSF@B�,BA>I��
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!OLKWB�2Q>O��,BOFQLOFLRP�2BOSF@B�,BA>I�TFQE�CLRO�DLIA�PQ>OP�FK�IFBR�LC�
�QE�>T>OA��->SV�>KA�,>OFKB�"LOMP�"LJJBKA>QFLK�,BA>I��->SV�>KA�
,>OFKB�"LOMP� @EFBSBJBKQ�,BA>I��)LFKQ�,BOFQLOFLRP�4KFQ�"FQ>QFLK��
,BOFQLOFLRP� 4KFQ� "FQ>QFLK�� ->SV� 4KFQ� "FQ>QFLK�� ,>OFKB� "LOMP�
$UMBAFQFLK>OV�,BA>I�� ->QFLK>I� #BCBKPB�,BA>I� TFQE� LKB� ABSF@B� FK�
IFBR� LC� PB@LKA� >T>OA��  OJBA� %LO@BP� $UMBAFQFLK>OV� ,BA>I��
2LRQETBPQ� PF>�2BOSF@B�,BA>I�TFQE�QEOBB�PQ>OP�FK�IFBR�LC�>AAFQFLK>I�
>T>OAP�� &IL?>I� 6>O� LK� 3BOOLOFPJ� 2BOSF@B� ,BA>I�� 2B>� 2BOSF@B�
#BMILVJBKQ� 1F??LK�TFQE� QEOBB� PQ>OP� FK� IFBR� LC� >AAFQFLK>I� >T>OAP��
.SBOPB>P� #BMILVJBKQ� 1F??LK� TFQE� LKB� ABSF@B�� ,>OFKB� 2B@ROFQV�
&R>OA� 1F??LK�� *RT>FQF� +F?BO>QFLK� ,BA>I� �2>RAF�  O>?F>��� *RT>FQF�
+F?BO>QFLK�,BA>I��*RT>FQ�
�
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Abbreviations and Acronyms 

�77G:K>6I>DCH���8GDCNBH�4+:K����5�
�
3EB� CLIILTFKD� QBOJP� >OB� @LJJLK� QL� QEB� 4 2� FKARPQOV�� DBKBO>I�

IFQBO>QROB�LO�@LKCBOBK@BP�LK�4 2�4 5�#OLKB�PVPQBJP
�
�
 ���� #���������� KQF�>@@BPP��� OB>�#BKF>I�
 � � OBC������������  JMIFQRABP� LC� PLRO@B� >KA� OBCBOBK@B� MLFKQP�� PBB�

$N��������
  ������������������ KQF�>FO@O>CQ��� A>MQFSB� KQBKK>P�
   ��������������� KQF�>FO@O>CQ�>OQFIIBOV�
  (!�������������� FO� @@FABKQP�(KSBPQFD>QFLK�!L>OA�

  ,�������������� FO�QL�>FO�JFPPFIB�
  5��������������� RQLKLJLRP�>FO�SBEF@IB�
 !(����������������� SF>QFLK�!IL@H�(KCO>PQOR@QROB�
 �"����������������� FO@O>CQ�

 " 2��� ���������� FO?LOKB�@LIIFPFLK�>SLFA>K@B�PVPQBJ��� PPFPQ>KQ�"EFBC�
LC�QEB� FO�2Q>CC�
 "+���������������� DBKQ�@LJJRKF@>QFLK�I>KDR>DB��� RQLKLJLRP�@LKQOLI�
IBSBIP�
 ".423("���� #BQB@QP� AOLKBP� ?V� OB@LDKFWFKD� RKFNRB� PLRKAP�

MOLAR@BA�?V�QEBFO�JLQLOP�
 "1/������������� FOMLOQ�"LLMBO>QFSB�1BPB>O@E�/OLGB@Q�

 "2���������������� FO?LJB��ABCBKPB��@LKQOLI�PQ>QFLK��PVPQBJ��
 "3#������������� AS>K@BA�"LK@BMQ�3B@EKLILDV�#BJLKPQO>QFLK�
 #����������������� FO�#BCBKPB��� KP>O�#FKB�QBOOLOFPQ�DOLRM�
 �#����������������� QQ>@H���#BCBKPB�2@BK>OFL� K>IVPFP�
 # "������������ RQLJ>QBA�#VK>JF@� FOPM>@B�"LKQOLIIBO�

 #"��������������� FO�A>Q>�@LJMRQBO�
 #%��������������� RQLJ>QF@�AFOB@QFLK�CFKABO�CFKAFKD�
 #,2������������ FO�ABCBKPB�JFPPFIB��O>A>O��PVPQBJ�
 #2���������������� FO�#BCBKPB�2VPQBJ��42 ��

UI��Y�� ??OBSF>QFLKP�>KA� @OLKVJP



 #2�!������������  RQLJ>QF@� #BMBKABKQ� 2ROSBFII>K@B� i� !OL>A@>PQ�
PVPQBJP�
 #3���������������� FO�#>Q>�3BOJFK>I�
 $2 ������������� @QFSB�BIB@QOLKF@>IIV�P@>KKBA�>OO>V�

 $6�������������� FO?LJB�B>OIV�T>OKFKD�
 %������������������� A>MQFSB�%FIQBOFKD�
 %"2�������������� RQLJ>QF@�CIFDEQ�@LKQOLI�PVPQBJ�
 %1(".,�����42� COF@>�"LJJ>KA�
 &+���������������� ?LSB�DOLRKA�IBSBI�
 &,��������������� FO��QL��PROC>@B�JFPPFIB�

 & 1#�� ������� ASFPLOV� &OLRM� CLO�  BOLPM>@B� 1BPB>O@E� >KA�
#BSBILMJBKQ��- 3.��
 &,���� �������� ,>SBOF@H� �42 ��FP� >K�>FO�QL�PROC>@B� JFPPFIB�� &,��

ABPFDKBA� CLO�@ILPB� >FO� PRMMLOQ
� (Q� FP� QEB� JLPQ� TFABIV� MOLAR@BA�
MOB@FPFLK�DRFABA� JFPPFIB� FK� QEB� 6BPQBOK� TLOIA��>KA� FP� BCCB@QFSB�
>D>FKPQ� >� TFAB� O>KDB� LC�Q>@QF@>I�Q>ODBQP�� FK@IRAFKD�>OJLO�� >FO�
ABCBKPBP��PEFMP��DOLRKA�QO>KPMLOQ>QFLK�>KA�CRBI�PQLO>DB�C>@FIFQFBP
�
 ' ��������������� RQLMFILQ�'>OAT>OB� QQ>@H�
 '#��������������� K>ILD�EFDE�ABCFKFQFLK�

 '12 ������������ QQFQRAB�>KA�EB>AFKD�OBCBOBK@B�PVPQBJ�
 (�������������������� OQFCF@F>I�FKQBIIFDBK@B�
 (  �������������� JBOF@>K�(KPQFQRQB�LC� BOLK>RQF@P�>KA� BOLPM>@B�

 ("����������������� BOLK>RQF@>I�(KCLOJ>QFLK�"FO@RI>O�
 (/����������������� BOLK>RQF@>I�(KCLOJ>QFLK�/R?IF@>QFLK�
 (2�����������������  RQLJ>QBA� (ABKQFCF@>QFLK� 2VPQBJ� CLO� "LIIFPFLK�

 SLFA>K@B�
 )�������������������� KQF�)>J�
 +! ��������������� FO�+>KA�!>QQIB�
 +$13�����������  AS>K@BA� +LT�L?PBOS>?IB� $J?BAABA�

1B@LKK>FPP>K@B�3>ODBQFKD�PVPQBJ
�
 ,������������������  JMIFQRAB�,LARI>QFLK� �� >I�,LRO>?FQLRK� QBOOLOFPQ�

DOLRM�
 ,!��������������� DFIB�,RIQF�!B>J�
 ,1  ,����� AS>K@BA�,BAFRJ�1>KDB� FO�QL� FO�,FPPFIB�
 -2/�������������� FO�->SFD>QFLK�2BOSF@B�/OLSFABO�

 ??OBSF>QFLKP�>KA� @OLKVJP��Y��UIF

https://en.wikipedia.org/wiki/Air-to-surface_missile
https://en.wikipedia.org/wiki/Close_air_support
https://en.wikipedia.org/wiki/Military_tactics
https://en.wikipedia.org/wiki/Armour
https://en.wikipedia.org/wiki/Ship


 -.��������������� FO�->SFD>QFLK�.OABO��4*��
 .������������������ OB>�LC�.MBO>QFLKP�
 L ���������������� KDIB�LC� QQ>@H�
 /$"�������������� PF>�/>@FCF@�$@LKLJF@�"LLMBO>QFLK�
 /&���������������� PF>�/>@FCF@�&>QBT>V�
 /*62 ��������� AS>K@BA�MOB@FPFLK�HFII�TB>MLK�PVPQBJ�
 0������������������ I�0>FA>�3BOOLOFPQ�&OLRM�i�mQEB�!>PBn�
 . ��������������� FO@O>CQ�LMBO>QFKD�>RQELOFQV�
 0(,�������������>I�0>BA>�FK�QEB�(PI>JF@�,>DEOB?�
 O ���������������������������1B@BFSB�>KQBKK>�BCCB@QFSB�>OB>��J��
 1������������������ PMB@Q�O>QFL�
 1�AOLKB��������AR�PQ>KAP� CLO� m RDJBKQBA�1B>IFQVn� FK�AR drone
�AR 

Drone�@>K� MBOCLOJ� Q>PHP� IFHB� L?GB@Q� OB@LDKFQFLK� >KA� CLIILTFKD��
DBPQROB�CLIILTFKD
�
 1,��������������� KQF�1>AF>QFLK�,RKFQFLKP�
 12���������������� FO?LOKB�1BJLQB�2BKPFKD�
 16��������������� KQF�O>AF>QFLK�TB>MLKP�
 2������������������� FO?LOKB�2BKPFKD�2VPQBJP�
 2!���������������� ASFPLOV�2BOSF@B�!RIIBQFK���� FO�2B>�!>QQIB�
 2$ ������������� @QFSB�BIB@QOLKF@>IIV�P@>KKBA�>OO>VP�
 2$ -���������� PPL@F>QFLK�LC�2LRQEB>PQBOK� PF>K�->QFLKP�
 2+���������������� FO?LOKB�2VPQBJP�+>?LO>QLOV�
 2,2������������� RQLJ>QBA�2BM>O>QFLK�,>K>DBJBKQ�2VPQBJ�
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Chapter 1:   The Role of 
Information Technology 
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ABSBILMFKD�>�PVPQBJ�@>M>?IB�LC�Q>HFKD�A>Q>�>KA�J>HFKD�PBKPB�LC�FQ
�
/>OQ�LC�QEB�@E>IIBKDB�FP�PFJMIV�@I>PPFCVFKD�QEB�A>Q>�>P�?BILKDFKD�QL�
LKB�QVMB�LO�>KLQEBO��FP�QEFP�>�?FOA�LO�>�?B>O���(P�FQ�>�AR@H�LO�>�DLLPB��
(P�FQ�>�">K>AF>K�&LLPB�LO�>K� O@QF@�2T>K�� KA�PL�LK��TFQE�FK@OB>PFKD�
ABQ>FI�>KA�PMB@FCF@FQV
�
 KLQEBO� M>OQ� LC� QEB� @E>IIBKDB� FP� AFPQFKDRFPEFKD� QORQE� COLJ�

C>IPBELLA�� FP� QEFP� A>Q>� FKMRQ� QORIV� OBMOBPBKQ>QFSB� LC� OB>IFQV� LO� FP�
FQ� >� C>IPBELLA��� %>IPBELLAP� @>K� @LJB� COLJ� >� S>OFBQV� LC� PLRO@BP��
FK@IRAFKD�PFK@BOBIV�EBIA�?BIFBCP
��%LO� (�PVPQBJP�QE>Q�>OB�@LIIB@QFKD�
QBUQR>I� MLPQFKDP�� PR@E� >P� COLJ� PLRO@BP� IFHB� ?LLHP�� QTBBQP�� >KA�
KBTPM>MBOP�� AFPQFKDRFPEFKD� QORQE� @>K� ?B� BUQOBJBIV� QOF@HV
�� 3EFP� FP�
LKB� LC� QEB� @E>IIBKDBP� QE>Q� 6>QPLK�� QEB� (!,� PVPQBJ�� E>P� E>A� QL�
@LKCOLKQ� FK� LOABO� QL� BUB@RQB� PR@E� QEFKDP� >P� M>OQF@FM>QFKD� FK�
)BLM>OAV��&O>V�������
�
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 II� QEFP� IB>AP� QL� QEB� FPPRB� LC� QO>FKFKD� A>Q>
��  (� @I>PPFCFBOP� >OB�
ABSBILMBA�� LO� QO>FKBA�� RPFKD� A>Q>� PBQP
� !V� FKPBOQFKD� C>IPB� LO�
JFPIB>AFKD�A>Q>�FKQL�QEB�QO>FKFKD�PBQP��FQ�FP�MLPPF?IB�QL�@>RPB�QEB� (�
QL�J>HB�JFPQ>HBP�TEBK�ABMILVBA�FK�OB>I�TLOIA�PFQR>QFLKP��,LFPBGBSP��
�������!ROPWQBFK�������
�
 � IBPP� OL?RPQ�  (�� TFQE� QEB� >?FIFQV� QL�JFJF@� ERJ>K� ?BE>SFLO�� >K�

>?FIFQV� QL�BUB@RQB�PMB@FCF@�@LJMIBU� Q>PHP� �PR@E�>P�PBKPLOV�>PMB@QP�
LC� ?FLILDF@>I� IFCB�� FK@IRAFKD� PJBII�� EB>OFKD�� SFPFLK�� >KA� QLR@E��� @>K�
CFQ� FKQL�>�PJ>IIBO� CLOJ� CFQ��ABMBKAFKD�LK� QEB� CRK@QFLK
��.KB�LC� QEB�
QEFKDP�JLPQ�ELJB�RPBOP�ALKlQ� OB>IFWB�>?LRQ�SLF@B�OB@LDKFQFLK�>KA�
FKQBOMOBQ>QFLK�PVPQBJP��PR@E�>P�2FOF��FP�QE>Q�QEB�SLF@B�FKQBOMOBQ>QFLK�
>KA�@E>O>@QBOFW>QFLK�ALBP�KLQ�L@@RO�LK�QEB�E>KAEBIA�MELKB�LO�QEB�
PJ>II�PMB>HBO�PVPQBJ
��(KPQB>A��QEB�A>Q>�FP�@LIIB@QBA�>KA�QO>KPJFQQBA�
QL� ?>@HBKA� MOL@BPPLOP�� TEBOB� QEB� >@QR>I� A>Q>� @ORK@EFKD�
L@@ROP��&LBI�� �����
� 3EFP� AFPQOF?RQBA� MOL@BPPFKD� FP� KB@BPP>OV� FK�
LOABO� QL� ?OFKD� QEB� >JLRKQ� LC� @LJMRQFKD� MLTBO� QL� ?B>O� QE>Q� FP�
KBBABA�QL� FKQBOMOBQ�>II� QEB�S>OFLRP�QVMBP�LC�SLF@BP��@FO@RJPQ>K@BP��
>KA� @LJJ>KAP�� >KA� BSBK� QEBK�� JFPQ>HBP� >OB� J>AB
� �3EBOB� >OB�
BU>JMIBP�LC�SLF@B�OB@LDKFQFLK�PVPQBJP�QE>Q�>OB�CRIIV� CRK@QFLK>I�LK�
PQ>KA>ILKB� ELJB� @LJMRQBO� PVPQBJP�� PR@E� >P� #O>DLK� ->QRO>IIV�
2MB>HFKD��-R>K@B�� ������� ?RQ� QEBPB� TLOH� LKIV� ?B@>RPB� QEB� CFOPQ�
QEFKD� QEB� RPBO� KBBAP� QL� AL� FP� QL� QO>FK� QEB� PLCQT>OB� QL� FKQBOMOBQ�
QEB� RPBOlP� SLF@B�� FK@IRAFKD� @>ABK@B�� >@@BKQ�� >KA� PQOR@QROB
�� $SBOV�
VB>O��QEBPB�PVPQBJP�>OB�DBQQFKD�JLOB�@>M>?IB�?RQ�QEBOB�FP�PQFII�>�C>FO�
>JLRKQ�LC�MOL@BPPFKD�KBBABA�TEBK�JLOB�QE>K�LKB�RKFNRB�RPBO� FP�
FKQBOC>@FKD�TFQE�QEB� (
�
2VPQBJP� QE>Q� >OB� QO>FKBA� QL� PBKPB� >KA� FKQBOMOBQ� BKSFOLKJBKQ>I�

BIBJBKQP� J>V� ?B� IFJFQBA� ?V� QEB� QB@EKLILDV� RPBA� CLO�
PBKPFKD��5FK@BKQ�������
��3EB�BU>JMIBP�LC�>RQLJ>QBA�SBEF@IBP�EFQQFKD�
MBABPQOF>KP� FIIRPQO>QBP� PLJB� LC� QEFP� @E>IIBKDB��6>H>?>V>PEF��
�������,@">RPI>KA�������
�(Q�?B@LJBP�BSBK�JLOB�MOL?IBJ>QF@�TEBK�
@LJMIF@>QBA�P@BK>OFLP�>OB�BKSFPFLKBA��PR@E�>P�?BFKD�>?IB�QL�ABQB@Q�
M>QQBOKP� FK� @LJMIBU�A>Q>� COLJ�JRIQFMIB� PLRO@BP� FK�LOABO� QL�J>HB�
@LOOB@Q� AB@FPFLKP� �PR@E� >P� FABKQFCVFKD� >� QBOOLOFPQ� FK� >� @OLTA� LC�
MBLMIB���3>OJ�������
�
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(Q� DLBP� TFQELRQ� P>VFKD� QE>Q� QEB� FK@OB>PFKD� JFKF>QROFW>QFLK� LC�
BIB@QOLKF@� @LJMLKBKQP�� QEB� FK@LOMLO>QFLK� LC� >IQBOK>QFSBP� QL�
BIB@QOLKF@P��PR@E�>P�LMQF@P��>KA�QEB�ABSBILMJBKQ�LC�PMB@F>I�MROMLPB�
MOL@BPPLOP�E>SB�>KA�@LKQFKRB�QL�OBSLIRQFLKFWB�QEB�>?FIFQV�QL�PNRBBWB�
@>M>?FIFQFBP�FKQL�>�PJ>II�PFWB�CLOJ�C>@QLO
��2FWB�OBAR@QFLK�E>P�>�ILQ�LC�
>AS>KQ>DBP��FQ�@>K�JB>K�ILTBO�MLTBO�OBNRFOBJBKQP��C>PQBO�BUB@RQFLK�
LC�@LJMRQ>QFLK>I�@V@IBP��>KA�IBPP�EB>Q�DBKBO>QFLK
��(Q�@>K�>IPL�E>SB�
PLJB� FKEBOBKQ� AFP>AS>KQ>DBP�� FK@IRAFKD� IBPP� OL?RPQ� MEVPF@>I�
@LJMLKBKQP
��/OLQB@QFKD�>AS>K@BA�JF@OLBIB@QOLKF@P�COLJ�AFOB@QBA�
BKBODV� >QQ>@HP�� CLO� BU>JMIB�� @>K� OBNRFOB� PFDKFCF@>KQIV� FK@OB>PBA�
PEFBIAFKD��TEF@E�@>K�FK�QROK�>CCB@Q�LSBO>II�BKBODV�OBNRFOBJBKQP�CLO�
CIFDEQ�LMBO>QFLKP
��(K�JFPPFLK�PFQR>QFLKP�TEBOB�BKBODV�BCCF@FBK@V�>KA�
4 2�J>KBRSBO>?FIFQV�>OB�FJMLOQ>KQ��QO>ABLCCP�KBBA�QL�?B�@LKPFABOBA�
FK� LSBO>II� PVPQBJ�ABPFDK
��'LTBSBO�� DOB>Q� PQOFABP� E>SB� ?BBK�J>AB�
FK�?LQE�QEB�ABSBILMJBKQ�LC�PMB@F>IFWBA�MOL@BPPLOP�QE>Q�BUB@RQB� (�
IFHB�@>M>?FIFQFBP�>KA�QEB�FKQBDO>QFLK�LC�QELPB�MOL@BPPLOP�LK�@LJJLK�
@EFM� PBQP
�� (KQBDO>QFLK� LC� JRIQFMIB� PMB@F>I� @EFMP� FK� >� PVPQBJ� @>K�
MOLSFAB� >�J>OHBA� FJMOLSBJBKQ� FK� LK�?L>OA� FKQBIIFDBK@B��,LOD>K��
�����
�
3EB� FKQBDO>QFLK�LC� >AS>K@BA� >RQLJ>QFLK�� FK@IRAFKD� (�� FKQL�4 2�

>O@EFQB@QROBP� @>K� ?B� QELRDEQ� LC� >P� E>SFKD� PBSBO>I� C>@BP
�� %FOPQ��
AB@FPFLK� PRMMLOQ� PVPQBJP� TFQE� MOB�MOLDO>JJBA� ORIBP� LC�
BKD>DBJBKQ� @>K� ?B� BJ?BAABA� LK?L>OA� QEB� FKAFSFAR>I� PVPQBJP
�
-BUQ��PMB@F>IFWBA� (�MOL@BPPLOP�@>K�?B�FK@IRABA�>P�TBII
��->QRO>IIV��
JLOB� @LJMIBU�  (� >KA� AB@FPFLK� PRMMLOQ� PLIRQFLKP� @>K� ?B�
FJMIBJBKQBA� QE>Q� OBIV� LK� ?>@HBKA� �BFQEBO� QBOOBPQOF>I� LO� >FO?LOKB��
MOL@BPPFKD�CLO�QEB�EB>SV�@LJMRQ>QFLK>I�IFCQFKD
��%FK>IIV��>II�LC�QEBPB�
@>K�?B�FKQBDO>QBA�QLDBQEBO
�
3EB�FKQBOBPQFKD�QEFKD�>?LRQ�>RQLJ>QBA�AB@FPFLK�PRMMLOQ�PVPQBJP�

FP� QE>Q� >II� MLPPF?IB� P@BK>OFLP� JRPQ� E>SB� ?BBK� @LKPFABOBA� ?V� QEB�
ERJ>K� MOLDO>JJBOP� TEL� @OB>QBA� QEB� PVPQBJ
�� 3EB� P@BK>OFL�
>K>IVPFP�>IILTP�QEB�ERJ>KP� QL�@>Q>ILD� QEB�MLQBKQF>I�AB@FPFLKP� QE>Q�
JRPQ�?B�J>AB
�� (K�>� QOFSF>I�BU>JMIB��@LKPFABO�>K�>RQLJ>QBA�T>QBO�
Q>M
��3EBOB� FP�>�PBKPLO�QE>Q�ABQB@QP�TEBK�PLJBQEFKD�J>Q@EFKD�QEB�
MOLCFIB� LC� ERJ>K� E>KAP� FP� MI>@BA� RKABO� QEB� Q>M
�� 3EB� PVPQBJ� FP�
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MOLDO>JJBA�QL�AB@FAB�FK�QELPB�@FO@RJPQ>K@BP��FC�QEB�MOLCFIB�LC�QEB�
ABQB@QBA�L?GB@Q�J>Q@EBP�QEB�MOLCFIB�IL>ABA�FKQL�QEB�PVPQBJ��>@QFS>QB�
>�PTFQ@E�QE>Q�>IILTP�T>QBO�QL�CILT
��6EBK�QEB�PBKPLO�ILPBP�ABQB@QFLK�
LC�QE>Q�L?GB@Q��>@QFS>QB�>�PTFQ@E�QE>Q�PQLMP�QEB�T>QBO�COLJ�CILTFKD
�
 II�LC�QE>Q�KBBAP�QL�?B�PMB@FCF@>IIV�MOLDO>JJBA�FKQL�QEB�PVPQBJ��KL�
AB@FPFLKP�>OB�MLPPF?IB�TFQELRQ�>�MOFLOF�PQOR@QRO>I�ABPFDK
�
3EB� P>JB� QVMB� LC� >� MOFLOF� PQOR@QRO>I� ABPFDK� FP� KBBABA� CLO� >II�

>RQLKLJLRP� AB@FPFLK� PVPQBJP�� FK@IRAFKD� >KA� BPMB@F>IIV� @LJMIBU�
PVPQBJP�FK�@LJMIF@>QBA�PFQR>QFLKP
��%LO�BU>JMIB��FK�>K�>RQLKLJLRP�
@>O�� >� P@BK>OFL� QL� @LKPFABO�JFDEQ� ?B� QE>Q� >K� LIA� I>AV� >KA� >� @EFIA�
ORK�FKQL�QEB�PQOBBQ�FK�COLKQ�LC�QEB�@>O�PL�PRAABKIV�QE>Q�QEB�@>O�JRPQ�
�?B@>RPB�LC�MEVPF@P��EFQ�LKB�LO�QEB�LQEBO�LC�QEB�MBLMIB
��3EB�AB@FPFLK�
JRPQ�?B�J>AB�TEF@E�LKB�QL�EFQ
��(K�>�PQOLKD� (�PVPQBJ��QEB�FKQBOK>I�
FKQBIIFDBK@B�TLRIA�MOL@BPP�QEB�A>Q>�>KA�J>HB�QEB�AB@FPFLK�?>PBA�LK�
FKQBOK>I� ILDF@
�� (C� QEB�MOL@BPPFKD� FP� PRCCF@FBKQIV� C>PQ�� QEB� @>O�TLRIA�
QEBK�BUB@RQB� QEB� PVPQBJlP�AB@FPFLK�� Q>HFKD�LRQ�BFQEBO� QEB�LIA� I>AV�
LO�QEB�@EFIA
��(K�TB>H� (�LO�>�@LKSBKQFLK>I�AB@FPFLK�PRMMLOQ�PVPQBJ��
QEB� PVPQBJ�TLRIA� PFJMIV� BUB@RQB� QEB� MOB�MOLDO>JJBA� AB@FPFLKP�
BJ?BAABA� FK� QEB� PVPQBJ
�� 3EBPB� AB@FPFLKP�JFDEQ� Q>HB� PLJBQEFKD�
IFHB� QEB� CLIILTFKD�PQOR@QROBP��ABMBKAFKD�LK� QEB�MOLDO>JJBO�QB>J�
@LKPFABO>QFLKP��
�

o� FC�QTL�L?GB@QP�?IL@H�QEB�M>QE�TFQE�FKPRCCF@FBKQ�QFJB�QL�>SLFA�
?LQE��

o� o�EFQ�QEB�LKB�QL�QEB�OFDEQ�

�
3EB�AB@FPFLK��LC�@LROPB��@LRIA�E>SB�GRPQ�>P�B>PFIV�?BBK��
�

o� o�EFQ�QEB�LKB�QL�QEB�IBCQ�

.1�

o� o�K>SFD>QB�?BQTBBK�QEB�L?GB@QP�
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 IQBOK>QFSBIV�� >�JLOB� @LJMIBU� PVPQBJ�JFDEQ� E>SB� QEB� CLIILTFKD�

QVMB�LC�ILDF@�M>QE��

o� FC�QTL�L?GB@QP�?IL@H�QEB�M>QE�TFQE�FKPRCCF@FBKQ�QFJB�QL�>SLFA�
?LQE��

o� o�@E>O>@QBOFWB�QEB�FABKQFQV�LC�QEB�L?GB@QP�
o� oo�>OB�?LQE�L?GB@QP�JBJ?BOP�LC�>�MOLQB@QBA�@I>PP��

(C�VBP��EFQ�QEB�LKB�QL�QEB�OFDEQ�
(C�KL��QEBK��

o� oo�FP�LKB�>�JBJ?BO�LC�MOLQB@QBA�@I>PP��

(C�VBP��EFQ�QEB�LQEBO�L?GB@Q�
(C�KL��QEBK�EFQ�QEB�LKB�LK�QEB�OFDEQ�
�
3EB� MLFKQ� LC� QEFP� QELRDEQ� BUBO@FPB� FP� QL� FIIRPQO>QB� QE>Q�

mFKABMBKABKQ�QEFKHFKDn�?V�>�J>@EFKB�FP�ABMBKABKQ�LK�QEFKHFKD�ALKB�
?V�MOLDO>JJBOP�FK�ABPFDKFKD�QEB�PVPQBJ
�
"BEA>86I>DCH�;DG��	.�,�(E:G6I>DCH�
 �4 2�J>V�E>SB�AB@FPFLK�MOL@BPPBP� FK�MI>@B�QE>Q� FJMBI�QEB�4 2�

QL� >SLFA� EFQQFKD� JBJ?BOP� LC� FQP� PT>OJ�� ABMILV� BIB@QOLKF@�
@LRKQBOJB>PROBP� TEBK� @BOQ>FK� QEOB>QP� >OB� ABQB@QBA�� LO� FK@OB>PB�
MLTBO�TEBK�QEB�O>QB�LC�>IQFQRAB�@E>KDB�BU@BBAP�@BOQ>FK�QEOBPELIAP
�
$>@E�LC�QEBPB�AB@FPFLKP�PQOR@QROBP�FP�KB@BPP>OV�QL�PRMMLOQ�QEB�PBJF��
LO�CRIIV�>RQLKLJLRP�>PMB@QP�LC�QEB�JFPPFLK
��$>@E�LC�QEBPB�AB@FPFLKP�
@>K� MOLSFAB� >K� BUMILFQ>?IB� >PMB@Q� CLO� "�4 2� >@QFSFQFBP
�
4KABOPQ>KAFKD�TE>Q� QEB�AB@FPFLK�PQOR@QROB� FP�MOLSFABP� QEB�"�4 2�
JFPPFLK� MI>KKBO� TFQE� QEB� LMMLOQRKFQV� QL� @OB>QB� PFQR>QFLKP� QE>Q�
QOFDDBO�@BOQ>FK�AB@FPFLKP� QE>Q�@>K� IB>A� QL�ABPFO>?IB�LRQ@LJBP�� IFHB�
AFSBOQFKD�QEB�CIFDEQ�M>QE�LC�>�PT>OJ
�
2FJFI>OIV�� FC� QEB� 4 2� FP� ABMBKABKQ� LK� ?>@HBKA� MOL@BPPFKD� QL�

PRMMLOQ�AB@FPFLK�MOL@BPPBP��QEBK�ABKVFKD�QEB�IFKH�?BQTBBK�QEB�4 2�
>KA�QEB�?>@HBKA�MOL@BPPBP�TFII�E>SB�>K�L?SFLRP�BCCB@Q
�� �@LJMBQBKQ�
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>O@EFQB@Q� TFII� E>SB� MOLDO>JJBA� FK� C>FIP>CB� AB@FPFLKP� FK� QEB� BSBKQ�
LC�>� ILPQ� IFKH�j�CLO@FKD�QEFP�LRQ@LJB�J>V�LO�J>V�KLQ�?B�>�ABPFOBA�
LRQ@LJB
�� 2MLLCFKD� QEB� IFKH� >KA� OBMI>@FKD� QEB� >RQEBKQF@� ?>@HBKA�
MOL@BPPFKD� TFQE� >IQBOK>QFSB� MOL@BPPFKD� J>V� ?B� >� JLOB� ABPFO>?IB�
LRQ@LJB�� FC� FQ� @>K� ?B� >@@LJMIFPEBA� �MOL?>?IV� SBOV� AFCCF@RIQ� FC�
MLPPF?IB�� >Q�>II�
�� �JFAAIB� IBSBI� >QQ>@H��TEBOB� QEB� IFKH� FP�ABDO>ABA�
QL� QEB� MLFKQ� QE>Q� QEB� AB@FPFLK� @V@IB� PILTP� ALTK� PFDKFCF@>KQIV� @>K�
?B�QEB�JLOB�ABPFO>?IB�LRQ@LJB��>P�FQ�MOLSFABP�QEB�"�4 2�LMBO>QLO�
>AAFQFLK>I�QFJB�QL�MROPRB�QEB�"�4 2�JFPPFLK�L?GB@QFSBP
�
!LQQLJ�IFKB���RKABOPQ>KAFKD�QEB�IBSBI�>KA�@LJMIBUFQV�LC�LK?L>OA�

FKQBIIFDBK@B�FP�>K�FJMLOQ>KQ�M>OQ�LC�"�4 2�MI>KKFKD
�
!DL�,:CH>C<�>H�.H:9�ID�,JEEDGI�.�,�(E:G6I>DCH�
.QEBO�BIBJBKQP�LC� QEB�4 2� FKCLOJ>QFLK�MOL@BPPFKD�>O@EFQB@QROB�

QE>Q�>OB�MLQBKQF>I�Q>ODBQP�CLO�"�4 2�>@QFSFQFBP�FK@IRAB�QEB�PBKPLOP
�
 � 4 2� FP� ?IFKA� >KA� AB>C� TFQELRQ� PBKPLOP� FKQBO>@QFKD� TFQE� QEB�
BKSFOLKJBKQ� >KA� MOLSFAFKD� A>Q>� >?LRQ� QEB� BKSFOLKJBKQ� QL� QEB�
@LKQOLI�PVPQBJP
��2BKPLOP�FK@IRAB�QEBOJLJBQBOP��?>OLJBQBOP��SFPR>I�
PMB@QORJ� @>JBO>P�� JRIQFPMB@QO>I� PBKPLOP�� TFKA� PMBBA� PBKPLOP��
EVAOLJBQBOP�� >KA� >P� J>KV� LQEBO� QVMBP� LC� PBKPLOP� >P� @>K� ?B�
FJ>DFKBA
�� 2LJB� LC� QEBPB� J>V� MOLSFAB� A>Q>� QL� BUQBOK>I� PVPQBJP��
PR@E�>P�K>SFD>QFLK�>FAP�LO�FKQBIIFDBK@B�A>Q>�@LIIB@QFLK�PVPQBJP��TEFIB�
LQEBOP�J>V�MOLSFAB�A>Q>�PLIBIV�CLO�RPB�?V�QEB�4 2
�
$>@E�LC�QEBPB�PBKPLOP�PELRIA�?B�@LKPFABOBA�>P�MLQBKQF>I� Q>ODBQP�

CLO�"�4 2�>@QFSFQFBP
�"LKCRPFKD�PBKPLOP�QE>Q�PRMMLOQ�K>SFD>QFLK�J>V�
@>RPB� >�4 2� QL� C>FIP>CB� FKQL� >K� >RQLJ>QBA� OBQROK� QL� ?>PB�MOLCFIB
�
#BKVFKD�QEB� FKQBIIFDBK@B�A>Q>�D>QEBOFKD�PBKPLOP�J>V�KLQ�AL�JR@E�
QL�QEB�CIFDEQ�LMBO>QFLKP�LC�QEB�4 2�?RQ�TLRIA�ABDO>AB�LO�ABKV�QEB�
BCCB@QFSBKBPP�LC�QEB�JFPPFLK
��%FK>IIV��>QQ>@HFKD�QEB�PBKPLO�PVPQBJP�
QELRDE�BIB@QOLKF@�JB>KP�QL�MEVPF@>IIV�ABDO>AB�LO�ABPQOLV�QEB�>@QR>I�
PBKPFKD� >MM>O>QRP� MOLSFABP� >� JLOB� BKAROFKD� BCCB@Q� QE>Q� QEB�
>ASBOP>OV�TLRIA�E>SB�>�E>OABO�QFJB�OB@LSBOFKD�COLJ
�
(K� PRJJ>OV�� QEBOB� >OB� JLOB� LMQFLKP� QL� "�4 2� QE>K� PFJMIV�
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Chapter 4:  Planning for 
Resiliency and Robustness 
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