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It is our pleasure to provide you with Red Canary’s 2023 Threat Detection Report. 
Our fifth annual retrospective, this report is based on in-depth analysis of nearly 
40,000 threats detected across our 800+ customers’ endpoints, networks, cloud 
workloads, identities, and SaaS applications over the past year. This report 
provides you with a comprehensive view of this threat landscape, including 
new twists on existing adversary techniques, and the trends that our team has 
observed as adversaries continue to organize, commoditize, and ratchet up their 
cybercrime operations. 

As the technology that we rely on to conduct business continues to evolve,  
so do the threats that we face. Here’s what’s new in this year’s report:

Cloud and identity attacks are becoming more prevalent across our 
customers’ environments and appear for the first time in this report.

Our unique visibility into email attacks, still the leading initial access 
vector used by adversaries, has put us in a position to detect even more 
attacks at earlier stages.

Adversary simulation and other authorized testing are excluded  
from our data set, leading to a more accurate representation of the 
threat landscape. 

What’s old is new: Raspberry Robin, a USB-based threat first discovered 
by Red Canary, continues to evolve and we provide updated research.

Mitigation guidance to limit adversaries’ effectiveness.

intro

HOW TO USE THIS REPORT

•	 Explore the most prevalent and impactful threats, techniques, and trends 
that we’ve observed.  

•	 Note how adversaries are evolving their tradecraft as organizations continue 
their shift to cloud-based identity, infrastructure, and applications.  

•	 Learn how to emulate, mitigate, and detect specific threats and techniques.  

•	 Shape and inform your readiness, detection, and response to critical threats.
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methodology
As Red Canary eclipses a decade providing world-class security operations 
to organizations around the world, we continue to analyze, learn, and evolve 
based on the petabytes of raw data and trillions of signals that our XDR platform 
consumes daily. Every byte of this data is interrogated 24x7 by roughly 3,500 
analytics, and adversaries are relentlessly pursued by our expert team of 
intelligence, research, detection, and threat hunting professionals. In 2022, Red 
Canary detected and responded to nearly 40,000 threats that our customers’ 
preventative controls missed.

Behind the data 

The Threat Detection Report sets itself apart from other annual reports with 
unique data and insights that are derived from a combination of expansive 
detection coverage coupled with expert, human-led investigation and 
confirmation of threats. The data that powers Red Canary and this report are 
not mere software signals—this data set is the result of hundreds of thousands 
of expert investigations across millions of protected systems. Each of the nearly 
40,000 threats that we responded to have one thing in common: These threats 
weren’t prevented by our customers’ expansive security controls—they are the 
product of a breadth and depth of analytics that we use to detect the threats  
that would otherwise go undetected.

“In 2022, Red 
Canary detected 
and responded to 
nearly 40,000 threats 
that our customers’ 
preventative controls 
missed.”
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trends
Red Canary performed an analysis of emerging and significant trends that we’ve 
encountered in confirmed threats, intelligence reporting, and elsewhere over the 
past year. We’ve compiled the most prominent trends of 2022 in this report to 
show major themes that may continue into 2023.

The Technique and Threat sections of this report are focused on prevalent 
ATT&CK techniques and threat associations from the nearly 40,000 confirmed 
threats we detected in 2022. The Trends section takes us one step beyond that 
data and allows us to narrate events that might not be prevalent in our detection 
data set but may be emergent or otherwise deserve your attention.

Ransomware

TRENDS

Initial access tradecraft

Command and control frameworks

Stealers

Identity

Email threats

Adversary emulation and testing

How to use our analysis 

The 2022 Trends section is intended to provide valuable insight and actionable 
recommendations for security leaders to make informed decisions. We offer 
advice to help defenders prepare, prevent, detect, and mitigate activity 
associated with each trend. The guidance we provide differs, since each trend 
requires a different approach. You might also use our analysis to help anticipate 
and plan for key trends that may continue into 2023, just as we saw with 2021 
trends extending into 2022.

WHAT’S INCLUDED 
IN THIS SECTION? 

We’ve written an extensive  
analysis of seven trends 
we tracked throughout 
2022. This PDF includes 
an abridged version of our 
analysis, describing the 
trend and explaining why 
it matters. You can view 
the full analysis—including 
mitigation, detection, and 
testing guidance—in the 
web version of this report.
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TREND

The ransomware landscape continued to shift in 2022. While some metrics 
suggested that ransomware was less prevalent, other metrics suggested that 
ransomware was more prevalent for specific sectors. The community observed 
new ransomware groups popping up, while others disappeared. Regardless of 
the exact numbers, ransomware continues to be one of the most pressing threats 
to every organization.

What we saw in 2022

A visibility challenge 

A major challenge with ransomware is that no one sees all ransomware 
intrusions, so no one knows how bad the problem really is. From Red Canary’s 
perspective, we didn’t see much ransomware in 2022—no ransomware group 
made it into our top 20 threats, and we saw fewer ransomware incidents as 
compared to 2021. However, that reflects our visibility rather than the true 
prevalence of ransomware. As with any intrusion, ransomware doesn’t come  
out of thin air—it’s part of a larger chain of events, as depicted in this diagram.

2022 brought significant developments to the ransomware 
ecosystem, but the basic—and detectable—adversary 
behaviors remain the same. 

Ransomware









12

TREND

In 2022 we saw major malware campaigns leverage vintage tradecraft in new 
ways, experimenting with delivery vehicles and file types in an attempt to 
evade detection. Weaponized Microsoft documents and malicious macros 
waned in favor of evil binaries hidden within nested layers of container files 
and compressed archives. Adversaries manipulated search engine ads and 
results to lure users into downloading malicious installers. USBs, a well-known 
threat vector for decades, saw a resurgence in use by new malware families and 
established adversaries.

Phishing trend: Macros are out, 
compressed files and containers are in

Macros traded in for newer delivery vehicles 

In February 2022, Microsoft announced that they would start blocking VBA 
macros by default across their entire product suite. Key to implementing this 
change is the Zone Identifier Alternate Data Stream (ADS) value assigned to 
downloaded files and attachments, with the specific value based on whether  
or not the file came from a trusted location. The internet is not considered a 
trusted source, meaning files with the Zone.Identifier ADS value of 3—commonly 
known as the Mark-of-the-Web (MOTW)—can be subject to more stringent 
security measures. 

Not all file types are automatically assigned the MOTW. It depends on several 
factors, including the software used to download the file, the file format, and 
other utilities with features that may or may not be enabled. Compressed 
archives (ZIP, RAR) and container files (ISO, VHD) are types of files that may not 
have the MOTW, meaning they won’t be restricted, blocked, or generate warning 
prompts in the same way as files that do contain the mark.

Following Microsoft’s announcement, adversaries across all verticals changed 
their techniques. They rapidly shifted away from malicious macros in their 
phishing emails and began leveraging container files and compressed files to 
deliver their malware, often nesting these file types within each other in an 
attempt to further bypass security controls. In June 2022, 7-Zip released an 
update that added an opt-in feature that could add the MOTW to ZIP files.  

Adversaries reevaluated their initial access methodologies  
in 2022 and leveraged old tradecraft in new ways at 
prodigious scale.

Initial access  
tradecraft
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TREND

Commercial and open source C2 and post-exploitation frameworks save red 
teamers time on custom development and allow them to quickly change TTPs 
in their engagements. Not surprisingly, adversaries also find them attractive 
due to their ease of use and flexibility. Since there’s no universally agreed upon 
definition that differentiates C2 from post-exploitation frameworks, we chose to 
analyze both collectively in this section. 

Adversaries have long used open source and leaked versions of commercial 
frameworks, most notably Metasploit and Cobalt Strike. While Cobalt Strike  
has received a lot of attention and remains Red Canary’s most-observed 
framework, both red teamers and adversaries have begun to leverage  
alternative frameworks.

Cobalt Strike and Metasploit continue to be the most popular C2 and  
post-exploitation frameworks seen in our customers’ environments. Cobalt 
Strike was the highest-ranking framework, coming in at #8, followed by 
Metasploit ranking 14th. While they didn’t break into our top 50 for 2022,  
Brute Ratel, Sliver, and Mythic may continue to gain popularity as adversaries 
look for alternative frameworks, so they’re worth keeping an eye on.

Brute Ratel 

Brute Ratel is a commercial post-exploitation framework with implants  
that can take many forms, including executables, service binaries, DLLs, and 
PowerShell scripts. It is capable of moving laterally via Server Message Block 
(SMB), escalating privileges, and creating processes to inject itself into for 
defense evasion. Qbot was observed delivering Brute Ratel in 2022.

Sliver 

Sliver is an open source post-exploitation framework written in Go. It executes 
commands through PowerShell or the Windows Command Shell. It supports 
several protocols for C2 including HTTP, WireGuard, and DNS. TA551 reportedly 
used Sliver in 2021, and in 2022 Team Cymru observed at least two distinct 
campaigns using it. In 2022, adversaries also took advantage of Sliver’s support 
for macOS.

Move over Cobalt Strike: Adversaries and testers have more options for 
command and control (C2) and post-exploitation frameworks than ever.

Command  
and control  
frameworks
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The last few years have seen organizations embrace remote work and 
technologies that allow employees to work outside the traditional perimeter of 
an enterprise network. Technologies that allow this kind of work to occur include 
VPNs, remote access solutions, web applications, and more, and all of these 
technologies require one thing to get started: credentials. As the enterprise 
network perimeter becomes less important, the access of employees becomes a 
point for adversaries to target for initial and persistent access to organizations. 
Information stealer malware such as RedLine, Vidar, and Raccoon all gather 
credentials from various sources on a computer system, including password 
managers, web browsers, files on disk, and more. When used properly, an 
instance of stealer malware can gather credentials that enable privileged and 
persistent access to an enterprise in the course of a minute or less.

Stealing the spotlight 

Red Canary and the larger information security community seemed to witness a 
rise in the use of stealer malware in 2022, with several stealers making it into our 
top 10 lists during various months throughout the year. We observed RedLine, 
Raccoon, and Vidar malware across multiple customer environments in various 
industries. We observed that no industry is immune to stealer malware and the 
spread of such malware is often opportunistic, usually through advertising and 
SEO manipulation. Most often masquerading the malware as fake or trojanized 
installer files, adversaries found victims unwittingly looking for malware on 
compromised or fake sites disguised as download pages for legitimate tools. In 
many of these instances, the adversaries deploying the malware also chose to 
sharply increase the size of their malware files with padding to prevent security 
tools and sandboxes from effectively handling the stealers during analysis. This 
large sample size can significantly hinder analysis with sandboxes due to upload 
size restrictions, and it can hinder analysis tools on your local system by causing 
them to slow down while processing a large file.

This use of stealers gained high visibility in 2022 thanks to LAPSUS$ conducting 
high-profile breaches. As part of their strategy to gain initial access to targeted 
organizations, LAPSUS$ relied on gaining initial access with credentials 
taken by RedLine and other stealer malware and sold afterward. This strategy 
proved extremely successful, resulting in multiple breaches for high-profile 
organizations such as Uber and Okta.

Stealer malware—such as RedLine, Raccoon, and Vidar—
enabled some of the highest-profile breaches in 2022.

TRENDStealers
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TREND

Users continue to be the weakest link in the initial chains of compromise we 
investigate. Virtual identities used by humans are the critical enabler of breaches 
that lead to intellectual property theft, ransomware, and cryptomining, to 
name just a few. It’s critical for defenders to adopt detection technologies and 
strategies that thwart identity compromises earlier in the intrusion chain. 

In 2022 adversaries demonstrated their talents for circumventing several 
types of identity verification technologies that security teams use to prevent 
unauthorized use of compromised credentials. Namely, adversaries got smarter 
in their approaches to circumventing multi-factor authentication (MFA) and 
geographic/trust-based detection heuristics. 

In most scenarios, their techniques tricked end users into accepting “ghost” MFA 
requests, commonly through a technique known as MFA Request Generation, 
which we’ve covered in depth in the Techniques section of this report. In brief, it 
involves a victim yielding to the annoyance of MFA prompts that they just want 
to go away, inadvertently enabling initial access for an adversary. In cases where 
adversaries failed to gain access to systems after initial MFA bypass, they often 
abused the trust of public cloud infrastructure to bypass single points of failure 
in static geographic or hosting provider checks performed by identity access 
management systems. 

Siphoning data from Office 365
In 2022 we observed an increase in account compromises targeting Office 365. 
Adversaries appear to be prioritizing data theft in these operations, ranging 
from email collection and data exfiltration to full-on employee impersonation 
in hopes of committing financial fraud. These attacks almost always originated 
from an account login from an unusual location. In such instances, an adversary 
login would have unusual attributes, such as logging in from a net new IP address 
not seen before for a given identity, as well as other, secondary outlier attributes 
like mismatched User-Agents or never-before-seen device types or geo IP 
locations. These initial logins were almost always reported from the Office 365 
Exchange Online workload type in the Azure audit logs, but we also saw other 
Azure application types being abused.

Adversaries are sparking all sorts of identity  
crises by intercepting MFA requests and other  
user authentication mechanisms.

Identity
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TREND

Organizations are transitioning their most ubiquitous business 
tool to the cloud, and email account compromise activity 
continues apace as adversaries are following right along.

Spearphishing, Business Email Compromise (BEC), and Email Account 
Compromise (EAC) attacks continue to silently menace businesses across 
the globe, steadily outpacing damages inflicted by other attacks such as 
ransomware. Adversaries traditionally rely on social engineering schemes  
that allow them to trick unsuspecting users into facilitating payment fraud,  
disclosing sensitive information, or installing malware. 

Social engineering vs. account takeovers 

BEC attacks usually involve rerouting funds into accounts under the adversary’s 
control. Adversaries commonly accomplish this via relatively unsophisticated 
methods of social engineering, like by typosquatting or spoofing corporate 
domains in email headers so that victims believe they’re engaging with 
a legitimate business partner. These schemes remain successful despite 
increasingly watchful employees who are wary of financially themed emails 
originating from unknown or external sources. 

On the contrary, employees are far less likely to flag internal-to-internal 
communications as suspicious. As such, adversaries have ample incentive to 
compromise email accounts rather than simply impersonate them. Gaining 
access to these accounts with legitimate credentials also allows adversaries to 
search the inbox for useful messages or interesting documents. While the upfront 
effort of compromising victims’ credentials is harder, the success rate of this 
attack is typically much higher.

What we (almost always) saw in 2022 

In the past year we’ve identified and detected numerous compromises where 
adversaries abuse valid credentials to silently modify a victim’s mailbox settings. 
The intent is almost always to redirect specific emails of interest to places that 
legitimate users are unlikely to look. These incidents almost always unfolded 
in the same way: the adversary generated email inbox rules to filter and hide 
emails from the user by placing them in rarely used, built-in folders like “RSS 
Subscriptions,” “RSS Feeds,” or the “Archive” folder. 

Adversaries then use the newly discovered information during their 
reconnaissance efforts to craft emails to the accounting or payroll departments 

Email threats
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threats
The following chart illustrates the specific threats Red Canary detected most 
frequently across our customer environments in 2022. We ranked these threats 
by the percentage of customer organizations affected to prevent a single, major 
security event from skewing the metrics. For the first time in the history of this 
report, we excluded threat detections associated with customer-confirmed 
testing.

As discussed in our Methodology section, we chose to define “threats” broadly 
as malware, tools, threat groups, or activity clusters—in short, any suspicious or 
malicious activity that represents a risk to you or your organization.
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Qbot (6.1% of customers affected)

Impacket (5.6%)

AdSearch (5.3%)

Gootloader (4.4%)

Mimikatz (4.4%)

SocGholish (4.3%)

Raspberry Robin (3.9%)

Cobalt Strike (3.0%)

BloodHound (2.9%)

Gamarue (2.4%)
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THRE AT

Aside from a brief dip in July and August, Qbot dominated 
our monthly threat rankings throughout the year, flaunting 
some new delivery methods along the way. 

Analysis 
Also known as “Qakbot,” the Qbot banking trojan has been active since at least 
2007. Initially focused on stealing user data and banking credentials, Qbot’s 
functionality has expanded to incorporate features such as follow-on payload 
delivery, command and control (C2) infrastructure, and anti-analysis capabilities. 

Qbot is typically delivered via an email-based distribution model, and in 2022 
Qbot affiliates experimented with a variety of file types to deliver malicious 
payloads during their campaigns, likely in response to additional security 
controls implemented by Microsoft throughout the year. Examples of different 
delivery approaches include: 

•	 Continuing from 2021, early 2022 brought Qbot in the form of malicious ZIP 
attachments containing a macro-laden XLS dropper. 

•	 In April, researchers saw Qbot delivered via malicious MSI packages.  

•	 In mid-May, multiple Red Canary customers received phishing emails with 
malicious ZIP files containing LNK files. The LNK files ran PowerShell 
commands to download and execute a Qbot DLL payload.  

•	 In mid-2022 researchers observed Qbot operators rapidly altering the 
specifics of their payloads, sometimes changing file types or payloads day  
to day. 

•	 In the later half of the year, adversaries used HTML smuggling to  
deliver malicious code via an HTML file attached to an email, which  
then downloaded a password-protected ZIP archive containing an ISO  
file. Qbot is also known to deliver ZIP archives with IMG, VHD, and VHDX  
disk images. Using a disk image file allows Qbot to bypass the  
Mark-of-the-Web (MOTW) feature because extracted or mounted files do  
not reliably inherit MOTW.

Over the years, various groups have integrated Qbot into their operations.  
The Proofpoint-named groups TA577 and TA570 (which Red Canary assesses 
to be similar to Microsoft DEV-0450) are some of the most active Qbot malware 
affiliates. TA577 is also informally known as the “letters” affiliate based on the 

Qbot

OVERALL RANK

CUSTOMERS AFFECTED

#1

6.14%
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THRE AT

Both testers and ransomware groups make 
frequent use of the Impacket library of Python 
scripts for post-exploitation.

Analysis 
At its core, Impacket is a collection of Python libraries that plug into applications 
like vulnerability scanners, allowing them to work with Windows network 
protocols. These Python classes are used in multiple tools to facilitate command 
execution over Server Message Block (SMB) and Windows Management 
Instrumentation (WMI). Oftentimes the popular Python scripts smbexec, 
wmiexec, or dcomexec are used directly without having been downloaded via 
Impacket, as they are versatile and easily implemented code samples. This year 
Impacket continued to rise in our top 10 threat rankings, which we attribute to 
increased use by adversaries and testers alike.

In fact, more than half of the Impacket threats we detected were explicitly 
marked by our customers as testing. While Impacket is fairly easy to detect, it 
can be challenging to determine if it is malicious or benign without additional 
context and understanding of what is normal in an environment. It’s often used 
“behind the scenes” by administration and vulnerability-scanning applications, 
including Linux tools that manage or scan Windows environments. However, 
Impacket is known to be used by threats such as Vice Society/DEV-0832 as 
well as multiple other ransomware operators, so it should not be immediately 
considered benign. We recommend all organizations have a clear understanding 
of authorized use of Impacket in their environments, and consider any activity 
outside of that to be malicious until proven otherwise.

In 2022 Impacket continued to be used by a variety of adversaries, such  
as IRIDIUM, Lazarus, and initial access brokers tied to LAPSUS$ and 
Yanluownag. It is sometimes seen deployed with other tools such as Cobalt 
Strike, PowerSploit, and Mimikatz—and therefore should prompt a deeper  
look into infected systems. 

Impacket

OVERALL RANK

CUSTOMERS AFFECTED

#2

5.62%
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THRE AT

A NodeJS Webkit application that executes in its own browser, 
AdSearch exploded onto the scene in 2022, rising from obscurity  
to the summer’s most prevalent threat.

Analysis 
In early January 2022, multiple threat researchers began tweeting about 
a new threat, dubbed ChromeLoader, being delivered by malvertising links 
that delivered a malware dropper within an ISO image. Within the ISO, the 
ChromeLoader payload consisted of a .NET assembly, often named CS_installer.
exe which in turn decoded and executed an obfuscated PowerShell script 
stored within a TXT file, also found within the ISO. This PowerShell script then 
downloaded a ZIP file containing a malicious browser extension and would 
launch, or kill and re-launch, the browser with this extension running. The 
browser extension contained two functions–one to open custom ad content in 
new browser tabs and another to intercept search engine queries and send the 
user’s query contents to the ChromeLoader C2 server. Red Canary began tracking 
and detecting ChromeLoader via a variety of detection analytics, mostly related 
to PowerShell.

By the end of January 2022, references to a Tone.exe virus began popping up 
on internet forums and software identification sites. Similarly delivered 
via malvertising links serving an ISO image, Red Canary began observing an 
increasing volume of this activity in March. While the initial access was the same 
as ChromeLoader, the payload within the ISO image and subsequent behavior 
followed a different pattern. 

In contrast to the .NET EXE and PowerShell TXT file in ChromeLoader, these 
ISO images contained LNK, BAT, and ZIP files. When the user clicked on the link 
(often masquerading as install.lnk ), the BAT script would execute a tar.exe 
command to extract an EXE from the ZIP archive, as well as establish persistence 
for the extracted binary via a reg.exe command. The extracted binary, typically 
named Tone.exe in early versions, was a NodeJS Webkit application containing 
an instance of the Chromium browser. Executed via run key persistence, this 
process kept running in the background, making multiple network connections 
and offering no avenue for user interaction. As this behavior was significantly 
different than the PowerShell activity we observed with ChromeLoader, we 
began tracking this payload as AdSearch, adopting the predominant name 
returned in VirusTotal alerts.

While AdSearch’s LNK/BAT/ZIP behavior remained consistent throughout the 
year, the filenames varied over time. Tone.exe was quickly joined by Bloom., , 

AdSearch

OVERALL RANK

CUSTOMERS AFFECTED

#3

5.33%

exe
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THRE AT

A common entry point for Cobalt Strike into enterprises, 
Gootloader made significant changes to its execution flow  
in 2022.

Analysis 
Gootloader is a JScript-based malware family that typically leverages SEO 
poisoning and compromised websites to lure victims into downloading a 
ZIP archive that poses as a document that the user has searched for. While 
we observed Gootloader detections in customer environments across 
multiple sectors in 2022, they almost always happened after victims accessed 
compromised websites that claimed to offer information on contracts or other 
legal or financial documents. Victims were likely directed to these sites after 
initiating queries in common search engines with keywords such as “agreement,” 
“contract,” and the names of various financial institutions. Given the volume 
of Gootloader detections and the range of victims, this threat is likely more 
opportunistic than targeted to a specific industry or organization. Accordingly, 
Gootloader remains a threat to all organizations.

Upon execution, Gootloader identifies whether the affected system is connected 
to an Active Directory domain before deploying multiple stages of JScript and 
PowerShell payloads that may eventually lead to threats such as Cobalt Strike, 
Gootkit, Osiris, or Sodinokibi ransomware. Unremoved Gootloader infections 
have a strong possibility of leading to larger-scale incidents resulting in data theft 
or ransomware.

Readers of past Threat Detection Reports may recall that we previously tracked 
Gootloader together with the related Gootkit payload. While Gootloader 
sometimes delivers Gootkit as a payload, we began distinguishing the two in 
2022 because we observed Gootloader sometimes delivered alternative payloads 
to Gootkit, such as Cobalt Strike, and often did not deliver a second-stage 
payload at all.

Adversaries using Gootloader in 2022 followed a consistent execution pattern, 
using wscript.exe  and PowerShell command lines until around November, when 
they significantly changed multiple stages to use different Windows Registry keys 
for storage, a different process hierarchy, and more discovery commands. Some 
adversaries included cscript.exe for JScript execution instead of wscript.exe at 
some stages. This change enabled the adversary to spawn PowerShell without a 
command line to pipe in commands for execution via a StdIn stream. For more 
details, check out our blog from May (updated in November), which covers 
Gootloader activity in more depth.

Gootloader

OVERALL RANK

CUSTOMERS AFFECTED

#4

4.44%
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THRE AT

Mimikatz is a credential-dumping utility commonly leveraged 
by adversaries, penetration testers, and red teams to extract 
passwords. As an open source project, Mimikatz continues to  
be actively developed, with several new features added in 2022.

Analysis 
Mimikatz is an open source credential-dumping utility that was initially 
developed in 2007 by Benjamin Delpy to abuse various Windows authentication 
components. While the initial v0.1 release was oriented towards abusing already 
well established “Pass The Hash” attacks, after expanding its library of abuse 
primitives, the tool was publicly released as Mimikatz v1.0 in 2011. Over a decade 
later, Mimikatz is still a fantastic utility for adversaries to dump credentials and 
gain lateral movement within an organization. In 2022, a range of actors used 
Mimikatz during intrusions, from ransomware groups to red teamers.

While we observed some malicious use of Mimikatz by adversaries, the majority 
of detected activity was the result of some kind of testing—including adversary 
simulation frameworks (such as Atomic Red Team) or red teams running tests, 
as confirmed by customer feedback. We removed customer-reported testing 
from our top 10 trending threats for 2022 to help reduce error and white noise. 
With customer-reported testing removed, Mimikatz dropped from the #2 rank 
affecting 7.7 percent of customers to its final #5 ranking affecting 4.4 percent of 
customers. However, some testing is not explicitly marked as such, and though 
Mimikatz is leveraged by adversaries, we assess its #5 ranking is likely still 
inflated due to unreported testing. 

Though Mimikatz offers multiple modules, there was not much variety in the 
modules Red Canary observed this past year. As it has been for the past several 
years, the sekurlsa::logonpasswords module was the most utilized in 2022. 
This module provides extraction of usernames and passwords for user accounts 
that have recently been active on the endpoint. The next two most commonly-
observed modules were lsadump::sam, which dumps the Security Account 
Managers (SAM) database of password hashes, and sekurlsa::minidump,  
which attempts to dump credentials from an offline dump of an lsass.exe 
memory space.

Mimikatz

OVERALL RANK

CUSTOMERS AFFECTED

#5

4.36%
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THRE AT

SocGholish leverages drive-by-downloads masquerading as 
software updates to trick visitors of compromised websites into 
executing malware.

Analysis 
SocGholish is a malware family that leverages drive-by-downloads masquerading 
as software updates for initial access. Active since at least April 2018, SocGholish 
has been linked to the suspected Russian cybercrime group Evil Corp. As in past 
years, Red Canary observed SocGholish impacting a wide variety of industry 
verticals in 2022. We observed a spike in activity in February 2022 (about 
triple the normal volume), and for the rest of the year SocGholish maintained a 
relatively stable background volume, typically affecting about 0.5 percent of Red 
Canary-monitored environments each month. 

SocGholish commonly gains initial access when an unsuspecting user visits a 
compromised website and downloads a malicious file. SocGholish then relies on 
social engineering to gain execution, tricking unsuspecting users into running 
a malicious JavaScript payload. Historically this JavaScript file was delivered 
within a ZIP file masquerading as a browser update, though other lures have 
posed as updates to Adobe Flash or Microsoft Teams.  

Do you С what I C? 

In 2022, SocGholish began experimenting with changes to their ZIP filenames, 
perhaps in an attempt to evade detection based on filename patterns. During 
the middle of the year, SocGholish began incorporating homoglyphs (“look-alike” 
characters) to replace certain characters in filenames. For example, instead of 
the typical filename Chrome.Update.zip, SocGholish would replace the letters C 
and a with their UTF-8 Cyrillic look-alike characters С (0xd0a1) and а (0xd0b0), to 
produce the filename Сhrome.Updаte.zip.

SocGholish

OVERALL RANK

CUSTOMERS AFFECTED

#6

4.29%







48

THRE AT

Discovered and named by Red Canary in 2021, Raspberry Robin 
is an activity cluster spread by external drives that leverages 
Windows Installer to download malicious files.

Analysis 
Red Canary started tracking a cluster of worm-like activity in September 2021 
that we called Raspberry Robin. We shared our observations on this cluster in 
a blog published in May 2022. Following our post, other security researchers 
shared their observations and research findings, expanding the community’s 
understanding of Raspberry Robin. Since our initial blog publication, Raspberry 
Robin evolved from a growing curiosity to a widely distributed malicious 
downloader. Raspberry Robin was Red Canary’s 7th most prevalent threat 
in 2022.

Raspberry Robin activity observed by Red Canary remained at a fairly consistent 
frequency between January and June of 2022. In the latter half of 2022, we saw 
a significant increase in activity, beginning in August. The six-month period of 
July through December 2022 saw, on average, a 114 percent increase in observed 
Raspberry Robin activity compared to the first 6 months of the year. There may 
be several reasons for this increase, the most likely being both a rise in actual 
Raspberry Robin infections as well as improved detection of the threat by Red 
Canary and other vendors.

Raspberry Robin

OVERALL RANK

CUSTOMERS AFFECTED

#7

3.92%

Red Canary- 
observed Raspberry 

Robin activity in 2022
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Despite a rise in alternatives, Cobalt Strike remains a popular 
command and control (C2) framework among adversaries, 
particularly ransomware operators.

Analysis 
Cobalt Strike continues to be a favorite post-exploitation tool for adversaries. At 
#8, it is the only post-exploitation framework to make the top 10. Ransomware 
operators in particular rely substantially on Cobalt Strike’s core functionalities 
as they seek to deepen their foothold in their victims’ environments. Its speed, 
flexibility, and advanced features are likely contributing factors as to why 
ransomware attacks have been ticking upward in recent years. Some of the most 
notorious ransomware operators— including groups like Lockbit and Royal—are 
known to rely heavily on Cobalt Strike in their attacks.

Striking developments 

Cobalt Strike developers made multiple changes throughout 2022, including 
even more flexible C2 profiles, SOCKS5 proxy support, and injection options. 
These improvements allow adversaries to further customize their TTPs, 
making detection challenging. While those additions benefitted adversaries, 
the developers of Cobalt Strike also imposed major changes to discourage the 
cracking and abuse of Cobalt Strike packages. Notably, the developers changed 
how they distributed Cobalt Strike’s team server component, resulting in better 
product security. That said, we often observe Cobalt Strike beacons from 
older versions of the software, indicating that some criminal adversaries take 
advantage of older cracked or pirated versions over the newer ones.

Cobalt Strike

OVERALL RANK

CUSTOMERS AFFECTED

#8

2.96%
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BloodHound is a popular tool among testers and adversaries  
to learn about an Active Directory environment.

Analysis 
BloodHound is an open source tool that can be used to identify attack paths and 
relationships in an Active Directory (AD) environment. BloodHound made it into 
our top 10 threat rankings thanks to both testing activity and adversary use. It is 
popular among adversaries and testers because having information about an AD 
environment can enable further lateral movement throughout a network.  

BloodHound has multiple components, including SharpHound, which is a data 
collector for BloodHound written in C#. Continuing a trend from the past several 
years, SharpHound was one of the most common BloodHound components we 
observed in 2022. Though we remove customer-reported testing from our threats 
counted for this report, we assess BloodHound’s appearance as the #9 threat is 
likely due in part to its use in testing that was not reported as such.

Though BloodHound is commonly used by testers, multiple adversaries used 
BloodHound during 2022. BloodHound was regularly observed in ransomware 
intrusions, and its use by Conti was confirmed via the leaks about their 
operations. BloodHound was also used in an intrusion to conduct discovery 
after Gootloader execution and before lateral movement.

BloodHound

OVERALL RANK

CUSTOMERS AFFECTED

#9

2.88%
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More than five years after a major disruption, Gamarue is still 
worming around, often spreading dangerous payloads.

Analysis 
Gamarue, sometimes referred to as Andromeda or Wauchos, is a malware 
family used as part of a botnet. The variant of Gamarue that we observed most 
frequently in 2022 was a worm that spread primarily via infected USB drives. 
Gamarue has been used to spread other malware, steal information, and perform 
other activities such as click fraud. 
 
It might seem unusual that Gamarue continued to be so prevalent in 2022 given 
that it was disrupted in 2017. However, its presence in our top 10 threats tells 
us how pervasive worms can be, even years after takedowns of much of their 
command and control (C2) infrastructure. Although Gamarue isn’t as active as it 
once was, it isn’t completely gone, and therefore should still be taken seriously, 
as it may be a sign of poor security hygiene.

New names on the lease 

Additionally, there is a risk of other adversaries taking over old Gamarue 
infrastructure and using it for their own nefarious purposes. Mandiant reported 
that the Turla Team, tracked under the name UNC4210, did exactly that in 2022—
the actors re-registered expired Gamarue domains and used them to profile 
victims that they later targeted with follow-on malware.

USB threats: Underlooked Security Burdens 

With so many threats facing us, USB worms aren’t often the highest priority for 
many security teams, but they are still worth your attention. While we didn’t 
see follow-on activity in most Gamarue detections, the fact that we observed 
Gamarue in so many environments is significant because it tells us that USB 
worms are still a pervasive infection vector that we need to consider as part of 
our threat models. Other threats that spread via USB like Raspberry Robin also 
highlight this threat vector. While we as security practitioners may think “no one 
uses USB drives anymore,” our analysis shows that’s clearly not the case in many 
organizations, and we regularly observe infections starting from USB drives.

Gamarue

OVERALL RANK

CUSTOMERS AFFECTED

#10

2.44%
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Yellow Cockatoo is an activity cluster involving a remote access 
trojan (RAT) that delivers various other malware modules.

Analysis 
Yellow Cockatoo is an activity cluster involving search engine poisoning to trick 
users into installing a .NET RAT with infostealer capabilities. First reported by 
Red Canary in 2020, Yellow Cockatoo has also garnered attention from other 
researchers, who track it under other names such as Jupyter and Solarmarker. 
After bursting onto the scene in 2020 and appearing in about 5 percent of Red 
Canary-monitored environments to claim the #7 spot in our 2021 prevalence 
rankings, Yellow Cockatoo dropped back considerably in 2022, affecting less than 
2 percent of Red Canary customers. Despite this drop, Yellow Cockatoo achieved 
that prevalence while only being active for about 8 months of the year, cracking 
the monthly top 10 three times and peaking at #2 in March. Known for shutting 
down and retooling after periods of high activity, Yellow Cockatoo was notably 
absent from our view from November 2021 through late February 2022 and again 
from late July until early November 2022.

While much of the public reporting, notably a robust profile published by 
Morphisec, covers an infostealer component of Yellow Cockatoo, we often 
observe behavior that occurs earlier in the Yellow Cockatoo intrusion chain. 
This typically includes an installation mechanism, which delivers code that runs 
persistently. This code later downloads and executes additional modules that 
are never written to disk. In many of the instances of Yellow Cockatoo activity 
we observed, the payloads were a minimal version of the original components 
documented by Morphisec, with the infostealer functionality delegated to 
additional modules.

Search engine hijinks 

Yellow Cockatoo tradecraft is wide-ranging, and there are several variations to 
its intrusion chain. Search engine redirects enable Yellow Cockatoo operators 
to compromise users at scale. Initial access by Yellow Cockatoo often occurs via 
a search engine redirect that directs a user from a legitimate search engine to 
a site that downloads a malicious file bearing the victim’s search query as its 
name (for example: this-is-my-search-query.exe). Because potential victims are 
directed to a site based on a search they initiated, they may be more inclined 
to engage with its content. Though many adversaries craft tailored attacks and 
leverage familiar themes, Yellow Cockatoo is unique in its ability to dynamically 
“customize” its attacks based on victims’ real-time searches.

Yellow Cockatoo
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Emotet is a trojan known for delivering follow-on payloads, 
including Qbot, and, in some cases, ransomware. Despite 
an attempted takedown in 2021, adversaries continued to 
leverage Emotet throughout 2022. 

Analysis 
Emotet is an advanced, modular trojan that primarily functions as a downloader 
or dropper of other malware. It’s disseminated through malicious email links 
or attachments that use branding familiar to the recipient. Emotet focuses on 
stealing user data and banking credentials, and opportunistically deploys itself 
to victims. Emotet is polymorphic, meaning it often evades typical signature-
based detection, making it more challenging to detect. Emotet is also virtual 
machine aware and can generate false indicators if run in a virtual environment, 
further frustrating defenders. Emotet has been active and evolving since 2014, 
despite a temporary takedown in 2021.

A year searching its soul 

Following the disruption of its operations and infrastructure in January 
2021, Emotet operators resumed activity in late 2021, experimenting with AppX 
bundles to deliver the malware. After that initial divergence, we also witnessed 
operators use different delivery methods, including Excel 4.0 macros, and 
shortcut (LNK) files.

Following a weekend of what appeared to be testing activity in April 2022, 
operators began using LNK files to deliver Emotet, effectively replacing the Excel 
4.0 macros observed in previous campaigns. Red Canary observed attempts 
to deliver these LNK files via phishing emails containing password-protected 
ZIP files. If executed, the LNK files spawned PowerShell commands that 
downloaded and executed additional content from an obfuscated URL.

The operators closed out 2022 by reverting back to Excel macros for distribution 
and going dark after a final flurry of phishing activity in November.

Payload patterns 

During the year the larger community noted that Emotet deployed Cobalt Strike 
beacons during some infections. In addition, there were two distinct groups of 
Emotet distribution: Epoch 4 and Epoch 5. These two distribution groups often 

Emotet
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While not the most prevalent threat, the PlugX remote access trojan  
is attributed to espionage operators with ties to Chinese interests.

PlugX

Analysis 
PlugX is a malware family observed in intrusions attributed to multiple operators 
at least as far back as 2008. Although researchers largely attribute compromises 
involving PlugX to espionage operators with ties to Chinese interests, notably 
Mustang Panda (which overlaps with the  TA416 and RedDelta), there is 
speculation that PlugX source code has been circulated online and may be 
accessible to a broader range of adversaries. It is also tracked as Destroy RAT, 
Kaba, Korplug, Sogu, and TIGERPLUG.

PlugX is a modular malware with multiple capabilities. It calls back to a command 
and control (C2) server, gathers machine information, performs screen captures, 
and manages services and processes. Additionally, it looks to obfuscate its 
activities by performing actions like modifying the characteristics of folders to 
hide them. 

In 2022, Red Canary observed PlugX in several industries, including 
manufacturing, construction, insurance, and international nonprofits.  
In multiple infections throughout the year, USB devices containing LNK files  
were likely used for initial access, resulting in a registry artifact of execution 
similar to \SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\
{[redacted_GUID]}\Count\Q:\Erzbinoyr Qvfx(3TO).yax, which decodes from 
ROT13 to D:\Removable Disk(3GB).lnk.
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techniques
The purpose of this section is to help you detect malicious activity in its  
early stages so you don’t have to deal with the consequences of a serious  
security incident.

The following chart represents the most prevalent and impactful MITRE 
ATT&CK® techniques observed in confirmed threats across the Red Canary 
customer base in 2022. To briefly summarize what’s explained in detail in the 
Methodology section, we have a library of roughly 3,500 detection analytics 
that we use to surface potentially malicious and suspicious activity across our 
customers’ environments. These are mapped to corresponding MITRE ATT&CK 
techniques whenever possible, allowing us to associate the behaviors that 
comprise a confirmed threat detection with the industry standard for classifying  
adversary activity.

When counting techniques, we filter out detections associated with potentially 
unwanted programs and authorized testing in order to make this list as reflective 
of actual adversary behavior as possible.

1. T1059.003: Windows Command Shell

2. T1059.001: PowerShell

3. T1047: Windows Management  
      Instrumentation

4. T1027: Obfuscated Files  
      or Information

5. T1218.011: Rundll32

6. T1105: Ingress Tool Transfer

7. T1055: Process Injection

8. T1569.002: Service Execution

9. T1036.003: Rename System Utilities

10. T1003.001: LSASS Memory
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TECHNIQUE

While it doesn’t do much on its own, Windows Command Shell can 
call on virtually any executable on the system to execute batch files 
and arbitrary tasks. Command Shell overtook PowerShell in 2022 as 
the most prevalent technique we detected.

Why do adversaries use  
Windows Command Shell? 
Windows Command Shell is the native command-line interpreter (CLI) across 
every version of the Windows operating system. As utilitarian as it is ubiquitous, 
Windows Command Shell is one of the primary ways that adversaries interact 
with compromised systems. Unlike its more sophisticated and capable cousin, 
PowerShell, Windows Command Shell’s native feature set—i.e., commands 
that may be invoked without starting a new process on the system—is limited, 
having remained constant for years or even decades. Despite its limitations, an 
adversary can abuse Windows Command Shell to call on virtually any executable, 
making it an extremely versatile tool. 

How do adversaries use  
Windows Command Shell? 

From a high level, an adversary can use Windows Command Shell to:

•	 obfuscate malicious activity

•	 collect system information

•	 modify systems

Adversaries commonly employ obfuscation to evade detection and delay or 
confound analysis. However, robust detection logic can effectively uncover 
obfuscation techniques. Indicators of obfuscation include gratuitous use of: 

•	 environment variable substrings

•	 for loops

•	 double quotes

•	 caret symbols

If your detection logic is looking for specific strings (e.g., PowerShell.exe), you 

OVERALL RANK

ORGANIZATIONS 
AFFECTED

THREATS DETECTED

#1

33.3%

1,249

Windows Command Shell
T1059.003

•	 execute binaries

•	 bypass security controls

•	 parentheses

•	 commas

•	 semicolons

•	 random variable names
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PowerShell ceded its place atop our technique prevalence rankings 
for the first time in two years. Ranked second, adversaries continue 
abusing PowerShell because it’s versatile, ubiquitous, and a 
component of many popular attack toolkits.

Why do adversaries use PowerShell? 
PowerShell is a versatile and flexible automation and configuration 
management framework built on top of the .NET Common Language Runtime 
(CLR), which expands its capabilities beyond other common command-line 
and scripting languages. PowerShell is included by default in modern versions 
of Windows, where it’s widely and routinely used by system administrators to 
automate tasks, perform remote management, and much more. PowerShell’s 
versatility and ubiquitousness minimize the need for adversaries to customize 
payloads or download overtly malicious tools on a target system. 

How do adversaries use PowerShell? 

Adversaries abuse PowerShell in many ways to satisfy many needs.  
In general, they use it to: 

•	 execute commands

•	 evade detection

•	 obfuscate malicious activity

•	 spawn additional processes

•	 remotely download and execute arbitrary code and binaries

•	 gather information

•	 change system configurations 

PowerShell’s versatility is on display in many of the phishing campaigns we see. 
Adversaries commonly send their victims email messages that include malicious 
attachments containing embedded code intended to launch a payload. In many 
cases, this payload executes encoded or obfuscated PowerShell commands  
that download and execute additional code or a malicious binary from a  
remote resource.

OVERALL RANK

ORGANIZATIONS 
AFFECTED

THREATS DETECTED

#2

36.4%

1,073

PowerShell
T1059.001
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Adversaries abuse Windows Management Instrumentation (WMI) to 
move laterally, gather information, maintain persistence, and more.

Why do adversaries use WMI? 

Like many of the threats highlighted in this report, WMI is a native Windows 
feature that can be used on local or remote systems. Administrators regularly  
use WMI to: 

•	 configure systems

•	 execute processes or scripts

•	 automate tasks 

What makes WMI useful to administrators also makes it attractive to adversaries. 
Note that because WMI can carry out these tasks on both local and remote 
systems, adversaries can use it for lateral movement. Furthermore, because WMI 
is routinely used for benign purposes, malicious activity often blends in with 
legitimate activity. 

How do adversaries use WMI? 

Adversaries use WMI to: 

•	 move laterally

•	 gather information

•	 modify systems

•	 achieve persistence 

Before delving deeper into how adversaries use WMI, understand that there 
are client and server components that make up WMI. The most recognized 
clients are the command-line utility wmic.exe (aka WMIC) and the PowerShell 
cmdlet Get-WMIObject. Administrators and adversaries alike use both for the 
purposes mentioned above. Because we observe wmic.exe far more often than 
Get-WMIObject, the examples provided below will focus on the former. On the 
server side, wmiprvse.exe—or the WMI Provider Host—services many, but not 
all, requests made by clients. Note that WMIC is not the only client. There are 
a number of Windows binaries that make WMI calls under the hood that are 

OVERALL RANK
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Windows Management 
Instrumentation
T1047
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TECHNIQUE

A mainstay in our annual top 10, Obfuscated Files or Information 
remains a necessary component of most successful attacks.

Why do adversaries obfuscate files  
or information? 
 

Adversaries employ obfuscation to evade simple, signature-based detection 
analytics and to impede analysis. Since software and IT administrators also 
obfuscate files and information in the regular course of business, evasive 
obfuscation blends in with benign obfuscation. Ironically, some obfuscation 
techniques are so focused on fooling machines that they disproportionately  
draw human attention. 

If you consider the conspicuousness of the alternative—performing clearly 
malicious actions in plain sight—it makes sense that adversaries would take 
 the time and effort to encrypt, encode, or otherwise obfuscate files or 
information that, in plaintext form, would be obviously malicious and trivial  
to detect or block. 

How do adversaries obfuscate files  
or information? 
Many Red Canary threat detections are mapped to more than one ATT&CK 
technique, and we routinely analyze commonly co-occurring techniques to 
better understand adversary tradecraft. No two techniques co-occur more 
frequently than Obfuscated Files or Information and PowerShell (T1059.001). 
While the next duo’s not quite as dynamic, adversaries also regularly leverage 
obfuscation in conjunction with the Windows Command Shell (T1059.003). 
Obfuscation also pairs prolifically with Ingress Tool Transfer (T1105). 

Of all the techniques that co-occur repeatedly in our data set, these three 
pairings tell perhaps the most obvious story: we constantly detect adversaries 

OVERALL RANK
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AFFECTED

THREATS DETECTED

#4

23.8%

556

Obfuscated Files  
or Information
T1047

Note: T1027 comprises multiple sub-techniques, but we largely map  
our detection analytics to the parent. As such, this section focuses generally  
on the overall technique and not on any individual sub-techniques.
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Why do adversaries use Rundll32? 
Like other prevalent ATT&CK techniques, Rundll32 is a native Windows process 
and a functionally necessary component of the Windows operating system that 
can’t be blocked or disabled without breaking things. Adversaries typically abuse 
Rundll32 because it makes it hard to differentiate malicious activity from normal 
operations. More often than not, we observe adversaries leveraging Rundll32 as a 
means of credential theft and execution bypass. 

From a practical standpoint, Rundll32 enables the execution of dynamic link 
libraries (DLL). Executing malicious code as a DLL is relatively inconspicuous 
compared to the more common option of executing malicious code as an 
executable. Under certain conditions, particularly if you lack controls for 
blocking DLL loads, the execution of malicious code through Rundll32 can bypass 
application control solutions. 

How do adversaries use Rundll32? 
Adversaries abuse Rundll32 in many ways, but we commonly observe the 
following generic patterns of behavior: 

•	 using legitimate functions to bypass application control solutions

•	 abusing legitimate DLLs or export functions to perform malicious actions

•	 executing malicious, adversary-supplied DLLs

•	 renaming or relocating legitimate DLLs and using them for  
malicious purposes 

Adversaries also abuse legitimate DLLs and their export functions. We’ve seen 
adversaries use Rundll32 to load comsvcs.dll, call the minidump function, 
and dump the memory of certain processes—oftentimes LSASS. More broadly, 
adversaries particularly like to leverage export functions capable of connecting 
to network resources and bypassing proxies to evade security controls. 

Similar to minidump, we commonly see adversaries injecting rundll32.exe into 
lsass.exe to gain access to the memory contents of LSASS. 

OVERALL RANK

ORGANIZATIONS 
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#5

14.6%

500

TECHNIQUE

Rundll32’s necessity, capabilities, frequency of execution, and 
legitimacy make it an attractive target for adversaries intent on 
blending in.

Rundll32
T1218.011
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Why do adversaries use  
Ingress Tool Transfer?
 

Administrative tooling and other native operating system binaries offer 
adversaries a rich array of functionalities that are ripe for abuse. While an 
adversary can accomplish many of their objectives by living off the land, 
they often require non-native tooling to perform post-exploitation activity 
and accomplish their goals. The process for bringing their own tools into an 
environment is known as ingress tool transfer. 

How do adversaries use  
Ingress Tool Transfer? 
One way to organize the many variations on ingress tool transfer is to split the 
activity into two distinct but broad categories: 

•	 transferral via native Windows binaries

•	 transferral via third-party tooling 

Many native system binaries enable adversaries to make external network 
connections and download executables, scripts, and other binaries. In fact, 
we observe adversaries leveraging native system binaries to perform ingress 
tool transfer far more often than not. This is a major part of the reason that we 
commonly observe the Ingress Tool Transfer technique in tandem with other 
ATT&CK techniques. As such, we’ll spend the bulk of this section explaining how 
adversaries abuse legitimate executables for ingress tool transfer. 

However, we’ll start with a brief examination of non-native software that 
adversaries use to transfer tools—hopefully setting the stage for why native 
tooling is an appealing choice. Almost all command and control (C2) 
frameworks provide support for uploading and downloading files. Despite this, 
adversaries frequently choose to abuse native binaries to retrieve additional 
tools and payloads. There are many nuanced reasons why an adversary might 

OVERALL RANK
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19%

483

Note: Ingress Tool Transfer has no sub-techniques.

TECHNIQUE

The process for an adversary bringing their own tools into an 
environment is known as ingress tool transfer.

Ingress Tool Transfer
T1105
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Why do adversaries use Process Injection?
 

Process Injection is a versatile technique that adversaries leverage to perform a 
wide range of malicious activity. It’s so versatile that ATT&CK includes 12 sub-
techniques of Process Injection. Adversaries perform process injection because it 
allows them to execute malicious activity by proxy through processes that either 
have information of value (e.g., lsass.exe) or that blend in with benign operating 
system activity.

In addition to being stealthy, code can inherit the privilege level of the process it’s 
injected into and gain access to parts of the operating system that shouldn’t be 
otherwise available. Another added benefit of process injection is that it allows 
payloads to be launched within the memory space of a running process without 
needing to drop any malicious code to disk.

For example, you may be able to build a high-fidelity detection analytic that 
triggers any time PowerShell makes an external network connection. However, 
to avoid this method of detection, an adversary might inject their PowerShell 
process into a browser. In doing so, they’ve taken a potentially suspicious 
behavior—PowerShell making an external network connection—and replaced 
it with a seemingly normal behavior—a browser making an external network 
connection. What was detectable based on process lineage and network 
connections before process injection now relies on a mix of command-line 
parameters and binary metadata, to name a couple of telemetry sources. 

How do adversaries use Process Injection? 
With 12 sub-techniques, there’s no shortage of ways that an adversary can 
perform Process Injection. However, most of the injection behaviors we detect 
can be classified into just two categories:

•	 Evasion: Adversaries inject into a process that is functionally necessary and 
can’t be killed, that naturally makes high volumes of network connections or 
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#7

13.8%

447

Note: Process Injection comprises multiple sub-techniques, but we largely 
map our detection analytics to the parent. As such, this section focuses generally 
on the overall technique and not on any individual sub-techniques.

TECHNIQUE

Process Injection continues to be a versatile tool that adversaries lean on  
to evade defensive controls and gain access to sensitive systems and information.

Process Injection
T1105
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Why do adversaries abuse  
Service Execution? 
 
All production operating systems have one thing in common: a mechanism to 
run a program or service continuously. On Windows, such a program is referred 
to as a “service,” and in the Unix/Linux world, such a program is often referred to 
as a “daemon.” Regardless of what operating system you’re using, being able to 
install a program so it runs whenever the computer is on has an obvious appeal 
to adversaries.

In addition to ensuring the program starts after a reboot, this technique usually 
runs the program with a high privilege level, a win-win for adversaries.

In addition to privilege escalation enabled by weak service permissions or 
unquoted service paths that can allow an adversary to gain SYSTEM-level 
privileges, adversaries also abuse Service Execution to persist and move 
laterally, often via utilities like PSexec and SMBexec or through direct service 
creation in the Windows Registry. 

How do adversaries abuse  
Service Execution? 
In the most general sense, adversaries abuse Service Execution either by 
installing a service or taking advantage of existing services permissions or 
abusing the libraries loaded within them. More specifically, we commonly see 
adversaries leveraging services.exe to spawn cmd.exe in order to open highly 
privileged, interactive shell sessions, execute suspicious batch scripts, or run 
other processes at the System integrity level. We also detect many forms of 
suspicious activity associated with svchost.exe, the host process under which 
service DLLs are loaded.

In the Windows world, adversaries may use the Windows Service Manager 
(services.exe), sc.exe, or  net.exe commands to install or manipulate services. All 
Windows services spawn as child processes of services.exe (with the exception of 
kernel drivers). It’s also useful to know that distinct service types have different 
models of execution. For example, a SERVICE_USER_OWN_PROCESS service 
comprises a standalone service executable (EXE) and launches as a child process 
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#8

8.5%

427

TECHNIQUE

Back after a year-long hiatus, Service Execution remains popular 
among adversaries seeking access to continuously running services.

Service Execution
T1569.002
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Why do adversaries  
rename system utilities? 
 
Adversaries rename system utilities to circumvent security controls and bypass 
detection logic that’s dependent on process names and process paths. Renaming 
system utilities allows an adversary to take advantage of tools that already 
exist on the target system and prevents them from having to deploy as many 
additional payloads after initially gaining access.

Renaming a system utility allows the adversary to use a legitimate binary in 
malicious ways—while adding layers of confusion to the analytical process. For 
example, a behavior might be inherently suspicious in the context of one process 
name but completely normal in the context of another. Therefore, adversaries 
would seek to cloak their suspicious behaviors inside the context of a non-
suspect process name.

For example, if notepad.exe never makes network connections, then it would 
be trivial to detect an adversary using that process to reach out to an external 
IP address and pull down a payload. However, if you rename that process to 
chrome.exe, then an external network connection and file download would be 
seemingly innocuous.

How do adversaries  
rename system utilities? 
There isn’t much variance in the ways that adversaries rename system utilities. 
They either rename the binary, relocate it, or perform some combination of 
renaming and relocating. The technique often follows a predictable pattern:  
the initial payload (e.g., a malicious script or document) copies a system binary, 
gives it a new name, and, in some cases, moves it to a new location before using 
it to execute additional payloads, establish persistence, or perform  
other malicious actions.
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TECHNIQUE

A behavior that’s inherently suspicious in the context of one process can 
be completely normal in the context of another, which is precisely why 
adversaries rename system utilities to throw defenders off.

Rename System Utilities
T1036.003

Note: Whether renaming or relocating, the adversary does not change the binary 
metadata associated with the utility. An adversary who manipulates binary 
metadata is effectively introducing an arbitrary, non-native binary, which is 
outside the scope of this technique.
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Why do adversaries use LSASS Memory? 
 
Adversaries commonly abuse the Local Security Authority Subsystem Service 
(LSASS) to dump credentials for privilege escalation, data theft, and lateral 
movement. The process is a fruitful target for adversaries because of the sheer 
amount of sensitive information it stores in memory. Upon starting up, LSASS 
contains valuable authentication data such as: 

•	 encrypted passwords

•	 NT hashes

•	 LM hashes

•	 Kerberos tickets 

The LSASS process is typically the first that adversaries target to obtain 
credentials. Post-exploitation frameworks like Cobalt Strike import and 
customize existing code from credential theft tools like Mimikatz, allowing 
operators to easily access LSASS via beacons.

How do adversaries use LSASS Memory? 
Adversaries use a variety of tools and methods to dump or scan the process 
memory space of LSASS. Whatever method they choose, the ultimate goal is to 
obtain credentials, move laterally, and access valuable systems. In the abstract, 
LSASS abuse can be categorized broadly into two substantially overlapping 
categories: 

•	 native processes

•	 custom adversary tools 

The tooling that adversaries use to extract credentials from LSASS Memory exists 
on a spectrum ranging from legitimate to dual-purpose to overtly malicious. 
More often than not, adversaries drop and execute trusted administrative 
tools onto their target, so we’ll organize our analysis going from legitimate to 
ambiguous to malicious—starting with processes.

OVERALL RANK

ORGANIZATIONS 
AFFECTED

THREATS DETECTED

#10

8.9%

280

TECHNIQUE

Thanks to the amount of sensitive information it stores in memory, 
LSASS is a juicy target for adversaries seeking to elevate their 
privilege level, steal data, or move laterally.

LSASS Memory
T1003.001
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Why do adversaries modify the registry? 
 
The registry being a generic database used by Windows for myriad purposes 
means that an adversary can use it for myriad purposes too. However, 
modification of the registry is a means to an end for executing other 
techniques. The following, non-exhaustive list comprises the various techniques 
that registry modification facilitates: 

Boot or Logon Autostart Execution (T1547) 
Example registry keys that facilitate this technique:

•	 [HKLM|HKCU]SOFTWARE\Microsoft\Windows\CurrentVersion\Run

•	 [HKLM|HKCU]SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

•	 HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

OS Credential Dumping (T1003) 
 
Example registry keys that facilitate this technique:

•	 HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest - 
UseLogonCredential 
Reference: Forcing WDigest to Store Credentials in Plaintext

•	 HKLM\SECURITY\Policy\Secrets 
Reference: Dumping LSA Secrets

Abuse Elevation Control Mechanism:  
Bypass User Account Control (T1548.002)

Example registry keys that facilitate this technique:

•	 HKCU\Software\Classes\ms-settings\shell\open\command 
Reference: UAC Bypass – Fodhelper

FE ATURED TECHNIQUE

One technique to rule many techniques, adversaries modify  
the registry to harvest credentials, bypass security controls,  
and much more.

Modify Registry
T1112
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FE ATURED TECHNIQUE

Why do adversaries want to  
bypass Gatekeeper? 
 
Adversaries attempt to bypass Apple’s Gatekeeper security checks in order to 
gain execution on a host. Since Gatekeeper’s introduction, the security control 
has hampered adversaries’ ability to execute untrusted code (i.e., code that does 
not conform to the system’s security policy). Adversaries may also circumvent 
the older File Quarantine feature and some of the high-level security checks  
that Gatekeeper performs, but the objective remains the same: to execute 
untrusted code. 

How do adversaries bypass Gatekeeper? 
Since Gatekeeper relies on a separate feature called File Quarantine to identify 
the files that it will inspect, it makes sense to start this section with a brief 
explanation of File Quarantine and an examination of the ways that adversaries 
can circumvent it.

What is File Quarantine? 
 
Our previous research includes a thorough examination of File Quarantine that 
we encourage you to read. In brief, it’s generally an opt-in security feature for 
applications like browsers, work management tools, and torrenting clients that 
applies a quarantine extended attribute to files downloaded by users of those 
applications. This file quarantine attribute signals Gatekeeper to inspect files 
marked with it. File Quarantine is essentially a macOS version of Mark-of-the-
Web for Windows systems. 

How do adversaries get around it? 
 
Non-LSFileQuarantineEnabled apps and/or binaries like: /usr/bin/curl and  
/usr/bin/wget are two examples of binaries that do not append the quarantine 

Note: For additional information on the architecture of Gatekeeper, how it works, 
and conceptual descriptions of how adversaries bypass it, refer to our existing 
research, Gatekeeping in macOS: Keeping adversaries off our Apples.

Adversaries are finding new methods of subverting two of macOS’s 
key security checks: Gatekeeper and File Quarantine.

Gatekeeper Bypass
T1553.001
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FE ATURED TECHNIQUE

Why do adversaries use setuid and setgid? 
 
Once an adversary gains access to a machine, they need to make sure they have 
enough permissions to persist, evade defensive controls, steal credentials, and 
more. Adversaries abuse setuid and setgid bits to elevate their privilege levels 
on macOS and Linux, potentially accessing both cloud-hosted and physical 
on-premise machines. With elevated privileges, adversaries can modify system 
configurations, install software, access sensitive files, perform credential theft, 
disable security products, and much more. Adversaries may also set the setuid or 
setgid bit on binaries that wouldn’t normally have them, enabling them to so that 
they can easily elevate privileges in the future.

Setuid and setgid binaries are executable files with a special permission bit that 
allows the binary to run as either the owner (setting the user ID) or the owning 
group (setting the group ID) of the file. For example, if a user named bob runs a 
file with the following permissions, then the process would actually run as if root 
ran the binary instead of bob:

Permissions    Owner   Group  Filename        

-rwsr-xr-x         root       root     /usr/bin/ping*

Notice the s in place of where an x would normally be for user permissions. The 
same is true of the setgid bit, except it sets the owning group of the file instead of 
the user. Normally this is benign, expected behavior that allows a non-privileged 
user like bob to run a binary that needs elevated privileges. However, if there’s 
a bug in the binary that an adversary can exploit, they can act with all of the 
privileges of the owning user or group, which most often is root or some other 
privileged account. These sorts of bugs may seem rare, but they are in fact 
surprisingly common.  

How do adversaries bypass Gatekeeper? 
Adversaries most often leverage this technique by finding native binaries that 
have the setuid or setgid bit set and are owned by root or some other privileged 
user. After finding such a binary, they attempt to exploit a flaw in the binary  
in order to gain execution or, at the very least, perform an action as the  
privileged user. 

Adversaries modify setuid and setguid bits to elevate their 
permissions in macOS and Linux environments.

Setuid and Setgid
T1548.001
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FE ATURED  
TECHNIQUE

Why do adversaries seek to bypass  
the Mark-of-the-Web? 
 
Windows uses the Mark-of-the-Web (MotW) to indicate that a file originated 
from the Internet, which gives Microsoft Defender SmartScreen an opportunity 
to perform additional inspection of the content. MotW also supplies the basis  
for prompting a user with an additional prompt when high-risk extensions  
are opened.

MotW is applied to a file by appending a Zone.Identifier Alternate Data Stream 
(ADS) to the downloaded file that indicates the URL, and, optionally, the referrer 
URL from which the file originated. Antivirus (AV) and endpoint detection and 
response (EDR) products can use this information to supplement their reputation 
lookups.

To see what MotW looks like, try downloading a file from a browser and inspect it 
with PowerShell. For this example, we downloaded PuTTY. 

Container file formats: you can’t mark that which is un-markable.

Mark-of-the-Web Bypass
T1548.001

> Get-Content -Path putty.exe -Stream Zone.Identifier
[ZoneTransfer]
ZoneId=3
ReferrerUrl=https://www.chiark.greenend.org.uk/
HostUrl=https://the.earth.li/~sgtatham/putty/0.78/w64/putty.exe

A ZoneId of 3 indicates that the file originated from the “Internet Zone.”

While browsers can write a Zone.Identifier stream manually, Microsoft provides 
the IAttachmentExecute interface for browsers, email clients, etc. to manage 
downloads where MotW is applied automatically. An example of the Chrome 
browser interfacing with IAttachmentExecute can be found here.
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Why do adversaries abuse  
SMB/Windows Admin Shares? 
 
Windows Admin Shares are enabled by default to allow administrators  
and software to remotely manage hosts on an internal network using the 
SMB protocol. These shares give adversaries the ability to stage payloads for 
execution, move laterally throughout a network, and elevate their privilege  
level. As is often the case with legitimate operating system utilities, benign  
SMB and Windows Admin Share activity is common on nearly any network,  
and so adversary actions often blend in with routine software and  
administrative behavior. 

Common shares include:

•	 ADMIN$

•	 IPC$

•	 C$

•	 FAX$ 

How do adversaries abuse  
SMB/Windows Admin Shares? 
One of the most common ways adversaries leverage SMB and Windows 
Admin Shares is in conjunction with another technique, T1570: Lateral Tool 
Transfer. In other words, they move payloads from one endpoint to another and 
execute them. Adversaries do this with native utilities like net.exe or through 
functionality provided by command and control (C2) frameworks—to name 
just a couple of the many options available. Additionally, adversaries can use 
Admin Shares for privilege escalation using tools like PsExec, a Sysinternals tool 
that enables remote system management.

The following subsections describe two common patterns of malicious activity 
that we see in detections associated with SMB/Windows Admin Shares.

Adversaries abuse Windows Admin Shares and the  
Server Message Block (SMB) protocol to move laterally  
and stage payloads for execution.

SMB/Windows  
Admin Shares
T1021.002
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Why do adversaries use Multi-Factor 
Authentication Request Generation? 
 
Adversaries abuse MFA requests to log into valuable systems that are  
protected by second factors of authentication. To the surprise of many,  
some MFA implementations are susceptible to relatively unsophisticated social 
engineering attacks that could allow an adversary to impersonate victims and 
bypass security controls. Highly privileged identities are particularly juicy targets 
for adversaries seeking to turn corporate systems upside down to steal data, 
conduct espionage, and disrupt systems.  

How do adversaries use Multi-Factor 
Authentication Request Generation? 
Over the past year we’ve witnessed countries, governments, and some of the 
largest and most advanced technology companies in the world fall victim to 
an attack technique known by many names: “MFA fatigue,” “MFA bombing,” 
“MFA exhaustion,” and “MFA spamming,” to name a handful. It’s fairly simple 
to execute but initially requires an adversary to possess legitimate victim 
credentials that are usually acquired through information-stealing malware, 
credential stuffing or password spraying, and initial access brokers on dark web 
marketplaces. 

Typically the adversary attempts to use these stolen credentials 
programmatically against cloud-based resources in rapid succession.  
Depending on the victim’s factor of choice, they may receive a push notification 
from their mobile authentication application, a phone call, a text message, or 
an email; all of which require users to take some form of action to complete the 
authentication sequence.

Adversaries then standby patiently waiting for their victim to relent out of 
annoyance or exhaustion from the constant bombardment of notifications 

Multi-Factor Authentication (MFA) abuse is a looming  
problem that deserves our collective attention.

Multi-Factor 
Authentication 
Request 
Generation
T1621

FE ATURED TECHNIQUE
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