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The purpose of war has remained constant since time immemorial. Prussian general 
and military theorist Carl von Clausewitz famously stated, “War is merely a wrestling 
match on an extensive scale, an act of violence intended to compel our opponent to fulfil 
our will”. Nevertheless, the ways and means to achieve such goals have transformed 
through the course of history, spurred mainly by evolution in the technological 

realm. There have been attempts to capture and categorise these changes through different analytical 
frameworks, but the influence of technology and geopolitics forms a deadly mix, making future warfare 
far more complex. 

With global and Asian balance of power in a state of strategic flux, competition, rivalry, and conflict—
whether violent or otherwise—are again taking centre stage. Further, driven by technological innovation 
and with the advent of emerging and critical technologies, there are also possible changes in tactics, 
strategies, and mediums of war. The growing importance of cyber warfare, weaponisation of space, 
warfare by proxy and influence operations, and misinformation campaigns denote that modes of 
warfighting are changing. Future battlefields might be unrecognisable with the growth and advancements 
in technologies such as artificial intelligence (AI), quantum, cyber, space, and biotechnology.

Militaries around the world, policymakers, and strategists are confronted with enormous challenges 
driven by this transformation. Issues such as attribution and deniability pose additional challenges in 
arriving at suitable policy responses and dispensing justice of, in, and post-war. Further, these challenges 
are expected to become more complex as states aim to devise new ways of leveraging technological 
change to wage war. 

Governments worldwide have had to understand and adapt as well as come up with appropriate response 
measures in recognition of the changing nature of warfare. This compendium aims to understand what 
future warfare might look like, what are the different theatres and domains where the wars will be 
fought, and the role of critical and emerging technologies in aiding the goals of future warfare. The 
essays included in this volume have been written by expert authors from across the globe on a variety of 
themes, including autonomous weapons and AI; cyber weapons; space and counter-space technologies; 
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The Future of Joint Operations  
in a Technology Intensive 
Battlefield: An Indian Perspective

Arjun Subramaniam

“…the “holy trinity” of digital engineering, agile software development and open system 
architectures…must be adopted fully to drive down costs and enable rapid development.”

Air Commodore K A Muthana (1)

F rom the conflicts in Syria, Afghanistan and Yemen, and between Azerbaijan and Armenia, 
India and China, and now Russia and Ukraine, thick clouds of doctrinal and operational 
ambiguity have emerged to challenge joint military planners across the world. Among 
these are dilemmas that relate to the changing character of war. These include the fusion 
and concurrent coexistence of several genres of conflict within the same battlespace, 

the all-pervasive impact of technology across the spectrum of conflict, and the blurring of transition 
lines between what constitutes a traditional conflict and the increasingly common phenomenon of “all 
measures short of war” (2). Air Chief Marshal Vivek Chaudhari, India’s current air chief, succinctly 
listed the key characteristics of future battlefields from an Indian standpoint as being “cluttered, 
congested, complex and contested” (3). 

Despite the suboptimal political outcomes in recent decades resulting from the US-led force application 
in Iraq and Afghanistan, large and powerful states such as Russia do not seem to have learned military 
lessons from history. Consequently, they have been bogged down in conflicts because of not thinking 
through the possible consequences of force application strategies and their linkages with possible 
geopolitical outcomes. 























18

Blast from the Past: Return of 
High-Intensity Warfare?

Sameer Patil

In the international system, war is considered a systemic change-effecting device. It arguably 
represents “one of the most consequential events in human history”, almost always with a 
high death toll (1). While many abhor war, it remains a ubiquitous and recurrent phenomenon. 
From the realist theory perspective, the condition of ‘anarchy’—the absence of a common 
sovereign, an overarching authority, or a ‘world government’— leads to conflict among 

nations as they must compete for security, political influence, material capabilities, and other scarce 
resources that are necessary for their survival (2). States cannot transcend this condition of anarchy. 

In the post-Cold War era, many strategic experts argued that the global focus had shifted from high-
intensity warfare and inter-state wars to low-intensity conflict and intra-state or civil wars. Some 
countries grappling with ethnic divisions, insurgencies, and separatist movements suddenly witnessed 
a surge in internal conflicts and clashes after 1991. The Bosnian civil war that began in 1992 and the 
Rwandan genocide in 1994 seemed to confirm this trend (3). For others, the September 2001 terrorist 
attacks in the US and the subsequent ‘global war on terror’ shifted the West’s focus from adversarial 
regimes to transnational terrorist groups and terrorist safe havens (4). In response to these developments, 
certain countries changed their strategic doctrines, force postures, and military capabilities. 

However, a scan of the strategic canvas and geopolitical developments at the dawn of the third decade of 
the twenty-first century reveals that we are amidst a shift, a fundamental break from the post-Cold War 
decades. From Russia’s invasion of Ukraine and its disputes with the North Atlantic Treaty Organization, 
to China’s territorial belligerence vis-à-vis its neighbours, and to the persistent simmering hostilities 
between traditional adversaries, these developments suggest that the world is heading towards an 
extended period of major-power competition. These developments have possibly acted as a catalyst for 
a return to high-intensity warfare. 

This essay discusses the return of high-intensity warfare and how major militaries worldwide are gearing 
up for it. In addition, it examines the role of disruptive technologies and other military capabilities, 
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Can Economic Sanctions Replace 
Forces in Modern Warfare?

Kazuto Suzuki

B efore Russia invaded Ukraine in February 2022, the US and NATO countries denied 
deploying troops in Ukraine and chose to avoid engaging in direct warfare with 
Russia, but they declared that they would impose massive economic sanctions if 
Russia invaded, thereby seeking to deter Moscow. As it turned out, Russia did not fear 
the economic sanctions, invaded Ukraine, and the fighting continues. In response, the 

US, the European Union (EU), and Japan have implemented broad economic sanctions against Russia 
(1), but this has not stopped Russia’s military aggression.

Understanding Economic Sanctions

First, for economic sanctions to have any effect, a certain degree of economic interdependence must 
be established. Economic sanctions will not have an effect unless some “pain” is caused by politically 
severing such relations. During the Cold War, trade relations existed between the East and West, but they 
were not so interdependent that the economy could not survive if trade relations were severed. After the 
end of the Cold War, both Russia and China joined the World Trade Organization and became part of the 
free trade system. As a result, China’s low production costs, high quality of labour, and infrastructure 
developed under the socialist system allowed it to acquire the role of the ‘world’s factory’, and Western 
countries began to invest in China and integrate it into the global supply chain. On the other hand, 
Russia, armed with its rich underground resources, developed natural gas and oil pipelines to European 
countries, exported rare metals (such as palladium), and became a major resource power in the global 
economy. Thus, even countries with different regimes united under a free trade regime that promoted 
economic dependence, and the increased interdependence created the conditions for economic sanctions 
to be more effective.
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Strategic Instability Across 
Domains

Wilfred Wan and Nivedita Raju

M uch has been said about the changing nature of warfare in the twenty-first century 
and the battlefields of the future. Initially, the discussion was geared towards 
conflict with actors who had become newly prominent on the international 
stage in the post-Cold War era, notably rogue states and terrorist groups. This 
narrative gained ground in the aftermath of the 11 September 2001 terrorist 

attacks in the US. Interrelated notions of asymmetric, unconventional, and unrestricted warfare—not 
necessarily new concepts—were acknowledged to have greater relevance against the backdrop of the 
altered international order and soon “dominating the lexicons of military and security forces,” as well as 
security studies and international relations scholarship (1).

The common theme across these concepts centred on an expansive image of warfare and its combatants. 
Conflict itself encompassed new domains, including “social spaces such as the military, politics, 
economics, culture, and the psyche” (2). In an increasingly connected world, information superiority 
appeared critical, and indeed many experts specifically pinpointed the domain as likely holding future 
importance (3).

The potential spillover of conflict and blurring categories of engagement posed new challenges to 
international peace and security. This messier method of warfare has crystalised over decades, with 
the 1991 Gulf War (involving extensive use of space technologies), the Israel-Lebanon conflict in 2006 
(marked by “novel applications of technology”), and the leadup to Russia’s 2014 annexation of Crimea 
presenting what some have labelled “hybrid warfare” (4).

The Strategic Dimension

Irregular and unconventional methods have long been a feature of war and conflict. But it is the degree 
of hybridity that scholars point to as the defining characteristic of the contemporary era, with fewer 
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The Next Generation of Warfare: 
Grey Zone Operations

Amarjit Singh

U nderstanding war has been the main preoccupation of nations. The primordial 
desire of humankind to dominate is achieved through a victory in war, which means 
making the enemy ‘do our will’. The historical and contemporary understanding 
of war is using the element of the military instrument of national power to destroy 
the capacity and capability of the enemy to resist the imposition of our will. In the 

classical understanding of war, the primary tool is the use of physical violence. Underlying all other 
objectives of war is the inherent human urge to become the ‘hegemon’ in group-based social hierarchies. 
The threat of competition must be eliminated to retain hegemony, and this leads to war. War is a play of 
offence and defence; one imposing its will on the other, and the other resisting to prevent acquiescing. 
War is all about attaining more power by using your power. In the prosecution of war, Vilfredo Pareto’s 
‘Elite Theory of Power’ holds good. Irrespective of being a democracy or an autocracy, political power 
lies in the hands of a small elite, and war is one of the instruments to increase this power.

According to Prussian general and military theorist Carl von Clausewitz, “War has an enduring 
nature that demonstrates four continuities: a political dimension, a human dimension, the existence 
of uncertainty and that it is a contest of wills” (1). These continuities are still valid in modern-day 
war, which reinforces that the nature of war is constant. There must be a political objective decided 
by the elites, which is generally supported by a majority and executed by the military in conditions 
of uncertainty in respect of the ultimate outcome. The change of warfare comes in the form of its 
character, which involves the mode of conduct, strategies, and technologies. In general, militaries detest 
change. They thrive on tradition. These inherent characteristics dictate that changes in warfare are slow 
evolutionary processes. But there comes a time when military leaders of genius or a breakthrough in 
technologies bring about spectacular victories that become a compulsion to follow. Whenever such a 
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Cyberattacks Against Satellites 
by Non-State Actors: The 
Attribution Problem

Ashok G.V.

In a prelude to the Russia-Ukraine conflict, the European Union, the UK, and the US issued 
statements condemning the Russian attempts to disrupt satellite communication services 
offered by Viasat, a private corporation based out of the US (1). Though the intended target 
of the cyberattack presumably was the Ukrainian military communication infrastructure, 
civilians were affected in equal measure. While the consequences of this cyberattack did not 

escalate beyond the disruption of communication, cyberattacks represent a more fundamental threat to 
the sustainability of space since they risk creating debris when they temporarily or permanently affect 
the functionality of space objects.

Also, cyberattacks are not traditionally associated with state action alone and is often undertaken by 
non-state actors (2) who may or may not be acting on behalf of the State. Given this trend, the traditional 
problem statements around attribution, such as the burden of proof in the context of cyberattacks, 
represents an opportunity for states to undertake cyberattacks with plausible deniability, taking shelter 
under the defence that rogue non-state actors undertook the attack. However, when the cyberattack 
is directed towards an object in space and there exists potential to disable its functionality, whether 
temporarily or permanently, the very sustainability of space is threatened. With the potential ramifications 
being as severe and long-lasting as the Kessler syndrome (3), there is a need to examine the question of 
attribution in cyberattacks against space objects to determine the impact, if any, of international space 
law on the subject of attribution and the consequential questions of state responsibility.

The current legal landscape represents a curious conundrum pertaining to the question of attribution in 
non-state-driven cyberattacks against space objects. This conundrum can be understood by exploring 
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Future of Warfare in the Changing 
Technological Context: An Indian 
Military Perspective

Raj Shukla

It is said that militaries prepare for the last war. However, more often (and perhaps more 
accurately), they end up preparing for the wrong war because of the inability to look into the 
future with perspicacity and appreciate sufficiently its complex and ever-changing landscape. 
The difference between winning and losing is often about getting the strategic-military futures 
right. The future of war, therefore, will be one of the most difficult challenges that militaries 

and nations grapple with, with getting it right being a rather elusive strategic prize. For instance, 
the raising of an entirely new command under a four-star general in the US (the US Army Futures 
Command) in July 2018 underlines the importance of dissecting futures in an institutional manner; the 
Futures Command is focussed on ‘future readiness’ as against the other army/ combatant commands that 
are focussed on ‘fighting tonight’. 

This essay seeks to re-evaluate the concept of war in a future conflict by examining the attributes of the 
broader strategic context that impact the physical fight: nature and character of war; the utility of force 
amidst changing paradigms of war; civilisational stratagems as shapers of warfighting strategies; the 
salience of the technology dynamic; likely contours; and attributes.

Nature and Character of War 

It is important to begin by underlining the main distinction between the nature and character of war. 
Imagine a war where several sides are fighting, but it is not clear who is on which side; combatants 
do not wear military uniforms, many are foreigners, and they fight in the name of religion. They label 
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AI and the Rise of Autonomous 
Weapons

Ravindra Singh Panwar

A t this stage in the evolution of warfare, lethal autonomous weapon systems (LAWS), 
often sensationally referred to as ‘killer robots’ or ‘slaughterbots’, seem set to emerge 
from the fantasy world of Terminators (1) into real-world militaries. Autonomy in 
civil and military systems has been gradually increasing over the past few decades. 
However, current excitement in the field of autonomous weapons has essentially 

been triggered by the spectacular advances in artificial intelligence (AI) and robotics technologies.

AI-based applications and systems pose significant risks, mainly because of the remarkably intelligent 
behaviour displayed by these systems, leading to a substantial increase in the delegation of cognitive 
functions to machines. AI-enabled weapon systems are of particular concern because they potentially 
threaten human lives. This surge has given rise to numerous legal and ethical conundrums, which need 
to be suitably addressed. 

At the same time, if the power of AI is leveraged responsibly, it could prove to be hugely beneficial to 
humankind, both on and off the battlefield. This double-edged character of AI technologies points to the 
need for a carefully thought-out strategy for developing AI-enabled weapon systems while concurrently 
evolving an effective mechanism for regulating this development. 

This essay touches upon some fundamental issues related to AI, autonomy, and human control. It then 
attempts to assess the impact of increased autonomy in weapon systems on the character of warfare in 
the coming decades. It highlights the immense resources being earmarked by major world powers to 
develop these autonomous systems. Further, it dwells on the ongoing global efforts to regulate these 
systems and briefly outlines an innovative risk-based approach which could contribute to this endeavour.
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The Role of Nuclear Weapons 
in Future Wars

Manpreet Sethi

N uclear weapons have been used only twice ever in warfare, in 1945 when two atomic 
bombs of 15 and 20 kiloton each were dropped over Hiroshima and Nagasaki in 
Japan. While there has been no other physical detonation or actual use of this 
weapon of mass destruction since then, nuclear weapons have certainly played a 
role in wars. Possessors of these weapons have used them for both coercion and 

deterrence. Indeed, in the nearly eight decades since they have been in existence, it has even come to be 
assumed that nuclear weapons have kept major powers from large-scale wars. It has been internalised 
as conventional wisdom that nuclear weapons have kept another world war at bay by “preventing a 
Cold War from turning into World War III because they induced both Washington and Moscow to be 
more prudent… and led to the establishment of tools for crisis management to reduce the prospect of 
the outbreak of unintended warfare, either nuclear or conventional (1).” Nuclear weapons, therefore, are 
assumed to have played a role in wars, not through their use but by casting a shadow.

In today’s nuclear firmament, however, there are nine nuclear-armed states, creating multiple dyads. 
Each state has its nuclear doctrine, force structure, and force posture. The nuclear warhead numbers 
have come down from the Cold War peaks of around 60,000 to a soberer approximately 13,000. But 
their salience remains high, with the ongoing Russia-Ukraine conflict seemingly adding to their value. 
The way a nuclear Russia has behaved against a non-nuclear, sovereign nation can be expected to 
cause non-nuclear weapon states to reconsider their security requirements, especially if they face hostile 
relations with other nuclear-armed states. The Treaty on the Non-Proliferation of Nuclear Weapons and 
the more recent Treaty on Prohibition of Nuclear Weapons could face turbulent times ahead as nations 
re-examine the role of nuclear weapons.

The pertinent question to ask in contemporary times is what role nuclear weapons will play in future 
wars. Are the risks of the actual use of nuclear weapons going to increase due to new doctrinal or 
technological developments? Or will the weapons continue to cast a constraining influence on wars 
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The Future of Cyber Warfare in 
the Indo-Pacific

Bart Hogeveen

“(...) cyber war will be to the 21st century what the blitzkrieg was to the 20th century.”

General V.P. Malik, Indian Chief of Army Staff (2000) (1)

W hen Russian forces illegally crossed Ukraine’s sovereign borders in February 
2022, the world anxiously anticipated a cyber war would unfold. “When 
countries send code into battle, their weapons move at the speed of light,” is 
how Microsoft President and Vice Chair Brad Smith described the nature of 
the risk (2). While the world seems to have been spared a digital doomsday, 

both sides have been fighting one another heavily in the digital domain. Russian security agencies 
deployed a series of offensive cyber tools for the purpose of reconnaissance and to manipulate, deny, 
disrupt, degrade, or destroy targeted Ukrainian computers, information systems, and networks (3). On 
the Ukrainian side, the internet community shored up their defences, seemingly successfully, by rallying 
global support from various foreign government, industry, and non-government entities in what has 
come to be known as the IT Army (4).

In this fog of war, the exact details will only reveal themselves after a while, but analysts, officials and 
government leaders have already started to formulate predictions of the possible security implications 
in the Indo-Pacific. At the June 2022 NATO summit—which also saw the participation of the grouping’s 
four Asia-Pacific partners Australia, New Zealand, Japan, and South Korea—the heads of governments 
called out China’s systemic challenge to the rules-based international order alongside cyber, space, 
hybrid and other threats, and its malicious use of emerging and disruptive technologies (5). Evidently, 
key areas of concern are the lessons Beijing’s strategic policy elite may learn from the Russian military’s 
kinetic, hybrid, and digital campaign; the subsequent Euro-Atlantic resolve to reinvest in defence and 
political solidarity; and the role of cyberwarfare and use of ICT tools in a potential future conflict in the 
Indo-Pacific region.
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The Use and Potential of Cyber 
Weapons in Contemporary and 
Future Conflict

Noëlle van der Waag-Cowling, Brett van Niekerk,  
and Trishana Ramluckan

Cyber weapons are subject to much debate and misunderstanding. Their intangible 
nature and the secrecy that surrounds their development and existence make it difficult 
for laypeople and military analysts alike to understand their usage and potential and 
indeed their very existence. Unlike the traditional order of battle that details a given 
state’s conventional assets and forces, cyber weapons and capabilities are more 

difficult to gauge due to the opaque nature of the cyber domain (1).

Cyber weapons pose a multitude of challenges to both those who possess them and those who aspire 
to do so. From a developmental perspective, they are profoundly resource- and time-intensive, with 
an accompanying and persistent risk of obsolescence. From a norms perspective, they pose the risk of 
offensive cyber capability (OCC) proliferation amongst states and malign non-state actors, a situation 
aggravated by the dual-use nature of digital technologies (2). However, unlike kinetic weapons, properly 
purposed cyber weapons offer the proposition of varying options for states, which can be stealthy, 
extremely precise, and even de-escalatory (3). Conversely, a poorly reconnoitred and constructed cyber 
exploit can be blunt and cause considerable collateral damage with far-reaching disruption and damage.

For armed forces, the development and ownership of cyber weapons necessitates a wide process of 
doctrinal and operational evolution that is highly predicated on significant funding and deep scientific 
and human capital resources. Consequently, offensive cyber capabilities are beyond the reach of many 
states. How this will shape the geostrategic responses of such states going forward is a vital question 
(4). This article seeks to provide an overview of cyber weapons, their usage to date, and their potential 
and drawbacks as elements of conflict and inter-state relations. 
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A fundamental property of cyber weapons that is unlikely to change is their highly transitory nature 
when compared to most kinetic weapons. The utility of cyber weapons is restricted by the rapid rate of 
decline in their ability to cause harm (47). This gives rise to the proposition that advanced and sovereign 
offensive cyber capabilities will remain the preserve of advanced and economically stable states. To 
counteract this problem and the accompanying sense of susceptibility, less ‘cyber-capable’ states and 
non-state actors may potentially lean towards a pay-as-you-go approach and leverage OCC via AaaS 
providers and brokers. Less capable nations are unlikely to move beyond such a mode unless there is 
a persistent and targeted cyber threat that necessitates the development of a standing cyber force to 
counter the threat.

The civilian nature of digital infrastructure means that strategic cyber threats have a high likelihood of 
causing collateral damage or are directly targeted at civilian infrastructure to degrade a population’s 
will to fight; the examples discussed in this article illustrate both. While cyber operations have been 
used in conjunction with kinetic attacks, these had limited direct military benefits beyond disrupting 
civilian communication and media. Cyber weapons are likely to remain as military assets best used 
outside of direct armed conflict for the foreseeable future but will continue to play a significant role 
in strategic interference. The planning required for cyber operations renders them largely unsuitable 
for directly targeting military equipment at present. However, commercial civilian equipment used in 
infrastructures can be easily obtained for testing and developing targeted cyber weapons, provided there 
is a sufficient financial and intellectual investment. 

The difficulties in defining cyber weapons, hindering proliferation, and conceptualising their implications 
within international law (particularly related to thresholds) is resulting in a shift towards normative 
processes emerging out of the UN Group of Governmental Experts, and a focus on defining legitimate 
targets and effects. Until adequate consensus at an international level can be achieved, cyber operations 
will continue to pose both a strategic and societal threat due to the uncertainty of how to address them.
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Quantum Technology in Future 
Warfare: What is on the Horizon?

Michal Křelina

N ATO refers to quantum technology as an emerging and disruptive technology (1), 
while the European Union (EU) sees it as an emerging technology of global strategic 
importance (2). Quantum technology has also been recognised as being of strategic 
significance with the potential to provide China with “a decisive advantage in future 
peacetime and wartime competition alike” (3). It is a prime example of dual-use 

technology, with relevant applications in both civil and military use, and widespread impacts on society 
and security. For example, there is already a shift in the cybersecurity paradigm due to the quantum 
threat, and in the long term, quantum computing can tremendously benefit the pharmaceutical and 
chemical industries and make society more sustainable (4). Therefore, it is highly pertinent to address 
the question of what impact quantum technologies can have on future conflicts and wars. 

The term quantum technology encompasses various technologies that make use of different quantum-
mechanical properties (for instance, quantum superposition (5), quantum entanglement (6), or no-
cloning theorem (7)) at the level of individual quanta, such as electron, atom, molecule or quasiparticle. 
Ultimately, quantum technology allows for the realisation of computations reaching up to exponential 
speedup, highly secure communication, and unprecedentedly sensitive sensors, among others.

At the same time, the overall level of technological readiness of quantum technologies is rather low (8). 
While some commercially available technologies exist, such as quantum key distribution and atomic 
clocks, most quantum technologies are at the laboratory level. As such, there is a long transfer period 
from the laboratory to actual deployment. 

The military applications of quantum technology are a subject of active research (9). However, assessing 
what impact these applications will have in future warfare is difficult. This is due to the combination of 
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Gene Editing and the Need to 
Reevaluate Bioweapons

Shambhavi Naik

Genetic material provides the fundamental building blocks for most physical 
characteristics. The colour of our eyes, the length of a grain of rice, the horns of the 
cattle are all governed by genes. Recently, the importance of genes in influencing the 
infectivity of pathogens has been highlighted by the rapid spread of Sars-CoV-2, the 
infectious agent causing COVID-19. Sars-CoV-2 differs from other coronaviruses in 

a few genetic regions, conferring on it the ability to interact strongly with the human ACE2 receptor (1). 
This strong interaction, among other factors, has facilitated the rapid spread of COVID-19 worldwide. 
Further changes in the genetic material of emerging variants have led to subsequent waves of COVID-19 
(2). Conversely, the study of Sars-CoV-2 genes have resulted in rapid diagnostic kits and created avenues 
to engineer successful vaccines that could target its infection.

The role of genes in our daily life does not need any emphasis. Techniques such as polymerase chain 
reaction, cloning, Sanger sequencing, and next-generation sequencing have provided the ability to read, 
edit, and synthesise genetic material. Using these techniques, we can unravel genes’ functions in health 
and disease. For instance, we can now conclusively demonstrate that certain mutations can increase cancer 
risk or cause congenital diseases such as thalassemia. By understanding the interactions of proteins that 
genes encode, we can create vaccines against infectious diseases. Using computational biology, we can 
predict potential mutations in new variants and be prepared with vaccines before the variants manifest. 
Scientists use gene editing technologies such as Zinc Finger Nucleases and Transcription Activator-Like 
Effector Nucleases to edit genes and study their impact on microorganisms. Newer technologies, such 
as Clustered Regularly Interspaced Short Palindromic Repeats (CRISPR), have extended this capacity 
to edit human cells with unprecedented precision. 

The last few decades have conferred onto humans the tremendous power of altering the very fundamental 
blocks of biology. This power can be used for alleviating disease, but similarly can also be used to 
design newer biological weapons, leading to new diseases. COVID-19 has shown the devastation—of 
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War on the High Frontier

Malcolm Davis

T he space domain is vital in the use of military force in the modern era. Its central 
role in supporting the use of force means that space is now seen as a contested 
operational domain, to which access must be gained and then sustained in the face of 
rising counterspace threats. Space warfare will involve a struggle for control of space 
between opposing forces. The ongoing development of counterspace capabilities, as 

noted in the Secure World Foundation’s annual counterspace report, highlights on-going developments 
by Russia and China and demonstrated by the US in 2008 and India in 2019, suggests that space could 
quickly become a warfighting domain in any future major power crisis (1).

It is a common refrain within the strategic policy community to suggest that space is ‘contested, 
congested and competitive’, but it is an accurate perspective on this crucial environment that is essential 
to the conduct of modern joint and integrated military operations (2). Space is no longer seen as a 
sanctuary that sits serene and untouched by increasing terrestrial rivalries below, and the idea of war 
in space is no longer confined to the realms of science fiction. Space has never been a global common 
used for peaceful purposes only, despite the well-intentioned rhetoric promoted by diplomats. Space has 
certainly been militarised since the dawn of the space age in the 1960s, with early American and Soviet 
satellites providing intelligence, surveillance, and reconnaissance (ISR), satellite communications, and, 
most importantly, nuclear command, communications, and control, and missile early warning services 
(3). The modern equivalents of these early capabilities, such as the US space-based infrared system 
(SBIRs), remain essential to ensuring a stable nuclear balance and the continued efficacy of nuclear 
deterrence (4). The 1970s and 1980s saw the development of global navigation satellite systems as a 
new role for space systems, with the US global positioning system (GPS) as the leading example that 
has become vital for modern military operations and a wide range of services for civil use, including 
banking systems, supply chains, and financial trading (5).

The role of space continued to expand in the 1990s to support a broader range of military and civil 
tasks. For example, space capabilities were a key component of coalition military operations during 
the 1991 Gulf War, with GPS, intelligence collection satellites and sophisticated digital satellite 
communications enabling a range of new military technologies, including the provision of ‘blue force 
tracker’, as part of the networked command and control of coalition forces during Operations Desert 
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Space and Future Warfare: Are 
We Heading Towards ‘Star Wars’?

Almudena Azcárate Ortega

When placed in the same sentence, the words ‘space’ and ‘war’ evoke images 
of science fiction movies, even more so if the word ‘future’ is added to the 
mix. However, space technology has been a part of warfare for several years, 
especially since the Gulf War in 1990 (1). In recent decades, it has become 
the norm for military operations, and even military conflict, to involve space 

infrastructure, and it is likely that it will continue to be so in the future (2). But with the advancement 
of space technology and the continued development of counterspace assets (3), the question of how 
conflicts involving space systems will look in the future arises. This question is particularly relevant as 
the international community works towards preserving space security. 

Given how essential space infrastructure has become, this essay will look at how existing applicable laws 
and regulations do not entirely mitigate current threats to space systems. In the face of these limitations, 
the international community must find a way to address space security concerns effectively. If it fails 
in this task, the future of warfare will be one where space could become a new theatre of conflict, 
with devastating consequences for humankind. However, if the international community succeeds in 
reaching a common understanding on space security issues, this bleak future could be avoided.

The Importance of Space Infrastructure

Space technology is critical for humankind (4). This is particularly true for service-oriented 
infrastructures such as the Global Navigation Satellite System (GNSS), Earth observation satellites, 
and communication satellites (SatComs). These technologies can carry out various tasks (for instance, 
positioning, navigation and timing signals, space imagery, and orbital signal relay amplification), 
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The Legal Constraints of Cyber 
Operations in Armed Conflicts 

Kubo Mačák and Laurent Gisel

T he use of cyber operations during armed conflicts is now a reality. While only a few 
states have publicly acknowledged using such operations, an increasing number are 
developing military cyber capabilities, and their use is only likely to rise in the future. 
The international community recognises that just as any other means and methods 
of warfare, cyber operations may seriously affect civilian infrastructure and result in 

“devastating…humanitarian consequences” (1). 

These words of caution are supported by the growing evidence of particularly concerning cyber 
incidents over the past few years (primarily outside armed conflicts), including cyber operations 
against hospitals, water and electrical infrastructure, and nuclear and petrochemical facilities (2). The 
increasing use of military cyber capabilities and the related humanitarian concerns underscore the 
urgency of reaching a shared understanding of the legal constraints that apply to the use of cyber 
operations during armed conflicts. 

This essay sets the scene by defining the notion of cyber operations during armed conflicts and by 
presenting a summary of the current military use of cyber operations and their potential human cost. It 
then discusses the threshold question of whether international humanitarian law (IHL) applies to cyber 
operations and zooms in on three specific issues related to how IHL principles and rules apply to cyber 
operations during an armed conflict (3). 

Cyberspace and Cyber Operations: Setting the Scene

IHL does not contain a definition of cyber operations, cyber warfare, or cyber war, nor do other 
international law fields. Definitions used by states vary from those that narrowly focus on the use of 
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Lawfare in China’s Hybrid 
Warfare Against Taiwan

Jyun-yi Lee

S ince Russia’s annexation of Crimea in 2014, discussions on hybrid warfare have 
intensified. Proponents maintain that future conflict will be mostly hybrid in nature. 
To achieve their political goals, state and non-state actors are inclined to blend the 
conventional and unconventional, physical and psychological, and the kinetic and non-
kinetic means of warfare to target their opponent’s combatants and citizens. Most of 

these means of warfare may not be entirely new, except digital or cyber, but it is their “convergence” 
that defines the hybridity of future conflicts (1). In contrast, critics contend that war has always been 
hybrid in nature, so hybrid warfare and other associated terms do not advance our understanding of war 
and peace and could lead to a false perception that a state unnecessarily sees itself constantly at war (2).

Although its analytical utility is contested, hybrid warfare remains a useful concept by stressing the 
synchronised application of various means and highlighting the synergistic effects thereby generated 
(3). This is particularly important insofar as peace and stability in the Taiwan Strait is concerned. With 
the balance of power between the US and China gradually tipping in favour of the latter and Chinese 
external behaviour becoming more assertive under Xi Jinping’s leadership, Taiwan has been described 
as “the most dangerous place on earth (4).” China has not gained absolute military superiority in its 
rivalry with the US thus far, and Taiwan’s effort in bolstering its own defence also renders conventional 
warfare with China difficult, although not impossible. Therefore, it is reasonable that China will deploy 
various instruments to construct an environment conducive to achieving its goal of unification and 
conduct hybrid warfare when launching an armed attack against Taiwan.

This essay discusses the role of lawfare in China’s hybrid warfare. Law, or rather the instrumental use of 
law, gives the Chinese leadership the legitimacy to use force against Taiwan. This is further complicated 
by other instruments in the hybrid warfare toolbox. Modern technology addresses the current limits of 
China’s capability to threaten and ultimately conquer Taiwan and blurs the line between peace and war, 
posing difficulties for Taiwan and other stakeholders to react and respond effectively. Legal resilience, 
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Technology has played a critical role in human development and progress, with humans 
far exceeding their biological potential. However, as the atom bombs of the previous 
century demonstrated, technology also has the potential to bring enormous destruction 
and death, especially in warfare. As evidenced by the Russia-Ukraine war, the rise of 
a new generation of technologies demonstrates the potential to unleash mayhem (1). 

Therefore, it is critical to globally regulate the flow (where applicable) and use of these technologies 
to avert any disaster. Amid the rapidly changing geopolitical scenario, technology regulation is a 
battleground for competition and influence (2). Under this environment, emerging technologies continue 
to develop in a global policy environment that is struggling to keep pace. 

This essay discusses the growth and improvements in technologies, their potential military impacts, and 
the challenges in regulation. In addition, it suggests that geopolitical competition is the cause for the lack 
of consensus in developing global regulation for these technologies. Lastly, it provides recommendations 
to effectively regulate emerging technologies in a war-fighting context. Specific technologies covered in 
this essay include space, cyber, nuclear, and artificial intelligence (AI), and automation.

Cyber: Brief, Impacts, and Challenges in Regulation

Along with the wide proliferation of the internet, associated security concerns have also grown. Cyber 
warfare is defined as “actions by a nation-state or international organization to attack and attempt to 
damage another nation’s computers or information networks through, for example, computer viruses 
or denial-of-service attacks” (3). The rise in internet connectivity has meant that the malicious use of 
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