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Introduction

This document provides recommendations for protecting and restoring critical electronic
equipment, facilities and communications/data centers from:

(1) High Altitude EMP (HEMP)

(2) Surface-burst Source Region EMP (SREMP) fields propagating outside of the
radiation region

(3) Currents induced on undersea cables and long lines by solar storm generated
geomagnetic disturbances (GMDs)

(4) Intentional Electromagnetic Interference (IEMI) from nearby sources such as
Electromagnetic (EM) weapons (also known as Radio Frequency (RF) weapons).

Collectively, these will be called by a general term in this document: “EMP”. However, it
should be recognized that nearly all of the protection recommended in this document is for
the frequency range above 10 kHz, which is the frequency range for E1 HEMP, SREMP and
IEMI. A presentation describing the background, characteristics and effects of EMP is
included in the Appendices to this document.

There are four DHS EMP Protection Levels defined herein, as outlined in Table 1. These
levels were initially developed for use by the federal continuity community, such as for the
Continuity Communications Managers Group, but are also applicable to any organization
that desires to protect its equipment, facilities, and services against EMP threats.

In addition to making recommendations on how to physically protect electronic equipment
from EMP, this guide provides guidance on how to help ensure communications and
information systems (and their supported missions) can continue to function (or be rapidly
restored) after one or more EMP events. Hence, Appendix C contains information on
priority service programs (like GETS, WPS, and TSP) as well as on the SHARES alternate
communications service that can be used to support critical missions and to facilitate and
coordinate restoration activities.
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DHS EMP Protection Levels

Level 1 begins with no-cost/low-cost methods to protect equipment and facilities. Level 2
guidelines are based on using EMP-capable filters and surge arresters on power cords and
data cables, as well as fiber optics and ferrites, where possible, to protect critical
equipment. These would mitigate the majority of EMP vulnerabilities to equipment when
EMP facility shielding is not feasible (this is also expected to be the most cost-effective
approach for hardening limited equipment in facilities). Levels 1 and 2 are for
organizations where hours of mission interruptions can be tolerated and for which “cost to
harden” is a critical factor.

DocPlayer

EMP Protection and Restoration

Guidelines for Equipment and Facilities

Table 1. Four DHS EMP Protection Levels for equipment and facilities

Level 1: Low Ss

Use procedures & “low
cost” best practices to
mitigate EMP effects.
Unplug power & data
lines into spare/backup
equipment. Turn off
equipment that cannot
be unplugged & that is
not immediately needed
for mission support.
Store one week of food,
water, & critical supplies
for personnel. Wrap
spare electronics with
aluminum foil or putin
Faraday containers. Have
backup power that is not
connected to the grid
(generators, solar panels,
etc.) with 1 week of on-
site fuel (like
propane/diesel). Use
GETS, WPS, & TSP
services; join SHARES if
applicable (see Appendix
C for more information).

Level 2: Hours

In addition to Level 1, use
EMP rated surge
protection devices (SPDs)
on power cords, antenna
& data cables & have EMP
protected back-up power.
Use SPDs (1 nanosecond
or better response time)
to protect critical
equipment. Use true on-
line/double-conversion
uninterruptible power
supplies (UPS). Use fiber
optic cables (with no
metal); otherwise use
shielded cables and
ferrites/SPDs. Shielded
racks/rooms &/or
facilities may be more
cost-effective than
hardening numerous
cables. Use EMP
protected HF radio
voice/email if need long-
haul nets. Suppress EMP
fires.

Level 3: Minutes

In addition to Level 2, use
civil EMP protection
standards (like IEC SC 77C).
Use EMP shielded
racks/rooms and/or
facilities to protect critical
computers, data centers,
phone switches, industrial &
substation controls & other
electronics. Shielding should
be 30-80 dB of protection
thru 10 GHz. Use SPDs to
protect equipment outside
of shielded areas. Can use
single-door EMP-safe
entryways. Use ITU & IEC
EMP standards for design
guidance and testing. Have
30 days of back-up power
with on-site fuel (or via
assured service agreement
with EMP resilient
refuelers). Use EMP
protected HF radio &
satellite voice/data nets if
need long-range links to
support missions.

Level 4: Seconds

Use Military EMP
Standards (MIL-STD-188-
125-1 & MIL-HDBK-423),
and 80+ dB hardening
thru 10 GHz. Use
EMP/RFW shielding in
rooms, racks, and/or
buildings to protect
critical equipment. Use
EMP SPDs to protect
equipment outside of
shielded areas. Use EMP
protected double-door
entryways. Have 30+
days of supplies & EMP
protected back-up power
(to include on-site fuel)
for critical systems. Don’t
rely on commercial
Internet, telephone,
satellite, or radio nets
that are not EMP
protected for
communications. Use
EMP protected fiber,
satellite, & radio links &
Appendix B services

Level 3 guidelines are appropriate for organizations which can only tolerate a few minutes
of mission outages. Level 4 guidelines are for organizations/missions that cannot tolerate
more than a few seconds of outage and where lives and essential services/functions are at
stake. For EMP Protection Levels 3 and 4, electromagnetically shielded racks and rooms
are used to prevent electromagnetic fields and currents from reaching mission critical
equipment.
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These two highest levels also use testing to verify that EMP shields are effective and that
the EMP barrier’s integrity is maintained over the life cycle of the system. A properly
designed barrier with penetration protection for all power, data and antenna cables will
make equipment behind it safe from wide variations in threatening external
electromagnetic fields (including HEMP (see the bibliography for more details), SREMP,
IEMI and Geomagnetic Storm threats). Protection Level 3 has similar design features as
Protection Level 4; however, Level 3 allows some tailoring of the requirements and also

allows the use of commercial standards for designing protection and performing testing in
a more cost-effective manner.
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Level 1 EMP Protection Guidelines

EMP Protection Level 1 Summary (Low cost, best practices):

Use procedures and “low cost” best practices to mitigate EMP effects. Unplug power and
data lines into spare/backup equipment. Turn off equipment that cannot be unplugged and
that is not immediately needed for mission support. Store one week of food, water, and
critical supplies for personnel. Wrap spare electronics with aluminum foil or put in Faraday
containers. Have backup power that is not connected to the grid (generators, solar panels,
etc.) with 1 week of on-site fuel (like propane/diesel). Use the Government Emergency
Telecommunications Service (GETS), Wireless Priority Service (WPS), and
Telecommunications Service Priority (TSP) programs to improve your chances of phone call
completions and rapid restorations during EMP crises; and join the SHAred RESources
(SHARES) program if applicable (see Appendix C for more information on all of these
programs).

1. Turn off and unplug equipment.

The easiest and quickest way to reduce equipment vulnerabilities to EMP is to turn off non-
essential equipment and then unplug this equipment from all metallic lines, such as power
cords, telephone lines, Ethernet cables, and antennas/coaxial cables. Battery packs should
be removed from small electronics as these batteries can work in conjunction with EMP to
provide damaging energy into equipment circuits. Where possible, the cords themselves
should also be disconnected from the equipment, not just unplugged at the wall or other
distant connection point. The rationale here is that these power cords and data cables will
still act as antennas for picking up EMP signals even if they are disconnected from a wall
outlet or router or external radio or TV antenna. As an extra precaution, you should also
disconnect your non-essential computer(s) from any wired external keyboard or mouse.
You should unplug all cords and cables at the point where they actually connect to the
equipment, such as at the back of a computer or desktop phone or equipment rack. If you
cannot unplug the equipment from a long metallic cable, then coil the cable near the
equipment, if possible, so as to minimize its effective length and hence reduce its ability to
pick up EMP energy. For wireless devices such as cell phones and other battery operated
devices (like portable radios and walkie-talkies), you should turn them off and unplug them
from any charging station or adapter. If items need to be charged, be sure to use power
cord surge protectors that have a 1 nanosecond or better response time (which can be
found at normal retail stores).
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2. Use power surge protectors that provide fire protection.

Many surge protectors use metal oxide varistors (MOVs) that can be a fire risk when they
fail. Some manufacturers, like Monster Cable Products, Inc., provide fire-proof MOVs.

3. Use heavy-duty aluminum foil or inexpensive faraday bags/cases.

For small electronics, you can put these in a plastic or paper bag or other insulating
material and then wrap the item with an outer layer of heavy-duty aluminum foil. If power
or data cables are permanently connected to the equipment, you should also place these
inside the bag before wrapping the item with aluminum foil. You should ensure the
aluminum foil completely covers the item and that all seams overlap. If possible, protect
the equipment with two or more complete layers of aluminum foil. If you decide to use a
faraday bag, be sure that it is not just a standard Mylar food bag which provides little
protection. Metal trash cans do not usually provide reliable EMP protection for items
placed inside of them, unless they have been modified to block radio waves from entering
through the gaps in the lid, handles, and sometimes at the base. Microwave ovens can
serve as expedient faraday cages for small electronics, but should be tested with a cell
phone and/or AM/FM radio to see if there is reception inside of the oven (obviously, these
“ovens” should never be turned “on” with equipment inside). In general, small handheld
electronics are relatively resilient to EMP effects, unless they have long antennas or power
cords attached, and so the need for faraday cages is of secondary importance.

4. Ensure your backup generator is not connected to commercial power (unless it has
very good EMP surge protection on the connecting line).

While many companies will recommend connecting your backup diesel or other generator
to commercial power in order to provide an automated transfer to backup power when
commercial power is lost, you should avoid this if possible. The relatively long commercial
power lines leading to your home or organization provide an excellent path for EMP energy
and may destroy your backup generator’s electronics if they are wired into an automated
transfer switch.
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Level 2 EMP Protection Guidelines

EMP Protection Level 2 Summary (where hours of mission outage is acceptable):

In addition to Level 1, use EMP rated surge protection devices (SPDs) on power cords,
antenna & data cables and have EMP protected back-up power. Use SPDs (1 nanosecond
or better response time) to protect critical equipment. Use true on-line/double-conversion
uninterruptible power supplies (UPS). Use fiber optic cables (with no metal); otherwise use
shielded cables and ferrites/SPDs. Shielded racks/rooms and/or facilities may be more cost-
effective than hardening numerous cables. Use EMP protected HF radio voice/email if need
long-haul nets. Suppress EMP fires. If room and/or equipment rack EM shielding is desired,
then refer to Level 3 or 4 EMP Protection Guidelines.

1. Use of EMP rated surge arresters on power cords and phone/data cables

Many commercially available power strips have surge protection built in. These should be
used to protect all essential equipment and must have a response time rating of 1
nanosecond or faster and a minimum rating of 3,000 joules and an additional let through
voltage of 60 V or less to be effective for EMP types of transients. Phone line and data
cable surge arresters should also be used that have a response time rating of 1 nanosecond
or faster and an additional let through voltage of 60 V or less to be effective.

2. EMP fire suppression

EMP fire suppression spark arresters or other equipment designed for this purpose should
be considered for essential buildings to help prevent EMP induced fires in facilities. Many
commonly available power strips use fire-protected MOVs and if spaced at distances of
every 20 feet or so, can help mitigate MOV and spark-induced fires from EMP.

3. Use of ferrites

* (Cable ferrites are often used to attenuate unwanted high-frequency cable signals.
Ferrites use materials that interact with the magnetic field of the cable signal. Type 61
material ferrites are recommended in that they can attenuate pulses with faster rise
times than those made with older ferrite materials, such as type 43 ferrites.

* These are simple and inexpensive — they simply snap around the cable (preferably near
the vulnerable equipment end).

* They effectively introduce a complex impedance onto the cable — there is signal
attenuation because:

* |mpedance mismatch relative to the normal cable impedance means some

signal is reflected back down the cable,
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®» And the imaginary part of the impedance means that energy is absorbed.
* The impedance is frequency dependent, with peak typically hundreds of ohms.
* A useful property is that this impedance affects only common mode cable signals
(which HEMP is) and not differential mode (which are the normal cable signals).
¢ The protection is additive with each extra bead snapped on; there is approximately 1 to

2 dB protection per ferrite.

4, HF and other radio equipment protection

HF and other radios need three types of protective devices — (1) those for the HF or other
radio antennas, (2) those for power connections and (3) those for low voltage DC
connections such as antenna rotators. Protective devices must be well grounded using low-
inductance grounding cables as short as possible.

For HF antennas, the protector voltage rating needs to be greater the transmitter peak
voltage, with a factor of two margin preferable. As a function of power P in watts for 50 Q

systems, this gives a protector voltage rating V of: 7 = 20«/;, which is 200 V fora 100 W
system, 400 V for a 400 W system and 630V for a 1 kW system.

5. Coaxial Cable RF (Antenna) Surge Protectors

Nothing can protect equipment from a direct lightning strike. Antenna surge protectors
are designed to reduce antenna-induced voltages resulting from nearby lightning voltage
discharges. A HEMP’s rise time is ¥1 ns. An HF antenna and feedline will slow this down
to longer than 10 ns. Most antenna surge protectors contain gas discharge tube (GDT)
devices with typical element turn-on time faster than 5 ns providing suitable protection
from EMP.

Each protector is installed in series with the antenna feedline. The GDT inside the
protector is connected from the center conductor to the shield, so the GDT element is in
parallel with the feedline. A GDT is a normally-open voltage-sensing device. When the
voltage is sufficiently high, the gas inside the GDT ionizes and conducts which reduces the
voltage on the center pin with respect to the outer shield. If the surge is great enough, an
arc inside the GDT develops further reducing the voltage. The GDT returns to an open
state after the power being shunted through it decreases.

GDTs wear out with each surge event and usually fail by becoming either open or shorted.
It is easy to detect when a GDT shorts (because the transmitter will shut down from high
VSWR), but not when it opens. What happens when a GDT opens is the gas inside won’t
ionize anymore, but there is no easy way to predict when that will occur: RF signals will
pass through the GDT just as usual but the GDT won’t conduct so it no longer provides any
protection. One way to detect a used-up GDT is by checking the initial SWR and
periodically repeating the SWR measurements: If the SWR changes, it may be time to
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replace the GDT. Fro more detailed information, see PolyPhaser’s white paper
http://www.polyphaser.com/SiteMedia/SiteResources/WhitePapersandTechnicalNotes/14
74-003.pdf?ext=.pdf which describes taking a baseline VSWR reading at initial surge
arrestor installation. Over time, take repeat VSWR readings. As the GDT wears out, even
while in an open state, the GDT’s capacitance may change which affects the VSWR. So,
over time (which may be a few years), if you see a consistent change in VSWR readings
(that isn’t related to a bad cable, bad connectors, or a bad antenna), then the most likely
cause is the degraded state of the GDT surge arrestor.

It's a good practice to replace GDT protectors at least every five years because it's difficult
to determine if a GDT is functioning. The strength of each induced EMP from a lightning
strike varies greatly (depending how far away each lightning strike is), so you can’t predict
the strength of any surge reaching the GDT. The life of an installed GDT surge arrestor
could be 200 nearby strikes over many years or just one extremely close strike. Conducting
regular VSWR tests and having a five-year replacement plan can help ensure continued
protection.

Protectors are commercially available from Polyphaser, Huber+Suhner, Fischer Custom
Communications, Polyphaser, Amphenol® EMI/EMP Protection Connectors, and ETS-
Lindgren. Bourns manufactures GDT elements for other companies to repackage into
protective devices. The following URLs provide more information about using protective
devices.

Gas Discharge Tubes (GDT)
http://www.bourns.com/resources/training/circuit-protection/gas-discharge-tubes-(gdt)/gas-
discharge-tubes-(gdt)

Telecommunications Application Schematics
http://www.bourns.com/applications/telecommunications

Network Communications PortNote® Solutions
http://www.bourns.com/applications/network-communications

6. Uninterruptible power supply (UPS) considerations

Protection for 120 VAC from either inverters from photovoltaic arrays, diesel generators or
commercial power would best be done with a UPS, [note that the UPS itself will need
protection from A/C power feed transients, as the UPS may be vulnerable to low frequency
EMP (E3) or GMD caused power service transformer harmonics] as modern switched-mode
power supplies contain microelectronics potentially sensitive to fluctuations. UPSs made
by APC, CyberPower and Tripp are available in suitable power ratings throughout the range
from 200 W to 1200 W. It is not clear without testing whether protection is needed for the
antenna rotator circuit, as the excitation will be common mode while the operation is
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differential mode, but if testing proves it necessary, the installation of MOVs appropriate
for the operating level of the specific rotator would suffice.

When selecting a UPS for protecting equipment from EMP, it is recommended that a true
on-line, double-conversion type of UPS be used. It should be noted that since there may
not be a shielded volume present, less expensive UPS units provide insufficient protection
in that they allow voltage spikes to reach equipment before the battery is switched into
the circuit, which can take as long as 25 milliseconds. The more expensive on-line, double-
conversion UPS ensures that the battery is always connected so that no power transfer
switches are needed and no delay occurs.

7. Cable layouts, entry, and the use of shielded cables

Cable layout techniques to reduce the coupling of EMP signals at the equipment include:

* Run location: Run the cable along metal structures, such as metal walls or I-beams.

¢ Cable bundles: Put multiple cables into tight bundles — on average all the cables are
helping to short out the E field seen by any individual cable.

¢« Ground wires: Better yet, put a ground wire in the cable bundle, and short it out at
many points along the cable bundle run.

*« Metal cable tray: If cable trays are used to hold the cables, be sure the tray is metal
instead of plastic or fiberglass; and have it grounded often along the run.

e Metal cable conduit: It is even better to have the cables in enclosed metal conduits,
which are well grounded at least on the ends, and at other points if possible. The best
end connection is a circumferential ground bond onto a metal building wall.

Cable entry best practices include:

* Use underground cable runs, at least for the part nearest the building (underground
cables have reduced HEMP, SREMP (radiated fields) and EM weapon field coupling, and
higher attenuation of signals that have already induced currents).

* Short out the external conductor at the entry point to the building — it is especially
good to use shielded cables, with the shield circumferentially bonded to a metal
external wall.

* If the building has an ANSI/TIA/EIA-607 Telecommunications Bonding Backbone (TBB)
installed, entry cable shielding should be bonded to the TBB.

* Metal pipes also count as conductors —they should be shorted at the metal wall.

« TPD (terminal protection devices) may be needed on power and signal wires.

* Antennas need special attention, and possibly special surge protectors (see above).
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Considerations with shielded cables include:

¢ Using shielded cables is very common in EMP protection, and it is easy to get shielded
network cables.

* The protection provided depends on the quality of the shield, but also on the handling
of the cable ends.

* Common shielded network cabling has simple foil shields. Better, and more expensive,
cables use high-coverage braided shields.

* The cable plugs must have metal sheaves, firmly grounded to the cable shields.

* The matching jack must also be configured to accept the shielded plug — typically with
metal tabs. These tabs are not equivalent to circumferential shields, but provide some
protection.

® Typical network equipment does not always have shield-ready jacks, so in these cases
shielded network cables will not be of value.
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Level 3 EMP Protection Guidelines

EMP Protection Level 3 Summary (where only minutes of mission outage is acceptable):

In addition to Level 2, use civil EMP protection standards (like International Electrotechnical
Commission (IEC) SC 77C). Use EMP shielded racks/rooms and/or facilities to protect critical
computers, data centers, phone switches, industrial and substation controls and other
electronics. Shielding should be 30-80 dB of protection thru 10 GHz. Use EMP rated surge
protection devices (SPDs) to protect equipment outside of shielded areas. Facilities can use
single-door EMP-safe entryways. Use International Telecommunication Union (ITU) and IEC
EMP standards for design guidance and testing. Have 30 days of back-up power with on-
site fuel (or via assured service agreement with EMP resilient refuelers). Use EMP protected
HF radio and satellite voice/data nets if organizations need long-range links to support
missions. Expedient shield testing can be accomplished using interior scans for FM and AM
radio reception and for cell phone signal detection or with the use of IEEE 299.
Organizations can also use publically available IEC SC 77C standards versus military
standards for further protection guidance.

The following |EC publications apply to Level 3 Protection and are shown in summary
below and in detail in the Bibliography at the end of this report:

61000-1-
(General) | -3 HEMP Effects On Systems | | -5 HPEM Effects On Systems
-9 HEMP -10 HEMP - 13
61000-2- Radiated Conducted Classification Of HEMP HPEM

Environment Environment Environments Environments

(EM Environment)

-23 -24 -25 -32 -33
61000-4- Test Test Methods HEMP HEMP HPEM
(Testing and Methods Conducted Immunity Simulator Measurement
Measuring Radiated Tests Compendium Methods

Techniques) -
| -36 |IEMI Immunity Test Methods

-35 HPEM Simulator Compendium ”

(Generic Standards)

-3 HEMP -4 Specifications -5 Specifications -8 Mitigation Of
Protection For Radiated For Conducted External EM
61000-5- Concepts Protection Protection Influences
(Installation and
MII_:Iga!:Ion -7 EM Code -8 HEMP Protection -9 System-level -10
Guidelines) Methods For The Susceptibility Application
Distributed Civil Assessments For Guide
Infrastructure HEMP And HFEM
61000-6-

-6 Generic Standard

For HEMP Immunity

Figure 1. Organization of the current publications of IEC SC 77C

[Black text indicates publications dealing with HEMP, while blue/grey text indicates HPEM/IEMI publications.]
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The Level 3 Facility EM barrier should be designed with the same features and provisions
as Level 4 (with the exception of Provision 1 noted below) and the requirement for only
one entryway door instead of a double-door entry as in Level 4. With only a single door, an
alarm or automatic closing feature should be installed to prevent the door from
inadvertently remaining open for an extended period thus reducing the hardness of the
facility. In addition for Level 3 the evaluation of the shielding effectiveness as identified in
Provision 5 for Level 4 is not required. Commercial radio signal techniques may be used to
evaluate the shielding effectiveness or one may use |IEEE 299 [see Reference 11]. This
shielding effectiveness testing is only required for the acceptance of the shielded
enclosure, as verification testing is not required (as it is in Level 4). Also non-linear filter
PCl testing may be performed in the laboratory and is not required to be performed on site
(asitisin Level 4).

1. Six-sided electromagnetic shield barrier

The shield barrier can be constructed using 3-6 mm thick steel sheeting (or by using other
shielding materials, such as aluminum or nickel composites) which provides the required
level of shielding. Shielding can be accomplished using a combination of bolt-together
designs and/or welded designs. If a large number of facilities need to be EMP protected,
bolt-together designs that are carefully tested in the factory to meet the required
protection levels are more economical. Copper, aluminum, conductive plastics or other
materials may be used if they can provide the required shielding effectiveness and are fully
compatible with the POE protective treatments and grounding requirements. Steel is
preferred because of its superior shielding effectiveness at low frequencies and its
mechanical strength. Using metal screen or wire mesh for the barrier presents problems
related to inadequate inherent shielding properties and problems posed in
circumferentially bonding cable conduit, vent, and piping penetrations to mesh/screen
materials.

2. Uninterruptible power supply (UPS) considerations

When selecting a UPS for protecting equipment from EMP, it is recommended that a true
on-line, double-conversion type of UPS be used. As this UPS will be installed inside the
shielded volume, there is no concern over high frequency transients. However, the UPS
selected should have been tested against high harmonic currents and voltages (especially
the 2™ harmonic), which is generated during E3 HEMP and/or GMD events.
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